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Foreword
Risks Have Evolved—Why Hasn’t 
Your Risk Management?

When I began working in supply chain risk management (SCRM) 
over 20 years ago, third-party risk management (TPRM) was 
not a boardroom concern. The task was a begrudging necessity, 
a checkbox in the compliance process. This mentality persisted 
even as businesses became more interconnected and mutually 
reliant on a vast network of partners across the globe. 

Those interdependencies, coupled with their growing complexity, 
introduced a litany of risks across the supply chain ecosystem. 
Except among a small cadre of risk management professionals 
and technology leaders, these risks were largely invisible, 
deprioritized, or ignored.

Then came COVID-19, SolarWinds, and the Suez Canal backup. 
The fragility of global supply chains became painfully apparent, 
the repercussions of which continue to reverberate across 
virtually every industry and corner of the globe. So many shocks 
so close together has made “Black Swan event” an outdated 
term. Such disruptions are no longer rare, unpredictable, or even 
shocking. It is not a matter of if similar events will occur, but 
when.

Operational Resilience:  
A Business Imperative

Recent events have exposed the symptoms of unchecked vulner-
ability:

 Ð Scrambling to cope with events as they happen
 Ð Wasting resources because of siloed teams, duplicated efforts, 

or poor communication
 Ð Brand damage from product or service disruptions or slow-

downs
Being unprepared for such events is costly. That high cost, and 
the velocity and depth of disruptions, have triggered a reset in 
enterprise SCRM strategies, prompting dramatic re-evaluations 
of global interdependence and production. Organizations 
are trying to balance just-in-time production strategies with 
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resilience recommendations, while also overcoming all manner 
of risks through better planning and more agile processes. The 
good news is that with continuous monitoring and the correct 
technologies, all are achievable. 

As part of this reset, forward-leaning organizations are adopting 
new approaches to SCRM and setting their sights on Operational 
Resilience—the ability to continue providing products or ser-
vices in the face of adverse market or supply chain events. While 
the path to achieving supply chain continuity and security varies 
by industry, the benefits are clear and universal. Organizations 
that achieve Operational Resilience can:

 Ð Continuously monitor for potential risks and proactively make 
adjustments to minimize and potentially prevent disruption

 Ð Quickly identify disruptive events to evaluate exposure, find 
alternatives, and respond fast

 Ð Anticipate, model, and plan for possible scenarios and build 
the organizational skills to address and respond to these 
challenges

Businesses and organizations targeting Operational Resilience 
recognize the need to monitor a wide range of risk factors, 
including financial, cyber, regulatory, operational, geopo-
litical, and environment/social/governance (ESG). But the 
complexity goes even deeper, as they must also operate in an 
environment of ongoing digital revolution, climate change, 
the global resurgence of authoritarianism, and the push for 
sustainable procurement. These and other sweeping changes 
are upending business ecosystems and the systems of risk 
management upon which they are built.

The Rise of the Resilience 
Operations Center

Existing SCRM systems are outdated—the spreadsheets and 
questionnaires are inadequate for risk detection, and they 
certainly can’t help modern, competitive organizations mitigate 
damage and loss. A new framework must be brought to bear 
on this seemingly intractable problem—the need to gain solid 
footing and foster resiliency amid ongoing and increasingly 
complex disruptions. 

The Resilience Operations Center (ROC) meets these needs 
and more. It represents a new approach to modern supply chain 
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security and continuity, delivered through an enterprise-wide 
framework that ensures risk management objectives are tied to 
organizational goals. It brings previously siloed groups together 
to form agile and informed teams that are empowered to use data 
intelligently and react quickly to changing circumstances. We’ve 
seen the ROC framework deployed in a variety of industries, and 
our customers are using ROCs to dramatically change outcomes 
for the better. 

A ROC is so effective at fostering Operational Resilience because 
it helps organizations overcome difficult internal challenges, 
including: 

 Ð Shifting behavior from response to prevention. Deep, com-
prehensive planning helps teams anticipate events, evaluate 
alternatives, prevent disruptions, and model all scenarios and 
options. Reacting to events as they happen is not sufficient in 
today’s competitive market. 

 Ð Making risk management an organization-wide job, 
not the domain of one person or team. Most approaches 
to managing risk are siloed within business units, such as 
procurement, supply chain operations, and IT, or in single focus 
organizations, such as information security and compliance. 
When everyone is a stakeholder, organizations improve how 
they coordinate, collaborate, prepare, and respond.

 Ð Managing risk beyond the walls of your company. Organi-
zations rely on an extensive network of suppliers and partners 
for developing and producing their products and services. 
Identifying relationships in the extended supply chain to the 
Nth tier helps organizations decide if those connections are 
good or bad business choices, thereby identifying and prevent-
ing potential risk. And, most importantly, remember that you 
are a third party to myriad other organizations, which are now 
looking at you through their own risk management lens.

Operational Resilience—It’s 
Simply Good Business

Through years of experience seeing client challenges up close, 
I’ve became even more convinced that cutting-edge technology 
can help organizations modernize and reset their approach to 
third-party risk management. This led me to create Interos, the 
world’s first multi-tier, real-time SCRM solution. 
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But technology, no matter how efficient, can only go as far as 
individuals and organizations are willing and able to take it. 
While our platform is a powerful engine for improving risk 
management and gaining transparency across the supply chain 
ecosystem, without a complementary organizational framework, 
the problem remains unsolved. 

There is no one-size-fits-all approach to risk management. The 
concerns of a multinational manufacturer are vastly different 
than those of a mid-size financial services entity, but the ideas 
and principles contained in this volume can be modified to suit 
the needs of almost every organization. It contains ROC tactics, 
techniques, and procedures organizations can use to determine 
the proper scope of their risk management activities, construct 
plans for those activities, and execute on them. It provides a 
foundation that multiple stakeholders—including procurement 
officers, finance professionals, cybersecurity personnel, and 
compliance leaders—can use to plant their feet firmly and 
begin the important work of securing the continuity of their 
enterprises. 

There is an urgency to adopt a more robust form of third-party 
risk management to mitigate the continuing fallout from COVID, 
SolarWinds, and the other inevitable shocks yet to come. That, 
of course, is the aim of this book. With a focus on providing clear, 
concrete, and actionable steps, we believe this guide will help 
you begin to build Operational Resilience into your organization 
and throughout your supply chain. 

Because Operational Resilience is simply good business. So, let’s 
begin.  

Jennifer Bisceglie 
CEO and Founder 
Interos
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Introduction: The Case for 
Operational Resilience

“Plans are worthless, but planning is everything.”
—Dwight D. Eisenhower, 34th President of the United 

States of America

Eisenhower made this remark in a speech on the importance of 
preparing for the unexpected. He knew that, in a complex world, 
individual plans were imperfect, but the planning process itself 
provided vital insight. Though he was addressing a military 
audience, he could have been talking about today’s operational 
risk management (ORM) environment. 

Our world is evolving rapidly, and more than ever we live in an 
age of uncertainty. What remains static stagnates, becoming 
obsolete. Nowhere in ORM is this more apparent than in supply 
chain risk management (SCRM). How does “planning is every-
thing” help? Planning forces organizations to anticipate and 
train for a range of possible outcomes, both likely and unlikely, 
and prioritize the likelihood of various risk scenarios. They plan 
in order to develop the critical skills (organizational motor or 
muscle memory) that help them to respond to and weather a 
range of possible events. With plans in place, your organization 
can continue delivering the products and services your custom-
ers expect, without interruption.

Put another way, planning helps to give you operational 
resilience, the ability to adapt to unexpected and rapidly 
changing events, evolve as needed to preserve operations, and 
deliver for customers. Creating operational resilience through 
a Resilience Operations Center (ROC) represents a transforma-
tional approach to SCRM.

The Resilience Operations Center
Organizations in every industry—from manufacturing and 
logistics to services and digital businesses—are looking for a 
way to observe, monitor, and protect their supply chains. Most 
solutions currently in place are too limited in scope, not agile 
enough, and don’t align with or help meet wider enterprise 
objectives. 
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A ROC solves these problems. This enterprise-wide frame-
work connects SCRM and organizational goals from the 
outset. Importantly, its capabilities go beyond threat detection 
and mitigation to provide the insight and agility needed to 
capitalize on never-before-seen opportunities.

Many organizations have learned through experience just how 
dependent they are on the actions and vulnerabilities of other 
parties. Events large and small—including cyber threats, global 
pandemics, and physical logistics disruptions—happen without 
much notice. 

A healthy and agile supply chain must have supplier trust and 
awareness at its core. With those elements in place, you can 
see and respond to unexpected events that impact your supply 
chain—in other words, you have operational resilience. 

It’s Time to Automate Your 
Supplier Inventory Process

If you are using manual survey methods to build your organiza-
tion’s inventory, you don’t have an accurate picture. Emerging 
automated tools leverage a variety of artificial intelligence 
technologies like machine learning, natural language processing, 
and data science. They make it possible to fill important gaps, 
avoid overlaps, and resolve conflicts in supplier and subcontrac-
tor inventory tiers while continuously validating and adding to 
your existing supplier inventory. 

These tools provide actionable insights and alert you to risks 
introduced in the supply chain. They continuously monitor 
changes in supplier relationships and associated risk factors. 
Machine learning can be used to discern supplier relationships 
from public, commercial, and private sources of data that are 
not obvious from investors/owners, board membership, and 
subcontractors, to name a few. Machine learning can also be 
used to build out more-robust risk information; for example, 
identifying ripple effects of geographic events. Natural language 
processing can immediately identify and alert you to negative 
information about suppliers in public news feeds, providing 
time for a proactive response before the news negatively 
impacts your organization. Data science can model scenarios for 
repositioning, reshoring, and the like, three to six months down 
the line.
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Automated tools now offer the ability to create and main-
tain a single source of truth for supplier risk, covering 
financial, operational, geographic, cyber, fraud, and ESG 
risks. Such tools centralize your organization’s aggregated 
supplier risk posture, drive operational risk mitigation, and 
identify trends in your organization’s risk reporting.

In order to leverage this opportunity effectively and efficiently, 
your organization would need a certain minimum amount of 
information about your suppliers. Otherwise, the amount of 
data returned by these automated tools could overwhelm you. 
This basic information includes: 

Ð Supplier name

Ð Location of product or service being provided 

Ð Relevant URLs and internet hosting details 

Ð Critical software development organizations involved

Ð Names of commercial products being used or deployed 

Ð Additional specific data, depending on defined individual 
use cases

Spending time upfront to carefully define use cases (for 
example, starting with new supplier onboarding) can help you 
discover supply chain relationships that you were unaware of. 
These relationships may pose unacceptable risks that need to be 
addressed prior to contract signing. Awareness of the constant, 
rapidly evolving nature of SCRM through increased use of auto-
mated tools, along with a clear understanding of and integration 
plan for these tools, are important success criteria for SCRM. 
Their contribution to maintaining operational resilience is 
essential in the rapidly evolving SCRM landscape.

Transform Your Organization 
with Operational Resilience

As mentioned earlier, planning is everything. Having a central-
ized organization resource responsible for driving operational 
resilience (a ROC) allows you to leverage the collective strengths 
of all functions within the organization. Giving senior managers 
and board members visibility into key trends in your SCRM 
program is essential. Scenario planning, probability forecasting, 
inventory discovery, supply chain maintenance, continuous 
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monitoring, and issue identification and remediation are keys to 
success. The ability to anticipate distress in any node of the 
supply chain and take preemptive action before damage and loss 
occur are essential in today’s business environment. It allows 
you to take decisive action quickly in the face of adversity. 

The ROC does not need to be a formal function with dedicated 
resources. It can be virtual, comprised of participants from core 
functions who centrally coordinate planning for and handling 
of risk events. The idea of a central function to coordinate 
operational resilience is key and many of organizations will find 
setting up a formal function improves operational resilience.

Importantly, a ROC doesn’t require a new organizational model. 
Fortunately, most organizations have a Security Operations 
Center (SOC) function, which serves as an effective starting 
point from which you can borrow important processes for a 
ROC. There are three key concepts to remember: 

Ð The breadth of the ROC function covers the entire orga-
nization and, therefore, commitment across all functions, 
including business units, is key.

Ð The ROC covers your entire supply chain, including all 
tiers of all relationships.

Ð The ROC is proactive, based on rigorous planning, 
scenario analysis and forecasting, training, and testing. 

This gets to the importance of organizational muscle memory. 
Detecting distress before adversity affects your organization, 
and getting everyone moving in the same direction, enables 
rapid and effective risk mitigation to preserve operational 
resilience. We will build on this concept throughout the remain-
der of the book.

How to Use this Book
This book is meant for organizations that have already estab-
lished a SCRM program and want to leverage their investment 
to be proactive in managing and mitigating risk on a continuous 
basis. How is this different than what SCRM programs have 
typically focused on and become, and what value does this 
approach and implementation offer you? Over the last 15 
years, many organizations have relied on point-in-time (usually 
annual) supplier risk assessments that use ever-expanding 
questionnaires to assure internal teams and business partners 
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that the risks they were taking, from sourcing raw materials in 
the supply chain to outsourcing core business functions, were 
acceptable. Over time, these manual processes consume more 
resources. Your organization likely also performs risk assess-
ments of all suppliers to identify issues and asks for corrective 
action plans. Perhaps the supplier even fixed the issue if you had 
effective processes to hold them accountable! 

Often, however, this has not been the case. Over time, your 
organization may have performed larger, more-complex risk 
assessments to understand all facets of a supplier’s product 
or service delivery in an unending, spiraling annual cycle. This 
approach has not, however, given you the assurance on a daily 
basis that you remain operationally resilient and can meet cus-
tomer needs and business commitments. Meanwhile, have you 
assessed the risks of the full supply chain ecosystem, including 
fourth, fifth, and nth parties (also referred to as subcontractors) 
to understand how far down the rabbit hole operational risk 
really extends? Do you even know your full exposure? You need 
to holistically and continuously examine all major operational 
risk factors, including cyber, financial, operations, geographic/
concentration, and environmental, social and governance 
(ESG) risks, across all supply chain tiers. Only then can you 
anticipate and prevent failures before they occur by sharing the 
information across the organization and advancing the goal of 
operational resilience. 

Current point-in-time, fragmented risk assessment 
approaches no longer suffice. Your organization needs 
proactive, continuous visibility and engagement across multiple 
risk categories, not just in one area such as cyber security. This 
approach allows you to act quickly with your suppliers and their 
suppliers to identify, understand, and respond to actual risks. It 
also enables you to anticipate emerging risks so you can 
eliminate or mitigate them before they impact business 
operations, assets, or customers.
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Figure 1: Traditional SCRM approaches

Today’s traditional approach to SCRM focuses on building 
an inventory of suppliers by surveying business units. The 
effectiveness of this approach depends on the quality of the 
data and responses your suppliers provide. As your inventory 
is established, you may also identify the business unit supplier 
relationship managers. Then, and only then, can you consider 
how best to assess the operational risks that may emerge from 
each supplier relationship, such as by using point-in-time risk 
assessments. Remediating identified risks is sometimes low on 
organizational to-do lists. 

While all of these steps are part of the journey toward opera-
tional resilience, they take too long when performed sequen-
tially and do not capture changes in risk over an actionable 
timeframe. It is time for a fresh approach that focuses on risk 
mitigation from the start, identifies quick wins, and continuous-
ly monitors all risks in your supply chain.

This book is designed to help you ensure that the risks arising 
from outsourcing decisions align with your risk appetite. This 
means that your company’s supplier risk management program 
is proactively managed as a business imperative, aligned with 
strategic business goals, aided by a multi-tier, multi-factor, 
continuous monitoring approach to ensure ongoing availability.
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Figure 2: A Resilience Operations Center 

Organizations Are on a Journey
Improving your organization’s understanding and management of risk is an 
ongoing process because goals and threats are constantly evolving. Like any 
journey, there will be unexpected twists and turns along the way. Planning 
for what could happen and preparing your response to potential scenarios 
force your organization to recognize its strengths and weaknesses and lay 
the groundwork for operational resilience. That’s what this book will help 
you achieve. 

Where Are You Starting From?
Before you can implement and benefit from this approach, you 
have to know your starting point.

Your organization may have already implemented foundational 
SCRM program activities, or may still be in the process of 
putting them in place. These activities may include:

Ð Establishing an in-scope supply chain inventory 

Ð Implementing a process for monitoring suppliers

Ð Understanding your procurement services/onboarding 
process and any exception processes 

Ð Identifying key SCRM stakeholders across business and 
operational units
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Ð Designing a standard supplier contract template, includ-
ing requirements for mitigating operational risk

Ð Creating an SCRM measurement and reporting program 
with Key Performance Indicators (KPIs) to identify trends 
for management

If your organization’s program has already addressed many of 
these basic requirements, you can simply review the first two 
chapters of this book. They will help you identify any gaps and 
provide guidance and tips on how to ensure a holistic, program-
matic approach to SCRM operational resilience.

If you are an advanced practitioner who has been operating an 
SCRM program for a while, you may be looking for opportunities 
to transform and enhance your approach. A multi-tier, multi-fac-
tor, continuous approach to SCRM that minimizes supply 
chain disruption and operational impact, along with scenario 
analysis and planning, will help you realize your business and 
risk management goals. Chapters 3 through 5 are written with 
you in mind. They cover newly emerging techniques, tools, 
and processes that will help optimize your SCRM program’s 
operational resilience.

Topics This Book Covers
Chapter 1, “Understanding Supplier Risk and Preparing 
for an SCRM Program,” details the need for a SCRM program 
to align with your board of directors and their defined risk 
appetite, business function management, and your supplier/
supply chain ecosystem. This chapter helps you understand the 
maturity of your program and explains key risk management 
approaches (mitigation, acceptance, and transfer of risk) that 
you can employ. It also introduces the concept of a Resilience 
Operations Center (ROC), a transformative approach to SCRM.

Chapter 2, “Organizational Alignment, the SCRM Maturity 
Model, and Operational Resilience,” describes three orga-
nizational business operating models (centralized, federated, 
and decentralized) and their implications for the operational 
resilience of your SCRM program. It also lays out a maturity 
model approach to SCRM and governance recommendations 
for an effective and efficient program. The chapter explains the 
importance of easily understood and clearly communicated 
requirements for your supplier contracts and key items to 
include. 
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Chapter 3, “Supplier Inventory and Discovery, Multi-tier 
Onboarding, and Quick SCRM Wins,” focuses on determining 
your company’s supply chain inventory using automated 
continuous discovery processes and the importance of dividing 
the inventory into risk domains to apply focused and relevant 
controls. It also explains why this technique offers advantages 
over traditional inventory surveys. The chapter includes a 
discussion of risk factors for consideration, including financial, 
operations, geographic/concentration, cyber, and environmen-
tal, social, and governance (ESG). It explains the important 
differences between new and existing suppliers when imple-
menting your ROC-based SCRM program. The chapter finishes 
with a discussion of the value and importance of quick wins for 
building momentum and driving transformational change as 
you move your SCRM program to a ROC-based approach.

Chapter 4, “Risk Assessment Processes, Risk Triage, 
and Continuous Monitoring,” covers emerging assessment 
techniques you should be aware of, focusing on multi-tier, 
multi-factor, and continuous monitoring of suppliers and all 
supply chain ecosystems; the role that data science can play in 
driving streamlined assessment decision making within your 
organization; and the new skills necessary to effectively and 
efficiently implement these techniques.

Chapter 5, “Program Automation, KPIs and KRIs, and ROC 
Management Reporting,” focuses on program automation and 
the importance of measurement techniques in your ROC-based 
program, starting on day one. It also addresses the importance 
of cross-functional management reporting at various levels 
within your organization.

Chapter 6, “Solidifying ROC Support and Looking Forward,” 
reviews the value of building organizational consensus for a 
ROC-based SCRM program and explains the importance and 
value of early quick wins in establishing positive momentum for 
success. The chapter also examines the role of organizations as 
suppliers to their customers and lays out the necessary steps 
for ensuring that you have robust risk management programs 
in place for identifying and responding to unplanned events and 
incidents. It points out why you should always be searching for 
emerging risks and evolving the ROC-based SCRM program to 
improve operational resilience.

See the Glossary for short definitions of terminology appearing 
in bold throughout this book.
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Helpful Icons
The Key to Success icon points out practical advice for ensuring 
a successful outcome, important items you won’t want to forget, 
and pitfalls you should try to avoid. 

Want to find out more about a given sub-topic? Look for this 
icon to get pointers to additional resources. 
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1.

Understanding Supplier 
Risk and Preparing for 
an SCRM Program
The Benefits of a Resilience 
Operations Center

An organization’s ability to create operational resilience 
depends on agile and informed teams, intelligent use of data, 
and fast adaptation to changing circumstances. The Resilience 
Operations Center (ROC) framework helps deliver on those 
requirements. Whether you build a virtual or organizational 
ROC, it will be the foundation you rely on when facing adversity 
and will empower your organization to deliver for all stakehold-
ers, no matter what challenges arise.

A ROC framework: 

Ð Acts as a single, centralized resource and coordination 
point internally, within your organization, and externally, 
with your extended supply chain. 

Ð Provides a real-time view into your organization’s supply 
chain risk and a means for monitoring and taking immediate 
proactive action to ensure ongoing operational resilience.

Ð Identifies key stakeholders and functions and helps mo-
bilize them for risk event planning, scenario analysis, and 
probability forecasting. 

Ð Helps you proactively leverage resources to quickly detect, 
respond to, and recover from incidents when they occur. 

THIS CHAPTER:
 Ð Explains the importance of resilience and the role 

of a Resilience Operations Center 
 Ð Explains how to identify key organizational assets 

and categorize risks 
 Ð Describes how to tell your organization’s SCRM 

story to build alignment and improve outcomes 
 Ð Discusses approaches to risk management and 

describes how the “three lines of defense” model 
can play a role in your SCRM program  
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Ð Provides a consistent measurement and reporting frame-
work for management, your board of directors, and other 
stakeholders.

Ð Monitors existing and emerging risks and speeds corrective 
actions.

Ð Embeds lessons learned from previous incidents into 
organizational DNA, making you more resilient to future 
events and incidents. 

Ð Serves as a catalyst for leveraging your supplier relation-
ships, building trust across your entire supply chain, and 
empowering suppliers to work together to manage risk 
while creating mutual value. 

Ð Optimizes SCRM and reduces supplier duplication, thus 
minimizing the risk of a data breach and reducing adminis-
trative costs.

Ð Enables intelligence functions and information sources to 
share and analyze data continuously at an organizational 
level.

Ð Shares SCRM program insights with organization stake-
holders to speed response times, minimize disruption, and 
shorten recovery time. 

With a ROC in place, you can improve how you manage and 
mitigate supply chain risk, continually, and gain operational 
resilience.

Laying the ROC Groundwork: 
Identifying Assets and Risks

Risks are everywhere in today’s landscape. The ability to 
identify ongoing and emerging threats and vulnerabilities 
and proactively adapt and respond to them through resilient 
behaviors can help your business thrive. Nowhere is this more 
important than in your approach to managing operational 
risks arising from supplier outsourcing decisions.

In this chapter, we introduce a new way of thinking, new 
approaches, and a new vocabulary for managing supplier risk.

Organizations need to focus on the operational resilience that is 
derived from building a joint business-supply chain ecosystem. 
The concept of a supply chain ecosystem is at the center of 
effective management of supplier risk in our complex, constantly 
evolving world. Resilience is the ability to mitigate the 
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consequences of unplanned events, manage adversity, and 
navigate manmade as well as natural disasters. Resilience 
demands forecasting and planning for different scenarios while 
continuously evaluating key organizational risk factors. 
Connectedness—a willingness to understand your suppliers’ 
interests, build trust, and act together with them for the strategic 
good of all—contributes to resilience. These themes drive 
success in SCRM. 

Examples of Critical Assets by Industry

Figure 3: Critical assets by industry

Critical Asset Checklist: 

 9  What are your industry’s critical assets? 

 9  How are they used?

 9  How are they derived, manufactured, and transported?

 9  Where are information assets stored, sent, and shared?

 9  Who has access to your assets at each step throughout the supply chain 
process? 

Aligning your SCRM program with strategic business objectives 
can help you achieve supply chain operational resilience.

As a risk management practitioner, you must understand 
which assets are critical to your business. Critical assets vary 
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across industries (see breakout above). This knowledge, 
combined with risk appetite (the amount of risk a business is 
willing to assume to achieve its strategic goals), allows you to 
implement effective, efficient, and resilient business operational 
strategies. This provides the ability to prevent disruptions 
in service or product delivery and minimize the impact of 
and recover quickly from unforeseen events, including low 
probability black swan events. An example was the COVID-19 
pandemic, which revealed many organizational vulnerabilities. 
Businesses responding in a resilient manner employ a degree 
of self-awareness—an unfortunately rare occurrence. Effective 
responses require devoting time, energy and resources to 
envisioning potential outcomes, and taking actions based on 
how key business conditions and risks might change over time 
throughout our supply chain.

Identifying Key Business Operational Risks 
Which operational risks are greatest for your organization? Not all risks are 
created equal, and they vary by industry. Once you have identified the risks, 
you need to understand how the organization is monitoring and responding 
to them.

Figure 4: Operational risks by industry 

To achieve resilient operations, you need to expand your 
horizons to include the operating environments within your 
extended supply chains, including all tiers and their risk factors. 
This process should be ongoing so you can spot and address 
current and emerging risks before they affect the business. 
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Beyond the obvious cybersecurity and disaster recovery/
business continuity risks affecting the supply chain, you should 
consider geographic and concentration risks, financial disrup-
tions, operations process risks, geopolitical instability, regulato-
ry changes, and gaps in SCRM programs. Environmental, social, 
and governance (ESG) risks also need to be addressed. This 
requires working with suppliers to proactively communicate 
and exchange information to create a strategic advantage and 
safe operating environments for all participants. The end goal is 
being able to respond quickly to protect the business and its 
customers. 

Three SCRM Use Cases
As you begin to plan for implementing an SCRM framework, 
consider these real-world examples of how organizations can 
prepare for operational resilience. 

I. Be Prepared to Assess Suppliers 
in Times of Crisis
When a black swan event such as a pandemic occurs, there is 
only a small window of time to take actions to protect your 
supply chain. Triage is essential, and it starts with knowing 
which suppliers are critical and which of those critical suppliers 
are in financial, operational, or other forms of distress. If your 
business has invested in planning for potential risk outcomes 
and scenarios by taking a resilience-focused approach to SCRM, 
you will already know where to focus your efforts when time is 
critical. 

To make the best decisions for your organization under pres-
sure, you will need answers in advance to these questions: 

ÐWhat financial actions can your organization take to ensure 
the continued business operations of your critical third, 
fourth, and Nth parties? 

Ð Do you prepay your invoices? 

Ð Do you place orders for future components or services? 

Ð Should you intervene on your supplier’s behalf to obtain 
Personal Protective Equipment (PPE) for their employees 
so they can continue to work and provide you with critical 
product or service support? 
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Ð If a supplier cannot continue operating regardless of your 
actions, are you prepared to replace them? 

If you have answers to these questions, you will be able to 
respond in times of crisis to ensure the success of your organiza-
tion.

II. To Weather the Unexpected, 
Plan for the Unexpected
As COVID-19 became a global pandemic, businesses had to 
quickly come to terms with a new reality: if suppliers were 
going to continue to provide services, their employees would 
have to work from home. Organizations are still struggling with 
this challenge. 

Most offices are tightly controlled environments that restrict 
suppliers’ access to and use of data and infrastructure. Now, 
with so many people working remotely, how can you control 
third-party access to and use of sensitive information such as 
proprietary design and manufacturing processes? How do you 
ensure the home networks of supplier employees or contractors 
are as secure as you require them to be? How can you ensure 
that no one else in the worker’s homes can access your business’ 
sensitive information? 

When organizations consider and plan for possible scenarios 
and outcomes, however unlikely they may seem, they are 
building operational resilience into their business operations, 
gaining the ability to analyze and respond to events before the 
risk is apparent.

III. Avoid Supply Chain Interruption 
by Visualizing Risks
COVID-19 meant that overnight, and in locations that could not 
be predicted in advance, production processes for raw materials 
and the means to transport them were interrupted or halted 
completely. As workers became sick and lockdown orders took 
hold, component assembly slowed, and many factories scaled 
back or shut down production. 

As a result, companies couldn’t get the critical components 
they needed for key manufacturing processes and final product 
assembly. This event impacted global supply chains in many 
manufacturing sectors, especially where just-in-time materials 
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and component delivery is the norm. It also highlighted global 
supply chain dependencies, as evidenced by the inability of 
some countries to obtain critical PPE for their citizens. Opera-
tional resilience—achieved by understanding, planning for, and 
taking actions to ensure a diversified supply chain ecosystem—
could have helped mitigate such production disruptions.

Organizations often lack a clear understanding of and appreci-
ation for the operational risks they have created by extending 
their business supply chain partnerships. This is reflected in 
several ways:

Ð Incomplete supplier inventories

Ð Failure to understand supply chains and consolidate 
suppliers from mergers and acquisitions activity

Ð Siloed governance processes and operational procedures 
for supplier risk management within an organization

Ð Incomplete or disconnected supply chain governance, 
staffing, operations, and control processes and procedures, 
and lack of insight into how they connect across the 
organization with other critical risk management functions 
(such as threat intelligence, incident management, disaster 
recovery and business continuity, fraud risk management, 
and compliance) 

A Resilience Operations Center is a function with associated 
processes for leveraging organizational resources cross-func-
tionally on a continuous basis with the goal of ensuring supply 
chain operational resilience to meet customer commitments. It 
represents a new way of thinking about SCRM program imple-
mentations that is grounded in data science, analytic techniques, 
artificial intelligence, and machine learning. This capability can 
transform your ability to prepare for and respond to any 
unexpected risk events. ROC capabilities cover the full opera-
tional risk management lifecycle, which includes risk identifica-
tion, protection, detection, and event management, along with 
risk response and recovery. Best practices include incorporating 
lessons learned from risk events and associated process 
implementation or modification to prevent risk recurrence.
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Improving Resilience Starts with 
Telling Your SCRM Story

How can senior leaders, the board of directors, and regulatory 
oversight authorities have confidence that they are effectively 
and efficiently managing the risks associated with reliance on 
supply chain partners? Presenting inventory data and issues 
identified and remediated is insufficient. 

Stakeholders want to know that strategic business risks can be 
sufficiently managed with the allocated resources and that 
SCRM levels are trending in the right direction. The best way to 
reassure them is to start with your story: 

Ð Explain how you have arrived at this point in your organiza-
tion’s SCRM journey.

Ð Describe how this journey is adding value by helping the 
business meet strategic goals while minimizing risk.

Ð Set expectations for where the organization is headed. 

Ð Back your story up with supporting measurements. 

Every organization has a unique story. Framing your experience 
within the context of where your organization is headed and 
explaining why it is time to transform your SCRM program are 
part of a critical communications process for ensuring your 
SCRM program’s success.

Create Business Value through 
Supply Chain Relationships

Supplier relationships provide for an exchange of value 
between the parties and can involve sharing of and access to 
intellectual property, proprietary manufacturing processes, 
and other sensitive information. But why stop there? Why 
not build strategic relationships that result in the creation 
of value for both parties? This is the optimal outcome. Ideas 
can be shared, and joint investments made so both parties 
benefit. These collaborative relationships also add value to 
risk management by sharing insights and best practices and 
building confidence between and across organizations. Put 
more simply, they establish trust. 
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One of the most successful examples of creating value through 
relationships are the Information Sharing and Analysis Centers 
(ISACs). These nonprofit organizations coordinate with private 
and public sector entities to share information about physical 
and cybersecurity infrastructure threats and insights into 
mitigation. In the United States, the National Council of ISACs 
(www.nationalisacs.org) coordinates this information sharing 
among ISACs and with the government. Joining an ISAC for 
your industry allows you to share and benefit from other 
organizations’ and the U.S. government’s cybersecurity 
experience and research to better protect your organization 
from cyber threats, while eliminating existing vulnerabilities. 
The supply chain ecosystem benefits all members and makes 
them stronger. 

Figure 5: Create business value through relationships

A similar transformational step in SCRM can help all stakehold-
ers understand, contribute to, and benefit from mutual efforts 
for managing and mitigating supplier risk. In this way, you will 
be able to generate organizational and supply chain initiatives 
to drive resilience in the face of both ongoing and novel threats. 

The Global Resilience Federation (www.grf.org) “builds, 
develops and connects security information sharing communi-
ties. GRF is a nonprofit provider and hub for cyber, supply chain, 
physical and geopolitical threat intelligence exchange between 
information sharing and analysis centers (ISACs), organizations 
(ISAOs) and computer emergency readiness/response teams 
(CERTs) from many different sectors and regions around the 
world.” 

http://www.nationalisacs.org
http://www.grf.org
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SCRM Program Drivers and 
Approaches to Risk Management

Business drivers for the continued enhancement of your SCRM program 
through implementation of a ROC include:

 Ð Prevention and management of events/incidents/data breaches and 
resulting reputational and financial loss.

 Ð Strategic planning and awareness of risk exposure for competitive 
advantage through operational resilience.

 Ð Rapid, secure access to new markets.

 Ð Improvement in business operating processes.

 Ð Streamlined, secure onboarding of new business suppliers.

 Ð Avoiding regulatory violations, fines, and sanctions that result from 
failure to comply with laws and regulations.

 Ð Proactive assessment and management of supplier M&A activity.

 Ð Rapid identification of suppliers’ poor financial performance and 
mitigation response.

 Ð Discovery of concentration risk. 

 Ð Discovery of supply chain risk.

Your ability to link supplier risks and business drivers figures 
prominently in how you tell your SCRM story, and it can be used 
to build momentum for the constant evolution and transfor-
mation necessary for business success. Building organizational 
consensus through strengthening stakeholder relationships is a 
critical SCRM program activity. 

The correct risk management approach toward any identified 
issue within your organization can take one of several forms:

ÐMitigation, or reducing identified risks with specific 
controls to aid in meeting business goals. Organizations 
undertake mitigation when the risk of doing nothing 
exceeds the cost of addressing the issue. 

Ð Acceptance, when the owner of the affected system, 
application, or infrastructure determines that the business 
risk is smaller than the cost of addressing it.



1. Understanding Supplier Risk and Preparing for an SCRM Program  29

Ð Transfer, where risk is passed from one party to another 
through a contract—e.g., when cyber insurance is pur-
chased to transfer the risk of a data breach loss from an 
organization to an insurer.

Three Lines of Defense: A 
Time-Tested Model

The three-lines-of-defense model, which was published 10 
years ago (https://www.iia.nl/SiteFiles/ECIIA%20FERMA.pdf), 
is useful as a way to manage SCRM risk while meeting strategic 
business goals. In this model:

Ð The first line of defense consists of functions responsible 
for day-to-day operations management and implementa-
tion of effective controls. These functions typically include 
information security, disaster recovery and business conti-
nuity, information technology, fraud risk management, and 
other functions. They provide administration, governance 
and direct oversight of suppliers. Procurement services for 
contract administration, along with the business unit and 
SCRM team, are all first-line-of-defense functions.

Ð The second line of defense consists of independent 
SCRM functions with oversight for first-line functions 
to ensure they are properly executing their key oper-
ational controls to protect the business. These include 
enterprise risk management, compliance, and financial 
functions. They provide senior management and the board 
with insight into the risks that frontline business and oper-
ations functions are taking through supplier partnerships.

Ð The third line of defense is an independent audit func-
tion. It provides assurance to senior management and 
the board of directors that supplier relationship risks 
are being systematically managed in support of strategic 
business goals without going beyond the organization’s 
defined risk appetite. This function can include external 
auditors but not regulators.

Identifying SCRM Stakeholders
Effective supplier risk management requires cross-organization 
stakeholder support. In a ROC-based implementation, to 
achieve optimal operational resilience, this support is especially 
critical. The following functions all have a role to play in SCRM. 
Determining the structure, whether it is a formal ROC oversight 

https://www.iia.nl/SiteFiles/ECIIA%20FERMA.pdf


 The Resilience Operations Center30

function or a virtual implementation, is not as critical as gaining 
stakeholder commitment to the ROC concept and understanding 
its importance in driving operational resilience. 

Ð Board of Directors, who are responsible for aligning 
enterprise risk management to business goals and setting 
the risk appetite for your organization.

Ð Business Unit Heads, who own the relationship with the 
supplier on behalf of your organization, and who are direct-
ly accountable for supplier risk management performance 
and effectiveness.

• Business Relationship Managers, who are responsible 
for the day-to-day interactions with your suppliers, 
including risk issues management and supplier perfor-
mance oversight.

Ð CEO, who is responsible for providing strategic direction 
and ensuring implementation of board-mandated risk 
management practices.

Ð Chief Financial Officer, who is responsible for manage-
ment of all financial processes within your organization. 

Ð Chief Information Security Officer, who is responsible 
for defining, implementing, and ensuring protection for 
business and customer intellectual property and informa-
tion assets through effective management and reduction of 
information security risks, including those arising from the 
use of suppliers.

Ð IT/Chief Information Officer, who provides information 
management and processing services to business units as 
required.

Ð Chief Privacy Officer (along with Records Management), 
who ensures that all appropriate privacy requirements are 
defined, implemented, and observed by your business units 
and supplier partners in delivering products and services to 
customers.

Ð Chief Risk Officer, who is responsible for governance and 
oversight of your organization’s risk management function.

Ð Compliance Head, whose function ensures that your 
organization and its suppliers understand and comply with 
any legal and regulatory requirements that apply to the 
business.

Ð Data Science Manager, whose function includes research, 
analytics, and modeling to provide new insights into 
supplier risk management for your business relationships 
and effective tools for the management and reduction of 
operational risk.
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Ð External Regulators, as appropriate to your industry, and 
for whom your business must demonstrate that you and your 
suppliers are compliant with all relevant rules and regula-
tions and are effectively avoiding undue operational risk. 

Ð Fraud Risk Manager, whose function is to prevent, detect, 
respond to, and recover from incidents of fraud or attempt-
ed fraud against your organization.

Ð General Counsel, who assist the business with contractual 
negotiations with suppliers, including operational risk 
issues that arise.

Ð Internal Auditor, whose function provides independent 
assurance to your senior management and the board that 
all risks are being systematically managed in support of 
strategic business goals and aligned with your risk appetite. 

Ð Office of Emergency Response/Resilience/Disaster 
Recovery Head, whose function is ensuring the continuity 
of business capabilities in line with your business require-
ments and regulatory commitments, including relevant 
supplier services.

Ð Procurement Services Manager, who is responsible for 
identifying, acquiring, and managing contractual relation-
ships for product or services from external suppliers to 
meet strategic business objectives.

Chapter 1: Key Takeaways
 Ð Operational resilience—the ability to prepare for, manage, and 

recover from unplanned events and incidents—is easier to achieve 
through a dedicated Resilience Operations Center (ROC). 

 Ð Supply chain risk management is a cooperative, cross-functional 
exercise among stakeholders from all tiers of your ecosystem. 

 Ð Building trust across supplier relationships plays a critical role in 
your ability to ensure the availability of products and services to 
customers and create value for all parties. 

 Ð Gaining stakeholder support and providing them with a clear 
vision of the roles they play is key to effectively establishing and 
maintaining operational resilience. 

 Ð Employing a three-lines-of-defense model ensures proper checks 
and balances in the SCRM program and aligns strategic business 
goals/objectives and your business risk appetite.
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2. 
Organizational Alignment, 
the SCRM Maturity Model, 
and Operational Resilience
Aligning Your SCRM Program with 
a Business Operating Model

Understanding the structure of your organization’s business 
operating model, as well its goals and objectives, and aligning 
them with SCRM program goals comprise an essential step 
toward program success. Begin by determining whether your 
business units are centralized, federated, or decentralized. 

Understanding where your organization fits with regard to 
these three operating models and associated governance 
scenarios has a direct impact on how you will build your SCRM 
program and its likelihood of success. This has proven to be 
especially important given the COVID-19 pandemic, which has 
revealed the strategic importance of operational resilience in 
extended supply chains. 

Centralized model
If your organization uses a centralized operating model, 
strategy and implementation are driven by and align con-
sistently across business units with key decisions, policies, 
standards, and programs established by senior management 
and approved by the board of directors. There is little room for 

THIS CHAPTER:
 Ð Explains how to align a business operating model 

and strategic goals/objectives with your SCRM 
program 

 Ð Helps you identify your SCRM program’s maturity 
level and select the right framework to drive 
SCRM program goals

 Ð Defines key ROC governance processes  
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autonomous business units to make decisions about governance 
and implementation mechanisms for your corporate policies 
and standards, including SCRM. Corporate functions define and 
drive standardized program implementations within all business 
units. 

A centralized approach offers significant advantages for 
operational resilience and is less vulnerable to service inter-
ruptions than other operating models because:

Ð All organization stakeholders, including business units, 
execute against the same SCRM requirements.

Ð Cross-functional coordination and information sharing 
across different parts of the organization are easier to 
achieve.

Ð Responsiveness to an unplanned event is enhanced and 
lessons learned can more easily be shared and implemented 
across the organization.

The model also allows for consistent measurement of your 
SCRM program’s performance via Key Performance Indicators 
(KPIs) and reporting on its status and trending to business unit 
leaders, senior managers, the board of directors, and regulators, 
as applicable. All business units are measured by and report 
on the same set of criteria. Centralized organizations are most 
common within highly regulated industries, such as financial ser-
vices, where the costs of non-compliance are high and stringent 
reporting is required. Strong enterprise risk management 
(ERM) and strict regulatory compliance requirements act as 
drivers for centralized governance and oversight.

Federated model
Federated organizations, where each individual business unit 
has its own well-defined business plans, are found across a range 
of industries, from pharmaceuticals to diversified manufacturing. 
Business units have the autonomy to execute plans to meet their 
individual strategic goals and respond quickly to changes in 
their markets. It ensures compliance with all corporate policies, 
standards, and programs in an individualized way that aligns 
with your business unit needs. 

In a federated model, SCRM programs, while following corporate 
policies and standards, are customized in their governance and 
implementation to align with the specific goals and operating 



 The Resilience Operations Center34

procedures within the business units they support. From a 
SCRM controls perspective, there is increased complexity 
around supplier lifecycle management, operational risks, SCRM 
program administration, supplier inventory maintenance, 
assessment, and issues management. This wider latitude for 
business operations results in the execution of multiple SCRM 
programs, one for each business unit, while the organization 
maintains consolidated performance measurement and report-
ing at the corporate level. 

Operating at the business unit level has potential impacts for 
implementation of your ROC, including the need for additional 
flexibility. The ability to engage your organizational stake-
holders and leverage key suppliers across the organization 
to operate more effectively and efficiently, and respond to 
unplanned events, may be decreased. A “virtual ROC” implemen-
tation, emphasizing regular training exercises including tabletop 
scenario planning, may be a more practical approach. 

The importance of consistent and agreed-upon KPIs and report-
ing processes increases due to the potential for inconsistent 
program status reporting across individual SCRM programs. 
If your business units are permitted to create their own pro-
curement processes for acquiring, managing, and terminating 
supplier services and products, it can lead to increased financial, 
operations, governance, geographic and cyber risks. As a result, 
operational resilience may be more difficult to achieve. 

Decentralized model
Decentralized organizations are often characteristic of 
entrepreneurial and management consulting companies, where 
teams and individuals are given wide latitude for decision 
making to ensure the success of their strategic plans. This is also 
the case in nonprofit organizations, where the business focus is 
on services delivery, and operational risk management may not 
be a priority.

If your organization uses a decentralized operating model, in-
dividual areas within business units, or even individual people, 
can make decisions regarding the use of supplier products and 
services. This business operating model allows maximum flexi-
bility and speed to market to meet customer commitments but 
also presents the greatest challenges for implementation of a 
SCRM function (see the sidebar). From an operational resilience 
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perspective, it can be challenging to coordinate responses to 
unplanned events as everyone pursues their individual business 
objectives. Proactive communication, training, and outreach are 
needed to prioritize resilience. A virtual ROC implementation is 
the most likely option.

Understanding your particular business operating model as you 
implement a SCRM program is critical because the definition of 
success is likely to be substantially different in a decentralized 
model compared to a centralized or federated model.

Decentralized Operating Model: 
Risks and Mitigation Strategies

If your organization uses a decentralized business operating model, supplier 
operational risks can increase significantly. These risks can negatively im-
pact your ability to meet customer commitments. Risks and recommended 
mitigation strategies include: 

 Ð Reliance on random, periodic risk assessments of suppliers can 
result in information gaps regarding their operational performance 
that weaken operational resilience. This can lead to operational 
disruption, enterprise brand damage, and compliance violations from 
unmanaged risk throughout your supply chain.

• Mitigation strategy: Use centralized supplier discovery 
and monitoring tools to identify and continuously monitor 
your supply chain partners and their financial, operational, 
governance, geographic, and cyber risk posture.

 Ð Inconsistent incident management processes can result in loss of 
operational resilience, along with negative financial and reputational 
impact.

• Mitigation strategy: Regular training/education, communication, 
and incident response testing should be provided for all staff and 
supply chain parties. Begin at the time of supplier onboarding 
and be sure to continue this process, updating as necessary.

 Ð Non-standard, one-off acquisition processes and contracts can lead 
to limited, inconsistent supplier visibility and accountability.

• Mitigation strategy: Develop and use standard contract 
templates for all suppliers, specifying at a minimum: 

 � The right to audit all supply chain organizations

 � The requirement for suppliers to inform you of any informa-
tion security incidents/data breaches
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 � Commitment by suppliers to quickly resolve issues identified 
during the audit

 Ð Limited corporate-level visibility into your suppliers and extended 
supply chain inventories, can result in duplication of services.

• Mitigation strategy: Capture minimum supply chain information 
through a standard onboarding template and database (see 
more details on inventory management in Chapter 3).

 Ð Lack of organizational synergies through sharing strategic 
relationships can increase costs and financial risks.

• Mitigation strategy: Use finance functions and accounts payable 
information to uncover and optimize all strategic relationships, 
along with ongoing supply chain discovery to uncover new 
supply chain partners. Identify multiple uses of the same 
supplier and consolidate those relationships under one Master 
Services Agreement (MSA). 

 Ð Ineffective issue remediation programs for discovered 
vulnerabilities can negatively impact operational resilience and lead 
to recurrence of previously identified issues across your organization.

• Mitigation strategy: Develop standardized issue tracking 
and reporting processes based on continuous supply chain 
monitoring to trigger timely issue remediation and support 
status reporting for senior management. Ensure relationship 
manager engagement with the supplier. Implement lessons 
learned from previously identified issues.

Supplier Maturity Level Overview
There is no shortage of SCRM maturity models, many of which 
have been developed by software providers. They are all fairly 
consistent in how they describe supplier maturity levels. 

Before transforming your SCRM program, you should imple-
ment the building blocks that are foundational at lower maturity 
levels. You can then identify the steps required to achieve the 
higher level of operational resilience your business needs. This 
generally occurs once you have reached or are getting close to a 
maturity level of three in your SCRM program. 



2.  Organizational Alignment, the SCRM Maturity Model, and Operational Resilience  37

Figure 6: TPRM/SCRM maturity levels

Maturity Model Goal Setting
Your board of directors undoubtedly focuses on the operational 
risk management performance of your organization versus 
peers. The COVID-19 situation has intensified the importance of 
operational resilience to many boards.

Although your board may believe the cost of being the best 
in your industry does not justify the expense, members also 
recognize that underperforming carries its own costs in the 
form of reputational, revenue, and possibly regulatory impacts. 
Key to this conversation is board guidance and senior man-
agement execution to achieve your organization’s appropriate 
target maturity level aligned with its risk appetite in your SCRM 
program.
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Determining Your Target SCRM 
Program Maturity Level

To determine your SCRM program target maturity level goal, you need to 
consider a number of factors: 

 Ð Identify your organization’s business operating model (centralized, 
federated or decentralized).

 Ð Secure agreement with your management stakeholders regarding 
your organization’s risk appetite as approved by the board of 
directors, which should align with your SCRM program target 
maturity level. Communicate resulting expectations to your suppliers.

 Ð Ensure you have identified the tasks, associated staffing, tools, and 
training necessary to achieve and sustain your target maturity and 
operational resilience levels. Besides setting timeframe commitments 
for reaching these goals, you need to continuously identify and 
monitor all tiers of your supply chain for all key risk factors. Steps 
include the following:

• Identify your supply chain inventory in its entirety. (Having 
a consolidated database to maintain the inventory helps.) 
Continuously monitor your inventory for supply chain additions 
that you may not have been informed of by your suppliers. 
Identify your critical suppliers.

• Identify business unit supplier relationship managers, who are 
also responsible for monitoring all supply chain tier partners.

• Decide which tools and technologies are needed to holistically 
manage your SCRM program, as well as any required staff and 
training. 

• Align with your organization’s enterprise risk management 
requirements and applicable regulations. 

• Establish an ongoing educational and communication program 
with your supply chain to build a community based on mutual 
trust and value creation.

• Establish KPIs, including financial, operations, cyber, geographic/
concentration, governance, and fraud indicators. This process 
includes setting up reporting to all appropriate management 
levels beginning with SCRM program initiation.

Achieving operational resilience requires the implementation of key SCRM 
activities. Complete an SCRM maturity assessment for your organization 
here: https://sharedassessments.org/vrmmm/.

https://sharedassessments.org/vrmmm/
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Familiarize yourself with your industry requirements, including regulatory 
compliance, as applicable. Regulated organizations, such as financial ser-
vices, healthcare, and federal government agencies, will need to target a ma-
turity level that ensures regulatory compliance and ensure alignment with 
their prudential supervisor.

Financial services: 

 Ð https://www.occ.gov/news-issuances/bulletins/2013/
bulletin-2013-29.html

 Ð https://www.occ.gov/news-issuances/bulletins/2020/
bulletin-2020-10.html

Healthcare:

 Ð https://www.hhs.gov/hipaa/for-professionals/index.html

Federal government:

 Ð https://acquisition.gov/FAR-Case-2019-009/889_Part_B

Tools and Technologies for Managing 
Your SCRM Program

To take advantage of the operational efficiencies that automation provides, 
it is important to understand the technology solutions available to help you 
transform your SCRM program, how they interact, and whether they fit into 
your vision of operational resilience. 

Some of the key topics you need to address include:

 Ð Performing and updating discovery of your supply chain inventory, 
including maintaining an up-to-date database of suppliers.

 Ð Administering supplier lifecycle processes, from onboarding through 
termination.

 Ð Monitoring full supply chain risks, which include cyber, geographic/
concentration risk with your supplier portfolio, as well as operations, 
financial, regulatory and governance, geopolitical, as well as 
environmental, social, and governance (ESG) risks. 

 Ð Performing risk assessments as circumstances evolve, including 
in response to trigger events such as financial deterioration, 
cyber incidents resulting in data breaches, company mergers and 
acquisitions, etc.

https://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html
https://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html
https://www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-10.html
https://www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-10.html
https://www.hhs.gov/hipaa/for-professionals/index.html
https://acquisition.gov/FAR-Case-2019-009/889_Part_B
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 Ð Tracking identified issues through to resolution.

 Ð Conducting KPI trend analysis and reporting throughout your 
organization and with your supply chain partners.

ROC Success Factors
Selecting a framework to guide program implementation is an 
important activity. Items to guide your decision include your 
organization’s operating model, risk appetite, and target 
maturity model, as discussed earlier. Take note of the following 
implementation success factors. 

Ð Be aware of your industry’s key operational risks. 
Different industries are exposed to differing types of 
risks, along with varying levels of regulation. For example, 
financial services organizations focus on service interrup-
tions to their supply chains caused by misconfigurations, 
misuse, and phishing/hacking. IT hygiene, focusing 
on active monitoring of your threat environment and 
proactive patching of security vulnerabilities, is a critical 
activity, as is having a mature software development life 
cycle. Manufacturing supply chain risk managers focus on 
disruption of logistics, transportation, and raw material 
procurement. Monitoring for and taking actions to address 
political instability, natural disasters, and the potential for 
black swan events such as pandemics can ensure greater 
operational resilience. Understanding your critical risks 
will allow you to focus on key mitigation steps to ensure 
operational resilience.

Ð Don’t think you can outsource business risk and 
accountability. Too often, business units assume that once 
a function has been outsourced to a supplier, they are no 
longer accountable for the outsourced functionality or the 
performance of their suppliers and extended supply chains. 
That is not the case. Establishing appropriate oversight of 
these relationships is management’s responsibility. It can 
be done by performing quarterly supplier performance 
reviews based on pre-determined success criteria. Out-
sourcing oversight also includes the ability to preserve, 
and, as necessary, recover services in the event of a supplier 
failure. All outsourced critical business services need a 
contingency plan for either bringing the function back in 
house or migrating it to a new supplier in a timely manner.
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ÐMaintain operating execution knowledge. Alongside 
accountability, the knowledge to effectively operate a 
business, if not carefully preserved by your organization, 
can disappear. You should always have a fallback plan for 
your suppliers to ensure your operational resilience should 
catastrophe strike. Preserving this knowledge within the 
business, with the capacity to insource or migrate the 
functionality should the need arise, is often neglected 
and can create a situation in which the ability to continue 
operating may be lost over time. 

Ð Don’t equate compliance with risk management. Your 
SCRM program can become overly focused on compliance 
and “check the box” exercises to demonstrate that suppliers 
have been reviewed to identify operational risks. Focus 
on ensuring that proper steps have been taken to mitigate 
risks to a level that meets your risk appetite. Compliance 
isn’t resilience. Use KPIs to report trending changes in 
the delivery of critical outsourced products and services 
before product or service delivery resilience is negatively 
impacted. This leads to the next point.

Ð Focus on total cost of ownership (TCO) of your SCRM 
program. Your SCRM program can easily become a “Field of 
Dreams” endeavor in which you spend years building out an 
asset inventory, identifying supplier relationship managers, 
and performing increasingly large risk assessments without 
achieving risk mitigation. Risk assessments alone do not 
reduce operational risk. When combined with unfettered 
growth in the number of suppliers used by your organi-
zation, this can lead to inefficiencies in your overall SCRM 
program and operational performance degradation. From 
the beginning of your SCRM program, identify quick wins 
that mitigate actual risks and report to all levels of manage-
ment on progress being made towards greater operational 
resilience.

Efficient management of your supplier inventory can help 
achieve critical goals:

Ð Operational resilience
• Maintain market access to achieve revenue and profit-

ability goals.
• Gain a competitive advantage in situations where a 

competitor cannot keep data safe or raw materials 
flowing through the supply chain.

• Protect your brand reputation by meeting customer 
commitments and avoiding unethical labor practices and 
compliance violations.
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Ð Lower supply chain expenses through elimination of 
duplicative products and services.

Ð Reduce operational risk by decreasing the number of 
suppliers with which your organization shares confidential 
information, access, and proprietary processes.

Challenges of Operational Resilience
There are several areas where operational resilience breakdowns can occur. 
Your SCRM organization needs a clear understanding of your core business-
es and critical operations. The following issues apply to both the extended 
supply chain and your own organization:

Weak, ineffective operational risk management governance processes 
at the board, senior management, business unit line management, 
and independent enterprise risk management levels.

Incomplete business continuity management for critical operations 
functions, including monitoring, scenario analysis, periodic testing 
and tabletop exercises, staff training, and availability.

Lack of scenario planning and analysis to anticipate potential 
disruptions in supply chains. Scenario planning should be combined 
with forecasting to assign probabilities of occurrence of scenarios to 
further refine plans.

Insecure information systems, including inadequate protections for 
sensitive information in transit and in storage at all locations.

Ineffective operations monitoring, log review, and follow-up actions 
and reporting.

Any one of these inefficiencies could result in the loss of significant financial 
resources and pose additional operational risk to your organization.

For further information, see: Sound Practices to Strengthen Operational 
Resilience https://www.federalreserve.gov/newsevents/pressreleases/
files/bcreg20201030a1.pdf 

Use caution when deciding the amount of data you share with 
your extended supply chain. Only provide data that is absolutely 
necessary to deliver a given product or service. Ensure your 
suppliers do not share your sensitive data (or network access) 
within their own supply chains without prior written authoriza-
tion.

https://www.federalreserve.gov/newsevents/pressreleases/files/bcreg20201030a1.pdf
https://www.federalreserve.gov/newsevents/pressreleases/files/bcreg20201030a1.pdf
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A useful and comprehensive resource is the National Institute of 
Standards and Technology (NIST) Special Publication 800-53, 
Revision 5, which added two new control families for privacy 
and supply chain risk management in its most recent release:

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.
SP.800-53r5-draft.pdf

Another useful resource is the NIST Special Publication 800-
161, Supply Chain Risk Management Practices for Federal 
Information Systems and Organizations:

https://csrc.nist.gov/publications/detail/sp/800-161/final

Think of your SCRM framework as your compliance baseline. It 
should be the starting point for addressing all legal and regula-
tory requirements. 

That said, the implementation of unique controls, such as those 
discussed so far (and more of which will follow) that go above 
and beyond baseline controls are what differentiate your organi-
zation and can help ensure your operational resilience. Remem-
ber, everyone, including bad actors that could attempt to compro-
mise your business and data, know these baseline requirements.

Governance Processes
Senior management sponsorship is an important part of your 
SCRM program success. A compelling story backed up with sup-
porting information helps ensure executive and board support. 

Part of that support comes from good communication. Prudent 
risk management practice requires your board of directors to be 
informed of and approve outsourcing of core functions as well 
as undertaking strategic joint ventures. With the emergence of 
the COVID-19 pandemic, boards also need to know about supply 
chain exposure to disruption, as business operational resilience 
is now front and center. In the event of a supplier incident, such 
as a data breach, it is critical that you inform the board in a 
timely manner. 

In addition to executive support, it is important to involve 
middle managers in your SCRM program, as they execute senior 
management priorities. If they haven’t been informed about the 
importance of SCRM and do not recognize their role in the 
supervision of supplier partnerships, effective program execu-
tion is unlikely.

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5-draft.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5-draft.pdf
https://csrc.nist.gov/publications/detail/sp/800-161/final
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Supply chain visibility is another component of risk man-
agement. Periodic reporting to business units on supplier 
performance is essential. It starts with communication about 
operational risk and compliance requirements with the supplier 
relationship manager within the business unit, who acts as the 
primary interface for your organization’s suppliers. Communi-
cation with your business units helps reinforce their ownership 
of their supplier relationships and accountability for supplier 
performance, security, etc.

Chapter 2: Key Takeaways
 Ð Aligning your SCRM program with corporate and business unit 

strategic goals and operating model is critical to success. 
 Ð Centralized, federated, and decentralized business operating models 

each have an impact on and implications for operational resilience in 
your organization. 

 Ð Understanding your current SCRM maturity level, along with 
selecting a framework to guide you in reaching greater operational 
resilience, are key in the face of the operational risk factors we 
face today, such as COVID-19, data breaches, financial distress, and 
others. 

 Ð You cannot jump from starting a SCRM program to being 
operationally resilient—building a strong foundation is necessary to 
reach this goal. However, you can increase your chances of success 
with operational resilience if you plan carefully and achieve quick 
wins along the way.

 Ð SCRM governance includes visibility and transparency in reporting 
lines and organizational structure. Education and communication 
programs are also vital for your SCRM program’s successful 
adoption within your organization and across your supply chain. 
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3. 
Supplier Inventory 
and Discovery, Multi-
tier Onboarding, and 
Quick SCRM Wins
Determining Your Supplier Inventory

Having been given responsibility for managing your organiza-
tion’s SCRM program, here are some important questions to ask 
yourself: 

ÐWhat is the scope of your SCRM program? Organization 
wide, including all affiliate companies? Limited to a specific 
business unit? Something else?

Ð Do you have an inventory, and if so, how do you know that it 
is complete and includes your extended supply chain? 

Ð Do you know who your critical suppliers are and who their 
critical suppliers are?

Ð Is there a database where supply chain inventory informa-
tion is stored and managed? Or are there multiple databases 
where this information resides? Is the database automated 
or manual (Excel spreadsheet)?

ÐWhat organization and supplier information do you collect 
as part of the new supplier onboarding process?

THIS CHAPTER:
 Ð Discusses different extended supply chain 

inventory building and validation techniques 
 Ð Explains the importance of the onboarding process 

and of segregating suppliers by domains
 Ð Explains the difference between new and existing 

suppliers 
 Ð Discusses the value and importance of SCRM quick 

wins 
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Ð Do you categorize your suppliers into risk domains based 
on the products or services they are providing to your 
organization or, alternatively, on the functionality provided 
or information that you shared with them? What role does 
your information classification scheme play in this process?

ÐWhich lines of business in your organization have been 
granted exclusions from your standard procurement pro-
cess (and may not have been included in the overall supplier 
inventory)? Does documentation exist for any exceptions 
that have been made?

Ð How is the supply chain inventory kept up to date to main-
tain the confidentiality, integrity, and availability of your 
organization’s key products or services, business processes, 
and information?

Ð How can you use the available information to achieve quick 
wins to build program momentum with management and 
your board of directors?

If you do not know the services or products that are provided 
by your existing suppliers, then a review of how your suppliers 
are onboarded and what information is captured upfront is an 
important place to start. 

Supplier Onboarding
The onboarding process provides the control structure for 
your organization to capture relevant supplier information 
upfront and contributes to your SCRM program’s operational 
resilience. This information can be provided by your supplier 
relationship managers, who are the business unit repre-
sentatives responsible for overseeing all aspects of supplier 
interaction. Always make sure your business unit identifies 
a relationship manager for each supplier, as they are both 
accountable and responsible for these business relationships.

Figure 7: Third-party onboarding process flow
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Required information to capture for new supplier relationships 
should, at a minimum, include the following key data:

Ð Name and corporate address of the supplier

Ð Address of the location where the service will be provided 
or the product manufactured, and where any applications 
and organization information are hosted—including 
the country where the work is being managed—and the 
documentation of any offshore activity

Ð Contact name, address, telephone number, and email for 
any due diligence or risk assessment activities, escalation of 
events, and periodic performance reviews

Ð Classification and volume of information records that 
will be processed, managed, stored, or transmitted by the 
supplier, as applies to the relationship

Ð Method of information exchange with the supplier, or 
product/raw material sourcing, logistics, or other function 

Ð A list of all subcontractors (fourth, fifth, Nth parties) who 
will provide products or services and have access to, or be 
in possession of, your organization’s sensitive information

Ð Application names and URLs to be used as part of the 
product or service being provided

Ð If cloud-hosted applications will be used, information 
regarding the hosting organization (e.g., hosting organi-
zation name, countries/geographic regions where your 
applications and information will be hosted), along with the 
physical locations involved in supplier processes

Ð Compliance requirements based on your industry and 
current status of those requirements

ÐWhether or not network access to your organization will be 
required by any supplier resources

Ð Classification of the category/risk domain that a given 
supplier falls into (see the insert below)

Ð Supplier financial performance measurements

Ð Supplier cyber status (IT hygiene)

Consider conducting a U.S. Department of Treasury Foreign 
Asset Controls (OFAC) check to ensure Specially Designated 
Nationals and Blocked Persons (SDN List) are not involved with 
any supplier prior to use by your organization:  
https://sanctionssearch.ofac.treas.gov/

https://sanctionssearch.ofac.treas.gov/
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Techniques to Build Your 
Supplier Inventory

The following are methods for validating your organization’s 
supplier inventory:

Ð Your accounts payable department’s paid invoices for the 
last 12 months. Ask them for a list of ALL suppliers that they 
have paid invoices for. Note any exclusions regardless of the 
amount paid to the supplier. This is the most comprehensive 
source of supplier information that you will likely be able 
to obtain internally. It can be used to validate other data 
sources.

Ð Your procurement function. Procurement staff can assist 
with inventorying processes and identify business units 
that may have been exempted from the standard procure-
ment process. Find out the reasons for any exceptions and 
then contact the business unit to determine if they have 
their own supplier inventory, and whether they have an 
established process to assess and manage supplier opera-
tional risk. 

Ð Your business continuity or disaster recovery function. 
Ask for their list of critical suppliers to focus on initially, as 
they drive operational resilience concerns. 

Ð Your information technology (IT) department. IT 
functions, due to their operations focus, will often have a 
supplier inventory that they are managing to ensure your 
organization can produce key products or deliver critical 
services to customers to meet business goals and commit-
ments. 

Ð Your organization's affiliate/subsidiary functions, which 
may operate independently of your parent organization. 
If this is the case, they likely will be using suppliers that 
may not have been included in your parent organization’s 
inventory. You may want to focus on this area after you have 
established your SCRM program.

Ð Your legal counsel. Determine if they have copies of all 
Master Service Agreements (MSAs) and identify multiple 
MSAs with the same supplier that can be consolidated. Do 
this in concert with your procurement function.

Ð Your chief privacy officer or chief data officer. They may 
have additional insights to aid in the inventory-building 
process. 
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Ð If your organization has a mergers and acquisitions 
(M&A) function, they may be able to provide useful 
information regarding any pending mergers, divestitures, 
or joint ventures that are planned or underway. This also 
has the added benefit of offering due diligence assistance 
to the M&A function in evaluating the risks associated with 
acquiring or divesting different business functions so that 
actions can be taken to manage potential supplier inventory 
topics.

Ð Focus on any offshore suppliers your organization may be 
using. There are increased operational and regulatory risks 
associated with offshoring that you will want to consider, 
including political instability, occurrence of natural disas-
ters, weak intellectual property laws, and cyber security 
vulnerabilities, to cite some examples.

Supplier Inventory Building: Automated 
Discovery Versus Manual Survey

The manual survey methods discussed in this chapter for building your orga-
nization’s inventory have gaps or inaccuracies, given that they are based on 
reporting of supplier relationships by individuals. What if there was a more 
objective way to discover, evaluate, build, and continuously verify your supply 
chain inventory?

Emerging automated tools and platforms, leveraging multi-tier, multi-factor, 
and continuous inventory discovery processes demonstrate this possibility. 
These tools can leverage a variety of artificial intelligence technologies and 
include machine learning and natural language processing. This makes it 
possible to fill in important gaps, remove overlaps, and resolve conflicts in 
supplier and subcontractor inventory tiers, while continuously validating and 
adding to your existing supplier inventory. 

These tools provide actionable insights into and alerts of the risks introduced 
to your supply chain. They continuously monitor changes in supplier relation-
ships and associated risk factors. Machine learning can be used to discern 
relationships from public, commercial, and private sources of data that are 
not obvious in investor/ownership, board membership, and subcontractor 
relationships, to name a few. Machine learning can also be used to build 
out more robust risk information; for example, identifying ripple effects of 
geographic events. Natural language processing can immediately identify 
and alert you to negative information about suppliers in public news feeds, 
allowing for a proactive response before the news negatively impacts your 
organization. 
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Automated tools now exist with the ability to create and maintain a single 
source of truth for supplier risk, covering financial, operations, geographic, 
cyber, regulatory, geopolitical, and ESG risks. Such tools allow centraliza-
tion of your organization’s aggregated supplier risk posture and can drive key 
operational risk mitigation and trends in your organization’s risk reporting.

In order to leverage this opportunity effectively and efficiently, your organiza-
tion would need a minimum amount of information regarding your suppliers. 
Otherwise, the high volume of data returned by these automated tools could 
overwhelm you. This baseline information includes: 

 Ð Supplier name

 Ð Location of product or service being provided 

 Ð Relevant URLs and internet hosting details 

 Ð Critical software development organizations involved

 Ð Names of commercial products being used or deployed 

 Ð Additional specific data, depending on defined individual use cases

Spending time upfront to carefully define use cases (for example, starting 
with new supplier onboarding) can help you discover supply chain relation-
ships that you were unaware of and that may pose unacceptable risks that 
need to be addressed prior to contract signing. Being aware of the constant, 
rapidly evolving nature of SCRM through increased use of these automated 
tools, along with a clear understanding of and plan for integrating these tools 
into your organization’s existing operating processes, are important success 
criteria for SCRM risk management. Their contribution to maintaining opera-
tional resilience is a game changer in the rapidly evolving SCRM landscape.

Managing and Monitoring Subcontractors 
Your direct suppliers are not the only sources of risk you need 
to manage. Your suppliers’ use of additional suppliers, often 
unknown to and unapproved by your organization, warrant 
special attention. These fourth, fifth, and Nth parties (also 
called subcontractors) provide critical business functionality to 
your suppliers and your organization, but also put you at risk 
for operational failures. Worse, they may not be visible to you. 
Despite requests to your suppliers to disclose all subcontractors 
at contract initiation and obtain prior written approval to use 
subcontractors, you may be unaware of these dependencies 
and the additional risks they create in your SCRM program. 
When you combine these subcontractors with the many and 
varied sources of operational risk that your organization faces 
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on a daily basis, you have a perfect storm that could impair your 
organization’s ability to sustain operational resilience.

You cannot protect your organization from supply chain risks 
that you can’t see, which means you have to create a process for 
discovering and managing undisclosed subcontractor relation-
ships. Any discussion of building your organization’s inventory 
must consider those that are providing direct support to your 
suppliers, and their potential risks to your business. In order to 
have an effective SCRM program, it is necessary that you consider 
and act upon risks from your extended supply chain, not just on 
your immediate suppliers. If you do not, you can be sure that the 
bad actors will take advantage of these relationships, as they so 
clearly do today, knowing this is a gap in SCRM management.

Identifying Supplier Risks—A Checklist
 9 Financial: Supplier or subcontractor bankruptcy.

 9 Operations: Failed business processes, such as unavailability of 
outsourced customer call centers, which result in supply chain 
interruptions or the inability to meet commitments.

 9 Governance: A supplier’s failure to comply with relevant organization 
policies, standards, laws, and regulations, leading to potential legal, 
financial, and reputational liability for your organization.

 9 Geographic: A compromise or service interruption that occurs in a 
location for which you may have no legal recourse; also, the existence of 
concentration risk of which you may be unaware. 

 9 Cyber: An internet- or digital-based incident that leads to a data 
breach, interruption in service, theft, or modification of information or 
manufacturing processes.

 9 Catastrophic: Geophysical, pandemic, climatological, and similar 
disruptions. 

 9 Privacy: A compromise of data that your organization is required by law 
or regulation to protect, such as in accordance with the European Union 
Global Data Protection Regulation (GDPR).

 9 M&A: A key supplier is acquired by a competitor. 

 9 Reputational: An event that impacts the reputation of your organization, 
potentially encompassing all of the above risks.

 9 Fraud: Using fictitious suppliers and making payments to them to defraud 
your organization.
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Why Differentiating between New 
and Existing Suppliers Matters

Ð For new suppliers: to “stop the bleeding” occurring through 
the continuous addition of new suppliers without perfor-
mance of proper due diligence and risk mitigation prior to 
onboarding.

Ð For existing suppliers: to triage the risks of existing supply 
chain relationships.

One opportunity and an important consideration in your SCRM 
program is addressing upfront the risks associated with onboard-
ing new suppliers to your organization. This is often referred to 
as stopping the bleeding that occurs when there isn’t sufficient 
due diligence and implementation of important risk mitigation 
controls before contract signing. The continuous addition of new 
suppliers, often without consideration of whether an existing 
supplier may already be providing the required service or 
product, leads to duplicate suppliers and redundant services. 

Before onboarding a new supplier, ask yourself, your business 
unit partner, and your procurement group whether you already 
have a contracted supplier that is providing the required 
products or services. If not, capturing the key information 
for this relationship, adding the supplier to your inventory, 
and performing due diligence, including a risk assessment if 
necessary (more on this in the next chapter), ensure that the 
new supplier and any subcontractors and their associated risks 
have been properly identified and mitigated. Risks arising from 
new supplier relationships are reduced and managed from the 
inception of the relationship, and ongoing monitoring can then 
occur. 

There are several reasons to leverage your existing suppliers 
instead of onboarding new ones. These include a record of due 
diligence in establishing the initial relationship and visibility 
into the supplier’s performance over time through continuous 
monitoring. The other side of the equation is a probability you 
will not have the necessary information about the new supplier 
to perform proper risk assessment and mitigation quickly 
enough to support your business needs. So, in a very real sense, 
you are starting the onboarding process for a redundant (in 
terms of functionality) supplier all over again, thereby increas-
ing costs and risk to your organization.
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The Value of Quick Wins and Leveraging 
the ROC as a Centralized SCRM Resource

The most important thing you can do early on to ensure the 
ongoing success of your SCRM program is demonstrating 
transparency and progress in risk reduction. You want to avoid 
becoming “started but stuck” in your SCRM program. Consis-
tently and incrementally building on quick wins creates momen-
tum that energizes and engages all stakeholders as you demon-
strate SCRM program progress. There are several ways this can 
be achieved through a ROC. 

Ð One of the main reasons for having a SCRM program is to 
manage and remediate organizational risk to an accept-
able level, aligned to your organization’s risk appetite. 
This is key to ensuring operational resilience. Having a 
centralized function to review the issues inventory, identify 
critical past due and coming due issues, and report status and 
trends to business unit relationship issue owners and senior 
management, ensures transparency in the process. The ROC’s 
central role is critical here.

Ð Continuous monitoring using new technologies and tools al-
lows you to accelerate your critical supplier issues through 
the ROC, providing real-time feedback to key stakeholders. 
This will provide a multi-tier, multi-factor, real-time view 
and an opportunity to address your supplier risks, thereby 
strengthening your operational resilience. Purchasing an 
enterprise license for your continuous monitoring platforms 
is useful. When combined with the ROC, it allows you to 
centralize and expand the scope of your monitoring without 
incurring additional costs. 

• One way to jumpstart your continuous monitoring 
program is by running the technology against your own 
organization. Most organizations are both clients of 
and service providers to other organizations. As such, 
reporting your organization’s status via the ROC is an 
eye-opening experience for management. It results in 
quick action to remediate previously “under the radar” 
issues that exist within your organization. The ROC 
becomes a catalyst for your SCRM program while enhanc-
ing your position with your customers.

• Begin your ROC supplier monitoring by focusing on 
your critical suppliers aligned by business unit. Bring in 
business supplier relationship managers and business 
information security officers through the ROC to focus on 
and track remediation efforts, and report periodically
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to business management on status. Leverage the ROC 
for centralized management of your SCRM program 
reporting.

Ð Start reporting SCRM program status and trends through the 
ROC, leveraging KPIs right from the beginning. You might ask 
yourself, “What can I report on right from the start given that 
I haven’t achieved any of my goals yet?” The point here is that 
reporting to management, even if all of the KPIs are zeros, 
tells a story of where the program is in development, imple-
mentation, and maturity. When management sees this report, 
they will likely ask you what the organization needs to do 
to support the ROC function and move the SCRM program 
forward to better manage risks and ensure operational 
sustainability. This is your opportunity to gain the support 
you need and set the tone for the SCRM program from the top 
down, both of which are key in establishing the ROC within 
your organization.

Ð Build a reliable, comprehensive, and constantly evolving 
SCRM inventory. 

Chapter 3: Key Takeaways
 Ð Supplier inventories can be built through various techniques and 

should focus on supplier and subcontractor discovery processes 
as opposed to traditional inventory surveys and their associated 
weaknesses.

 Ð All types of risk and disruption must be dealt with in your SCRM 
program to ensure an operationally resilient environment for your 
organization. 

 Ð Before onboarding a new supplier, determine if you already have a 
contracted supplier providing the required products or services. 

 Ð Consistently and incrementally building on quick wins creates 
momentum that energizes and engages all stakeholders as you 
demonstrate SCRM program progress.
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4. 
Risk Assessment 
Processes, Risk Triage, and 
Continuous Monitoring
Initial Risk Assessment

There are a number of approaches that organizations take to 
assess supplier risk. Regardless, the first step in the new 
supplier onboarding process is to ask your potential 
supplier if they have completed an independent risk 
assessment within the last 12 months and, if so, to share it 
with your organization. 

If you have access to a supplier’s assessment, determine 
whether, based on the functionality the supplier will be provid-
ing to your organization and the results of the risk assessment, 
it constitutes sufficient due diligence in alignment with your 
organization’s risk appetite. The supplier’s assessment also 
allows you to determine what, if any, additional controls may 
be required prior to onboarding, and validates the information 
provided through your continuous monitoring tools and 
processes, if you are using them. This streamlines the onboard-
ing process. Otherwise, you have to decide next steps in your 
due diligence process, including risk triage and, depending on 
results, whether to perform a risk assessment.

THIS CHAPTER:
 Ð Describes how to perform supply chain inventory 

management using risk domains and supplier risk 
triage

 Ð Explains the value of data analytics in the risk 
assessment decision-making process 

 Ð Presents approaches to supplier risk assessment 
and highlights the role of continuous monitoring 
in SCRM 
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Determining Your Organization’s 
Risk Domains

Segregating your supply chain inventory into risk domains 
based on product/service type or function allows you to define 
the controls that are most important for specific types of 
supplier relationships. Doing so helps you understand the 
amount of risk a new supplier introduces while allowing you to 
streamline your SCRM program risk assessment activity. 

Different risk domains will have different risk profiles and 
key controls. First, assess specific controls tied to the product, 
service, or function being evaluated. This assessment will 
allow you to make a risk-based decision on whether additional 
due diligence, including a full risk assessment, is required. 
This risk-based approach has the potential to yield significant 
improvements in the efficiency of your SCRM risk assessment 
process, while speeding up the onboarding of new suppliers in 
support of key business initiatives. 

Dividing your supplier inventory into portfolios also improves 
visibility into supplier usage within your organization. This 
valuable insight will help you manage sensitive information 
exposure with suppliers, understand where duplicative 
products and services may exist, and provide an opportunity to 
more efficiently leverage existing suppliers, resulting in a lower 
TCO for your SCRM program and your organization. This is a 
key consideration, given annual growth in new suppliers and 
increasing SCRM administration expenses tied to constantly 
expanding risk assessments.

This process will provide the ability to answer one of the most 
important risk mitigation questions of all: Does your organiza-
tion already have a supplier that provides this service or 
product? 

The reasons for asking this question are two-fold. First, if you 
already have a supplier that provides the required service, 
it is much easier to add incremental volume to that existing 
relationship, where you have already performed due diligence, 
established working relationships, are doing performance 
monitoring, and can realize cost savings. 

The second reason is that the best way to decrease the risk 
associated with suppliers is to use as few as possible, sharing 
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only the minimum amount of information that is required or 
benefitting from volume pricing. This point cannot be stressed 
enough. Fewer suppliers result in less likelihood of sensitive 
information being disclosed or otherwise compromised. Of 
course, supply chain diversity must always be considered in 
order to maintain operational resilience. Consolidation risk, if 
unmanaged, can and does affect operational resilience. This is, 
however, not a reason for having a large number of duplicative 
suppliers providing redundant products or services to your 
organization. 

Here are some examples (not a comprehensive list) of how this 
process could be applied within your organization.

1. Define your risk domains.

Product/service:

 Ð Call centers
 Ð Raw materials providers
 Ð Logistics providers
 Ð Product component manufacturers
 Ð Software developers, including mobile software developers 
 Ð Internet cloud hosting providers
 Ð Payment processors
 Ð Law firms
 Ð Contingency/disaster recovery/business continuity providers
 Ð Subcontractors (fourth, fifth, Nth parties)

Functional:

 Ð Suppliers with network access to your infrastructure
 Ð Suppliers with information access based on your organiza-

tion’s information classification (further broken down by your 
organization’s information classification scheme)

 Ð Suppliers assisting your organization with regulatory 
compliance requirements

2. Define risk domain key controls and any required 
supplier supporting documentation used to validate them. 
More than one risk domain can apply to a supplier relationship, 
and all applicable risk domain key controls need to be assessed.

 Ð Industry risk domain example: Law firm
 { Ask to review any independent risk assessments 

completed in the last 12 months. This document should 
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cover any requirements for risk domain key controls you 
have, obviating the need to perform further risk assess-
ment activity.

 { If no independent risk assessment is available, you can 
make an initial determination of the firm’s existing control 
environment by evaluating its implementation of your 
defined key controls. Here are some examples to focus on:

 � Any supplier continuous monitoring results that 
are available through your implemented continuous 
monitoring solution.

 � Information regarding security incidents or data 
breaches within the last two years, along with lessons 
learned and how they were applied.

 � The firm’s responsiveness in acknowledging and 
managing identified key control gaps.

 � Information on whether the law firm logs, actively 
monitors, and addresses anomalies in its technology 
infrastructure, including applications, databases, and 
operating systems.

This is not a comprehensive list of key controls for law firms, or 
one that you would necessarily monitor. It will, however, allow 
you to determine whether the law firm maintains its control 
environment at the level you require and addresses identified 
gaps (both internal and external) with its customers.

 Ð Functional risk domain example: Network access to your 
organization

 { Request an independent risk assessment first as it may 
cover your risk assessment requirements. This should 
always be your starting point.

 { Confirm whether the supplier attested that no user ID or 
password sharing is occurring for the user accounts for the 
network access they have been granted access to.

 { Know if periodic entitlement reviews are being performed 
for supplier user resources with access to your organiza-
tion. This needs to include reference to any user IDs being 
shared within your suppliers or with any fourth, fifth, 
or Nth party subcontractors, along with evidence of the 
review.

 { Determine whether the supplier’s network access is via 
a company configured and owned device or whether the 
supplier is using their own device. If the latter, you may 
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not have visibility into the device’s configuration and 
associated risks.

 { Find out if VPN configuration for the supplier device is 
being enforced during access to your network.

 { Implement safeguards to prevent downloading of your 
sensitive information and ensure that only the absolute 
minimum amount of information is shared with your 
supplier. Determine if customer information that is 
downloaded is encrypted in storage on the device. The 
controls that your organization implements as part 
of the supplier arrangement are as important as any 
controls implemented by the supplier, especially as 
you make the decision regarding which information 
and access is shared with them.

 { The COVID-19 pandemic has resulted in remote work 
arrangements where supplier staff work outside the typical 
controls that are in place within an organization’s offices. 
It is critical that this consideration be factored into 
your risk control evaluation process. The information 
will help in the creation of effective network access 
and other controls and contribute to the security of 
employee home networks.

The Risk Triage Process
Use the steps below to determine risk levels for current 
suppliers and to determine if additional assessment activity is 
required.

1. Determine risk levels. 

 Ð Send a survey to the supplier requesting a response to your 
key control questions based on the risk domain product/
service or functions they are providing. A business unit 
relationship manager is typically the point of contact.

 Ð If you have an automated survey solution, leverage it to 
improve process turnaround time, ensure completeness of the 
supplier response, and maintain data quality. 

 { Note that having an automated database that can act 
as a repository for your surveys increases your process 
efficiency and allows for consolidated data analysis. 
It also aids in individual and consolidated portfolio risk 
monitoring, management, and scoring to determine key 
inventory risk trends.
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 Ð If you use a manual solution, be sure that the survey is fully 
completed and that responses are consolidated consistently 
and accurately.

2. Review and triage supplier survey key controls.

 Ð Review supplier information provided to determine if 
there are any key controls exceptions. Make a decision as to 
whether additional due diligence is required based on any 
noted exceptions.

 Ð If no exceptions are identified, proceed with onboarding the 
supplier. If exceptions do need to be addressed, determine the 
actions required by the supplier and (1) whether corrective 
actions are required before onboarding; and (2) whether 
additional due diligence risk assessment activity is necessary.

 Ð Begin continuous monitoring of the supplier once they have 
been onboarded (more on this later in this chapter).

The benefits of this approach include:

 Ð Agile, rapid, and secure onboarding of new suppliers for 
better responsiveness to and alignment with strategic 
business initiatives.

 Ð Elimination of pro forma due diligence risk assessments that 
may offer limited risk mitigation value and delay business 
time-to-market. 

 Ð A more efficient supplier risk management program, operat-
ing with a better balance resource utilization, by leveraging a 
risk-based approach to supplier onboarding.

Supplier Data Scoring and Analytics 
How can you determine if the noted exceptions exceed your organization’s 
risk appetite, or if your overall supplier inventory risk is trending in an unfa-
vorable direction? One way is to leverage data analytics techniques to score 
your supplier portfolio risk.

By calculating a numeric risk score for each of your suppliers and defining 
your risk domain threshold scores—which, if exceeded, require additional 
risk assessment and potential risk mitigation activity—you can leverage data 
analytics to quantify and manage your supplier risk. You can do this at multi-
ple levels by calculating risk scores for:

 Ð Individual suppliers

 Ð Supplier risk domains 
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 Ð The entire supplier inventory/portfolio

This process creates a dynamic risk scoring model you can use to calculate 
your organization’s supplier risk and see trending data. It allows you to take 
appropriate remedial action to mitigate emerging risk before it impacts your 
organization’s operational resilience. As part of your onboarding process, 
you can determine whether additional risk assessment activity needs to be 
performed. A key element of this approach is the implementation of a robust 
continuous monitoring program to maintain accurate and timely risk scoring 
of your suppliers. 

Pitfalls of Assessing Supplier Criticality
Your organization makes decisions regarding which suppliers 
warrant risk assessments based on the criticality of the business 
function they support. Organization-specific factors, including 
your supplier’s role in key manufacturing processes or the 
classification of information that they handle, are important 
considerations. However, blind spots can occur with a “criticali-
ty-only” approach. Legal and regulatory liability, along with the 
potential for fraud or counterfeiting, may also be key risk 
factors. Keep in mind that these are just as serious as unavail-
ability of logistics support or data breaches. 

Below are a few examples of the unintended consequences 
of a criticality-only approach to SCRM. Failure to include the 
following supplier risk domains could result in significant legal, 
regulatory, or compliance impacts.

Ð Your organization used local mortgage processing ro-
bo-signers prior to the mortgage crisis, and you may have 
decided that they were deemed out of scope for supplier risk 
assessments due to the large numbers of suppliers used, 
their diverse locations, and the functions they provided. 
In the wake of the 2008 financial downturn, the actions 
taken in processing these mortgages turned into one of 
the biggest regulatory problems banks faced for the next 
decade.

Ð A marketing group inside your organization sets up 
fictitious supplier marketing services companies that they 
make payments to over a period of several years. These 
payments go undetected, resulting in losses of millions of 
dollars. What’s referred to as know your vendor (KYV) 
due diligence programs, which ensure the supplier actually 
exists and provides products or services to your organiza-
tion, would have prevented this problem. 
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Ð Law firms used by organizations have at times been 
determined to be out of scope for supplier risk assessment 
programs. This means the organization is ignoring the 
sensitive information in the law firm’s possession, such as 
M&A details or personally identifiable information (PII) and 
protected health information (PHI) connected to litigation 
they may be managing. Today, law firms are seeing unprece-
dented levels of hacking and data breaches, which is an area 
of regulatory focus.

All of the above examples are based on real events, so be careful 
how you scope criticality for determining onboarding due 
diligence in your SCRM program. Today’s oversights can easily 
become tomorrow’s significant liabilities.

Periodic Risk Assessments
Once you have decided the organization needs to perform a 
supplier risk assessment, you have to make several decisions:

 9Will you be performing the risk assessment to identify and 
subsequently mitigate risk to an acceptable level, or to 
comply with a regulatory requirement? Performing a risk 
assessment to be in compliance does not usually result in 
mitigation of supplier risk.

 9What process, risk questionnaire, and associated tools will 
you use to perform the assessments, and what data will you 
rely on? Caveat: Beware of data corruption affecting your 
data-gathering process and results. Data quality is a critical 
SCRM program consideration.

 9Will the risk assessment be performed on site or virtually, 
or will you use a mix of these approaches? The answer to 
the first question has evolved with the COVID-19 pandemic, 
leading to more virtual risk assessments, while the role of 
continuous monitoring has increased in importance.

 9Will you use your internal resources (if you have them), 
or will you use staff augmentation by hiring a supplier 
to perform the risk assessment? Will you consider using 
offshore resources? How will you assess suppliers located 
outside your country?

 9Will you use risk-assessment services companies and rely on 
their periodic assessments, which they provide to multiple 
clients?
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 9 How will you manage the remediation process for issues 
identified during the risk assessment and ensure proper 
focus until critical issues are remediated?

 9Will your organization perform periodic (e.g., annual) risk as-
sessments going forward? Who will make this determination 
and how? Which events will trigger your need to reassess a 
supplier and how will you accomplish this?

 9 How will you document and report risk assessment results, 
identified issues, and remediation status to business stake-
holders and senior management to provide transparency, 
while ensuring that the relationship manager can follow up 
with the supplier?

If you do not have a risk assessment questionnaire and have 
decided to perform periodic risk assessments yourself, a useful 
and comprehensive questionnaire, called Standardized Informa-
tion Gathering (SIG), is available from the Shared Assessments 
Program (www.sharedassessments.org). 

Where regulatory compliance is mandatory, it is essential for 
effective risk management that being compliant not become 
your only driving goal. SCRM programs can become focused on 
getting an assessment completed instead of on the more 
important task of remediating the identified risks. The twin 
focus of an effective SCRM program needs to be: 

1. Identify and remediate known risks aligned with your 
organization’s risk appetite

2. Locate and address emerging risks before they become 
problems that impact your operational resilience 

How you report and manage exceptions in alignment with 
your organization’s risk management processes will ultimately 
determine your SCRM program’s operational resilience.

When considering the pros and cons of periodic risk assess-
ments, understand that what you learn from them represents 
the risk posture of your supplier for one day of the year. What 
about the other 364 days? Point-in-time risk assessments may 
be necessary when initiating a supplier relationship to establish 
a baseline risk posture, if indicated by your risk domain triage. 
There is a sliding scale of returns from these risk assessments, 
as fewer issues are identified while your costs to perform them 
are constantly increasing.

http://www.sharedassessments.org
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Another key topic is legal contracts with your suppliers, where 
you need: 

1. The right to audit the supplier

2. A requirement to remediate identified risks

3. Timely data breach notification, even when an independent 
risk assessment is provided by the supplier up front 

Risks change dynamically as both the threats faced and vul-
nerabilities discovered evolve at an increasing pace, and new 
risks emerge such as COVID-19 and the SolarWinds hack. Your 
organization needs to address these emerging vulnerabilities 
to effectively manage and mitigate supplier risk. This leads to 
the need to operate differently going forward by leveraging 
continuous monitoring approaches for sustainability.

Circumstances at your suppliers change on a regular basis, and the events 
shown in this figure are important reasons why you need to reassess risks in 
each specific supplier relationship.

Figure 8: Event triggers for risk reassessment 

Continuous Monitoring
A periodic risk assessment does not provide the ongoing visibil-
ity into risk that is necessary to effectively sustain and enhance 
operational resilience. For proof, we need look no further than 
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the recent SolarWinds hack and many organizations’ inability 
to quickly determine their vulnerability. Continuous monitoring 
of supplier inventories for completeness provides the capability 
to more effectively, efficiently, and sustainably manage these 
risks. Monitoring should look for critical operational changes, 
introduction of new infrastructure, new software (including 
operating systems updates), emerging risks, changes in subcon-
tractor relationships, and new vulnerabilities in their operating 
environments. 

Recognize that continuous monitoring is an evolving methodolo-
gy. While various platforms provide timely risk insights, no 
existing continuous monitoring solution can address all of your 
key risk factors. A complementary suite of continuous monitoring 
tools is required to enable execution of an effective continuous 
monitoring process. Sole reliance on the service level agreements 
(SLAs) that you negotiate with your suppliers is insufficient for 
ongoing management of all key operational risk factors.

Continuous Monitoring—A Checklist 
Implementing continuous monitoring requires accurate supplier information. 
If your organization has data quality issues, your continuous monitoring pro-
cess will be less effective. You will also need to develop, implement, and 
document key operational processes, KPIs, and management reporting to 
ensure effective, timely monitoring. Consider these additional factors:

 9 Is your supplier inventory complete? This includes having insight 
into your full supply chain (fourth, fifth and Nth parties). If not, what 
automated discovery solution can you use to enhance your inventory’s 
comprehensiveness, including on an ongoing basis?

 9 Do you have reliable and periodically updated information regarding both 
the classification and volume of information shared with your suppliers? 
This information is important to understanding changing operational risk 
exposure over time.

 9 What level of access do your suppliers have to your corporate network, 
and how are you continuously reviewing whether this access is required? 
Do you have a process to periodically review whether this access 
continues to be needed?

 9 Do you know the physical locations where your information is being 
processed? Are you aware of any offshore information processing? Does 
your supplier inventory have excessive concentration risk?

 9 Do you have current supplier contacts to work with if and when critical 
events or incidents occur? If so, is there a documented escalation process 
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for such events or incidents? How frequently do you test the reliability of 
this contact information with your suppliers?

 9 Have you developed and implemented operational processes for 
managing and responding to continuous monitoring alerts when they 
are generated? Are escalation and action thresholds defined? Are they 
documented? Be sure to make this an iterative process.

 9 Have your staff resources been trained in continuous monitoring tool 
operation, review, and escalation procedures? Are your key stakeholders 
aware of these processes and response expectations when escalations 
occur?

 9 Have you socialized a continuous monitoring process and approach with 
your key stakeholders so they are aware of and can leverage its benefits 
to build organizational support for the SCRM program?

 9 Perhaps most important, have you worked with your suppliers and 
internal stakeholders to evolve your program so it can anticipate and 
adapt to emerging risks?

Gaps in any of these areas will reduce the effectiveness of a continuous mon-
itoring program and decrease your operational resilience.

How to Time Continuous Supplier 
Monitoring for Best Results

Starting with your due diligence onboarding process, you 
can scan the new potential supplier through your continuous 
monitoring process to determine if there are any issues. Be sure 
to advise your business unit supplier relationship manager 
to include remediation of any identified issues as part of any 
contract. Once the contract is signed, regular continuous 
monitoring can commence.

Take an approach that covers multi-tier, multi-factor, and 
continuous inventory discovery on an ongoing basis. What 
exactly does this mean? There are multiple tiers (subcontrac-
tors) in your supply chain into which you likely have limited 
visibility. By monitoring the full supply chain, you mitigate the 
overall supply chain risk, enhancing resilience. Subcontractors 
have often been linked to significant data breaches. Multi-factor 
continuous monitoring is important because there are many 
types of operational risks that arise in supplier relationships, 
including cyber, financial, geographic (both concentration and 
catastrophic), operational, reputational, regulatory compliance, 
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product/service availability, fraud, and—increasingly—environ-
mental, social, and governance (ESG). Continuous inventory 
discovery through identification of supply chain relationships 
that your business units may not have been aware of, including 
those that your suppliers entered into subsequent to contract 
signing, allows you to proactively manage risks arising from 
these connections. 

Having operational processes in place to respond to the 
information obtained from continuous monitoring tools is a 
key element in this approach. Incidents often result from a 
failure to review available information from logs and alerts sent 
by monitoring tools. Having the proper resources to detect and 
take action in response to this information allows for timely 
identification and remediation of issues in your operating 
environment. 

Several items are important for you to be aware of and address:

Ð Have the right resource skill sets and necessary training 
in place to operate a continuous monitoring program. Note 
that these are not the same as those needed to manage your 
current risk assessment-based SCRM program. 

Ð Make sure you have implemented operating procedures 
that will help leverage your investment in continuous 
monitoring.

Ð Implement and socialize concise measurement and report-
ing programs at all levels of management to raise awareness 
of supply chain risk and build SCRM program support. 

ÐWork with your business units to incorporate supplier 
performance monitoring in line with SLA requirements 
so that they can enforce contractual requirements (and as 
necessary, impose penalties) for failure to meet agreed-up-
on commitments.
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Chapter 4: Key Takeaways
 Ð Understanding risk domains and their associated key controls 

provides a way to efficiently triage suppliers by focusing on your 
greatest risks in each relationship. 

 Ð When assessing supplier relationship risks, always start by asking 
for an independent risk assessment completed within the last 12 
months. This assessment will speed up the onboarding process for 
new suppliers, a key business benefit. 

 Ð Organizations should follow a roadmap when implementing 
continuous monitoring to understand emerging threats and 
vulnerabilities, as well as operational mistakes. A roadmap relies 
on multiple stakeholder interactions and supplier trust, so seek out 
and embrace all internal and external partnership opportunities and 
create value in your relationships. 
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5. 
Program Automation, 
KPIs and KRIs, and ROC 
Management Reporting
SCRM Program Automation

The ability to automate your SCRM program is one of the key 
factors in achieving scalability and success. Automation also 
helps your organization manage, measure, and report on the 
risks you face. Without the proper automation tools, managing 
the information related to your supplier inventory, issues, risk 
assessments, continuous monitoring processes, and SCRM 
program reporting is cumbersome and labor intensive, and 
raises questions about accuracy and timeliness. 

Providing timely, transparent information that reflects key 
operational risk trends and status to all levels of management is 
key because it helps you make risk-based decisions that move 
you toward operational resilience. 

Below are some questions to consider as you start building your 
organization’s SCRM program: 

 9 Do you have a centralized supplier inventory or multiple 
federated inventories to manage, and is the necessary infor-
mation available in an automated, consolidated database? 

 9 Is there a single automated process workflow that all 
onboarded suppliers within your organization must follow, 
or are multiple processes and exceptions permitted?

THIS CHAPTER:
 Ð Discusses the important role automation can play 

in your SCRM program
 Ð Reviews SCRM program KPIs and KRIs and 

describes building an actionable SCRM dashboard
 Ð Provides recommendations for effective SCRM 

program reporting to all levels of management 
 Ð Explains the importance of dashboards and the 

trend reporting topics they should contain
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 { Does the onboarding process include an automated 
workflow, a risk triage questionnaire that can be sent 
to suppliers, and the ability to input the supplier results 
into a database? And can that database use data analytics 
to evaluate supplier documentation such as previously 
completed independent risk assessments?

 { Does the process workflow include the ability to categorize 
suppliers into risk domains, allowing different lines of 
business to leverage existing suppliers? 

 { Has your organization developed and can it leverage a 
supplier data science-based scorecard process?

 9 Is there a centralized supplier contracts management data-
base, and if so, how comprehensive is it?

 9 Is there an existing issue tracking process to manage out-
standing supplier issues across the organization that you can 
leverage for SCRM program issue status tracking, reporting, 
and escalation as needed?

 9 Is there a process for periodically tracking and documenting 
supplier performance to ensure requirements are being met 
in support of strategic business goals and committed SLAs? 

 9 Have you implemented automated process workflow 
solutions for your continuous monitoring programs so the 
information being produced is actionable and timely?

 9 Do you understand your management reporting structure 
and requirements at all levels to ensure periodic information 
gathering, when required, is clearly defined and avoids 
becoming a manually intensive exercise? 

 9 Can you readily identify critical suppliers and align them 
to due diligence and ongoing monitoring? Remember that 
criticality can and does change over time.

If you consider these aspects of your organization’s SCRM pro-
gram automation as you plan its implementation, and consider 
your stakeholders’ requirements for information sharing and 
reporting, you will increase transparency, meet stakeholder 
expectations, and increase your likelihood of success. If you have 
already implemented aspects of your SCRM program, focus your 
automation efforts on the biggest pain points first to improve 
transparency. 
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Issue Remediation
The criticality of focusing on issue remediation in your SCRM 
program cannot be stressed enough. It is a key yardstick used 
to measure your direction and progress and determine whether 
your SCRM program goals are being met. Can you state and 
prove, with a SCRM dashboard, that you have remediated risk 
to a level aligned with board-defined and management-directed 
risk appetite? SCRM programs tend to focus on completion of 
risk assessments and fail to follow through with the businesses 
that are accountable for SCRM risk. Follow through will help 
ensure remediation, validation, and closure of identified 
supplier issues. 

Risk Exceptions
One challenge is business units that decide not to remediate identified sup-
plier issues, opting instead to accept the risk. A better approach is to use 
risk exceptions, where business units at a minimum have to implement com-
pensating controls to mitigate the risk where it cannot presently be fully re-
mediated. The issue must be periodically revisited to determine if new solu-
tions are available to fully remediate it. Accountability must remain where it 
belongs—with the business unit owner of the supplier relationship. Accept-
ing identified risks without exceptions results in business units absolving 
themselves of their responsibilities to manage risks to appropriate levels 
and contributes to increased likelihood of operational failures.

Incorporate Lessons Learned 
to Improve Outcomes

Every supplier incident that impacts your organization offers 
you lessons on what could have been done differently. These 
best practices can help prevent a future incident or improve 
operational resilience. 

One of the maxims of information security is that previous 
incidents do not go away; they just get recycled by the next bad 
actor. Sometimes recycling happens quickly, and sometimes it 
takes years. By implementing lessons learned in your SCRM 
processes, you take one of the most important steps in building 
your organizational resilience for the long term. Remember 
that positive experiences should also be implemented in your 
operational processes.
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Figure 9: Incorporate lessons learned to improve outcomes

SCRM Program KPIs
A KPI is a measure of progress towards a business goal. Such a 
goal could be implementing a major project, or raising an opera-
tional process to a defined standard, such as a supplier SLA. KPIs 
allow you to focus on processes that are most important for your 
organization. They provide visibility into and input for making 
management decisions. Focusing on your SCRM program’s 
performance and changes in risk thresholds as reflected in your 
KPIs strengthens and maintains your operational resilience.

The question all KPIs should answer is, “So what?” If they do 
not provide actionable information and clearly show trending, 
then why spend time reporting them? Every KPI should improve 
your ability to measure key business goals and provide input for 
management decisions. 

You should define your KPIs and begin reporting them from the 
moment you start implementing your SCRM program. KPI 
reporting might seem counterintuitive when you have little 
progress to relate, but it increases visibility and enables you to 
demonstrate implementation progress and identify speed 
bumps that require management’s support. It shows the results 
of quick wins, which are critical to overall SCRM program 
momentum and success. You can start with qualitative measure-
ments as you build out your SCRM program.



5.  Program Automation, KPIs and KRIs, and ROC Management Reporting  73

You do not need to measure all of your SCRM program activities, 
just those that are critical to success. To do this, though, you 
need to carefully analyze and choose the criteria by which you 
will measure. Doing so provides a forum for dialogue with 
management. You can start by reporting KPIs using these four 
SCRM program themes:

Ð SCRM program implementation progress. Examples 
include progress in identifying your organization’s supplier 
inventory and suppliers that have been assessed to date. 
It can also include the number of and trends for identified 
issues and remediations with your suppliers. 

Ð Topics your management needs to be aware of. Examples 
include progress on and identified issues with SCRM audits 
or regulatory exams, or with past due issue remediation 
status.

Ð Roadblocks to success, which are topics requiring 
management action to support your SCRM program 
implementation. Examples include failure of business units 
to provide supplier inventory information and suppliers’ 
non-responsiveness to your requests, such as completion 
of their risk assessment questionnaire and follow-though 
regarding issue remediation.

Ð Path to sustainability, which increases operational resil-
ience. Examples include ROC implementation and the rollout 
of the SCRM KPI/KRI measurements program showing key 
performance results and risk trending.

SCRM Program KRIs
A Key Risk Indicator (KRI) is a measure of how risky a busi-
ness activity is, in this context, supplier risk. You can use KRIs 
to identify increasing risk exposure, including emerging risks, 
before the risk becomes a problem that impacts your business 
goals and operational resilience.

SCRM KRIs are useful to focus management attention on 
enterprise-level operational risk exposures caused by supply 
chain issues. Defining and validating these criteria with 
your key program stakeholders, including your enterprise 
risk management and internal audit functions, allows for 
transparency, establishes a common language for discussing 
supplier risk accurately and precisely, and demonstrates to all 
parties your proactive management of supplier risk. KRIs enable 
organizational reporting and help create a proactive approach 
to identifying, preventing, or mitigating risks. 
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As an example, imagine a significant increase in the number 
of customer records being shared with suppliers, both overall 
and by line of business. The cost per record of a data breach 
is known, and therefore overall organizational and potential 
line-of-business financial loss exposure can be quantified. This 
result permits decisions to be made on how to best manage this 
potential overall risk exposure. This can also be evaluated from 
a reputational risk perspective. Risk ultimately depends on your 
operational risk appetite.

Dashboards and Reporting within the ROC
When developing an SCRM program dashboard, consider that 
different information needs to be consistently reported to 
different levels and functions within your organization, as well 
as potentially shared with your suppliers. Here the opportunity 
to leverage the ROC offers significant advantages because it 
centralizes critical SCRM program information and management 
reporting processes. It also enhances your ability to effectively 
and efficiently deal with internal audit and external regulatory 
functions, demonstrating SCRM program consistency.

As you develop KPIs and KRIs and generate data, you need to 
decide whom to share the information with, keeping the need 
to align with and focus on strategic business goals front of 
mind. Performance and risk reporting should occur at different 
intervals depending upon the level of management, with 
different visualizations required for each management level. 
This allows organization stakeholders to easily understand and 
monitor changes in risk exposure. 

Below are several trend reporting topics you can cover:

Ð Growth in the overall use of suppliers

Ð Increase or decrease in overall risk in your SCRM program 
based on data analytics measures

Ð Comprehensiveness of supply chain inventory

Ð Growth (or decline) in the number of issues within your 
SCRM program

Ð Issues with third parties reported by regulators (where 
relevant) that require board of director notification
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Remember, though, that dashboards provide the backup to 
the story of your SCRM program that you are communicat-
ing to management and the board of directors.

You also have to consider the transition period as you migrate to 
new data reporting content, standards, and processes. Consider-
ing your various stakeholders:

ÐWho requires information on a regular basis, perhaps in 
real time, and what information do they require? A good 
starting point is line-of-business, cyber security, legal, 
procurement, information technology, compliance, and 
privacy stakeholders, among others.

ÐWho requires this information on a weekly or monthly 
basis, and how is this information visualized and reported 
differently? At this level, management likely has periodic 
reporting requirements in place already; so too with 
enterprise risk managers, who have separate reporting 
requirements.

ÐWho requires this information less frequently, maybe on 
a quarterly basis, and how is this information different? 
Senior management, enterprise risk management, and the 
board of directors are good starting points. There may also 
be regulatory requirements with regard to board aware-
ness and reporting.

ÐWho needs to be notified when an incident occurs involving 
one of your suppliers?

Make sure that reporting at each level aligns with the actionable 
information different stakeholders require and that it is 
structured to show actionable trends, not just data. Leverage 
this opportunity to promote your SCRM program and tell its 
story, describe its progress, and suggest future opportunities to 
garner support within all levels of the organization and exter-
nally with your SCRM community. 
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Chapter 5: Key Takeaways
 Ð SCRM program automation plays a key role in scalability, 

transparency, and success. 
 Ð KPIs and KRIs are vital for trend measurement and alignment with 

business goals, objectives, and risks.
 Ð Use dashboards to align with management and other stakeholder 

reporting needs. 
 Ð Establish trend-based reporting to enable proper issue escalation 

and hasten actions that can prevent or mitigate risks to your 
organization’s reputation, finances, and operational resilience.
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6.

Solidifying ROC Support 
and Looking Forward
Building ROC Trust and Community

Viewing your suppliers as partners in your journey to reach 
strategic goals and objectives acts as a force multiplier, increas-
ing your odds of success. To create these partnerships, you need 
to establish and build supplier relationships based on trust. This 
needs to be a clearly articulated goal for your SCRM program, 
with defined actions laid out one step at a time with each of 
your suppliers. Sharing your business vision and positioning 
with suppliers helps create win-win scenarios and establishes 
a foundation of mutual and connected value. This sharing, 
which depends on your organization’s willingness to initiate 
and continuously demonstrate, builds the trust necessary for 
open communication and the exchange of ideas, processes, and 
plans for the future. It also provides the basis for both parties 
to support each other in minimizing potential damage when 
unplanned events occur and achieving maximum operational 
resiliency outcomes. This interaction is ideally fostered through 
a ROC structure with centralized focus and a clear commitment 
to building trust among all stakeholders through education, 
training, and outreach programs that foster dialogue with sup-
pliers. In the end, the more you invest in supplier relationships, 
the more benefits you receive. Always remember this point 
and stress it when opportunities permit within your supplier 
community and internal stakeholders. 

THIS CHAPTER:
 Ð Discusses the importance of building trust and 

community within your SCRM program
 Ð Outlines the benefits of remembering that your 

organization is also a supplier to your own 
customers

 Ð Offers tips for succeeding in a rapidly evolving 
ROC-based supplier risk management environ-
ment
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Your Organization Is a Supplier 
to Your Customers

It is a good practice to understand where your organization is operating as a 
supplier to its customers. 

By viewing your organization as a supplier, you gain insights into the oper-
ational resilience of your own processes and internal functions. Customers 
will ask you for independent risk assessments that have been performed on 
your operations functions, so being proactive here allows you to be more 
responsive to opportunities for new customer revenue. Once a ROC func-
tion is established, you will have a central point within your organization 
to coordinate the performance of all SCRM activities. This strengthens your 
organization’s operational resilience while significantly relieving the burden 
of coordinating external risk assessments on your business and operations 
functions. Your organization also benefits significantly in being able to reuse 
the results of a single risk assessment for multiple customers and provide 
a consistent response to all customer inquiries. When an issue is identified 
and needs to be addressed, the ROC acts as a single point of contact in reme-
diation efforts and improves status reporting both internally and externally.

Looking Forward in a Rapidly Evolving 
Risk Management Environment

Among the key benefits of a ROC-based approach to SCRM are 
flexibility and adaptability in an environment of constantly 
evolving risks. By establishing a ROC structure and planning 
for, implementing, and periodically testing its ability to manage 
supply chain requirements and respond to unplanned events 
and incidents, your organization can take a significant step in 
ensuring operational resilience. As stated in the introductory 
quote for this book, plans are worthless, but planning is 
everything. Using and leveraging the ROC across your organi-
zation ensures that you are constantly planning and evolving to 
meet tomorrow’s threats while addressing your vulnerabilities 
proactively today. 
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Glossary
Black swan event: An extremely rare and negative occurrence 
that is difficult to predict, such as the COVID-19 pandemic. 

Business operating model: A combination of people, process-
es, and technology that delivers value to customers.

Centralized operating model: A business model that calls for 
decision making by top management and execution with a goal 
of maintaining enterprise standards throughout the organiza-
tion.

Continuous inventory discovery: The process organizations 
use to identify new suppliers through continuous network 
monitoring techniques and tools.  

Continuous monitoring: The processes used to detect 
compliance and risk issues within an organization’s operational 
environment on an ongoing basis. 

Credit risk: The risk of a borrower’s defaulting on a loan or 
related financial obligation.

Decentralized operating model: A business model charac-
terized by decisions made by local management, and in some 
cases individuals, that can result in inconsistent execution of 
enterprise standards. 

Emerging risk: A newly developing or changing risk that is 
difficult to quantify.

Enterprise risk: Potential loss that is relevant to the organiza-
tion.

Enterprise risk management (ERM): A business process 
effected by an entity’s board of directors, management, and 
other personnel and applied in strategy settings and across the 
enterprise. It is designed to identify events that may affect the 
entity, manage risk level according to risk appetite, and provide 
reasonable assurance regarding the achievement of objectives. 

Event: An occurrence in an SCRM environment that is typically 
negative, such as a cyber breach or operational disruption.
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Federated operating model: A business model driven by 
management decisions made at the middle and lower levels of 
the organization, potentially resulting in inconsistent execution 
of enterprise standards.

Independent risk assessment: An accounting of potential 
supplier risk performed by an outside organization.

Inherent risk: The amount of risk present before the applica-
tion of mitigating controls.

IT hygiene: The combination of asset inventory, configuration 
management, and vulnerability management that, when 
effectively implemented and sustainably managed, protects 
the information technology assets of an organization from 
compromise.

Key performance indicator (KPI): The critical factors that 
show progress towards objectives of an organization.

Key risk indicator (KRI): Factors measured by organizations to 
reveal early signals of increased risk exposure. 

Lessons learned: Best practices taken from past events that 
can be leveraged to enhance processes and prevent recurrence 
of incidents.

Market risk: The possibility of an investor experiencing losses 
due to factors that affect the overall performance of the financial 
markets in which they are involved.

Multi-tier, multi-factor, and continuous inventory discovery: 
There are multiple tiers (subcontractors) in your supply chain 
into which you likely have limited visibility. By monitoring 
the extended supply chain, you can mitigate overall supply 
chain risk and enhance resilience. Subcontractors have 
often been linked to significant data breaches. Multi-factor 
continuous monitoring is important because there are many 
types of operational risk that arise in supplier relationships, 
including cyber, financial, geographic (both concentration and 
catastrophic), operations, reputational, regulatory compliance, 
product/service availability, fraud, and ESG. Continuous 
inventory discovery happens through identification of supply 
chain relationships that your business units may not be aware 
of, including those that your suppliers enter into subsequent to 
contract signing. Inventory discovery allows you to proactively 
manage risks arising from these new supply chain relationships. 
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Onboarding: The process of collecting information about a 
potential supplier to assess risk and inform the decision on 
whether to add the supplier to your supply chain. 

Operational resilience: The ability of an organization to 
prevent, adapt to, recover from, and respond to operational 
disruptions. 

Operational risk: The risk of loss from inadequate or failed 
internal processes, people, or systems, or from external events.

Operational risk management: A model for managing risk 
that uses periodic assessments, controls, and decision making to 
accept, mitigate, or avoid negative events. 

Periodic risk assessment: A risk assessment conducted 
weekly, monthly, quarterly, or annually.

Quick wins: New improvements or fixes that are achieved 
rapidly and provide immediate results that contribute to 
business goals.

Residual risk: The amount of risk that remains after the 
application of mitigating controls.

Resilience: The ability to mitigate the consequences of un-
planned events and manage adversity for manmade as well as 
natural disasters. 

Risk acceptance: The determination of a business owner that 
the risk to an affected system, application, or infrastructure is 
smaller than the cost of addressing the risk.

Risk appetite: The amount of risk a business is willing to 
undertake to achieve its strategic goals. 

Risk domain: The category used to classify the risk to people, 
processes, and technology areas.

Risk exception: The decision of a business owner to accept risk 
to a system, application, or infrastructure while knowing that 
the risk is greater than the cost of addressing it. 

Risk mitigation: Steps taken to lessen identified risks using 
specific controls that aid in meeting business goals.

Risk transfer: Risk passed from one party to another through 
a contract, such as when an organization purchases cyber 
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insurance to transfer financial loss from a data breach from an 
organization to an insurer.

Resilience Operations Center (ROC): An SCRM framework 
with associated processes for leveraging organizational resourc-
es cross-functionally towards key operational risk management 
goals. A ROC monitors and manages many kinds of risk, includ-
ing financial, operations, governance, geographic, and cyber. 
A ROC covers the full operational risk management lifecycle, 
which includes risk prevention, detection, event management, 
and risk response and recovery. It also incorporates lessons 
learned from risk events and new process implementations to 
prevent recurrence.

SCRM program maturity model: A model that depicts the 
maturity level of an SCRM program, ranging from ad hoc 
supplier processes to fully optimized supplier processes. 

Service level agreement (SLA): A contractual commitment 
between a service supplier and a client that covers aspects such 
as quality, availability, and responsibilities.

Subcontractor: An individual or organization that agrees to 
perform work based on a signed contract between parties. In 
this context they may also be referred to as fourth, fifth, or Nth 
parties.

Supplier relationship manager: The person responsible for 
supplier interactions throughout the lifecycle of the relation-
ship, from onboarding to termination, and who is part of the 
business unit responsible for and accountable to the supplier 
relationship. 

Supplier risk management framework: The foundation, 
guidance, tools, and technologies used to manage third-party 
risk across the customer organization’s supply chain lifecycle.

Supply chain community: Relationships that provide for an 
exchange of value between parties in a supply chain, which can 
involve sharing and providing access to sensitive information 
and result in the creation of value for both parties. 

Supply chain risk management (SCRM): The process of 
taking strategic steps to identify, assess, and mitigate risk in an 
end-to-end supply chain.
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Three lines of defense model: A concept developed by 
regulators overseeing the financial services industry. The first 
line of defense consists of functions responsible for day-to-day 
risk management and implementation of effective controls. 
The second line of defense consists of independent oversight 
for first-line functions to ensure they are properly executing 
their key operational controls to protect the business. The third 
line of defense is an independent audit function that provides 
assurance to senior management and the board of directors that 
third-party partnership ecosystem risks are being systematical-
ly managed in support of strategic business goals. This line can 
include external auditors but not regulators. For more details, 
see: https://www.iia.nl/SiteFiles/ECIIA%20FERMA.pdf.

Useful URLs:
www.grf.org

www.nationalisacs.org

www.sharedassessments.org
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