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Executive Summary 
Recent well-publicized cyberattacks impacting energy providers, technology supply chains, public utility 
companies, transit networks, healthcare organizations, retailers, manufacturers and local governments have 
magnified two grim realities – there is no shortage of avenues for hackers to exploit and compromise, and most 
organizations are still struggling to detect and respond to threats consistently and rapidly. 

These ongoing cyberattacks are raising the stakes for organizations to quickly detect and respond to threats 
across their entire IT ecosystem, identify and remediate risks, and close gaps in their security posture. According 
to data from 451 Research’s recent Voice of the Enterprise (VotE): Information Security, Budgets and Outlook 
survey, implementing or improving security monitoring, risk/vulnerability assessments and incident response 
are among the top strategic security objectives for organizations. At the same time, threat detection remains 
one of the top pain points for security teams. 

Unfortunately, the survey data also revealed that most security and IT teams believe they are unprepared 
to tackle the growing volume of sophisticated threats targeting their organizations. In 451 Research’s VotE: 
Information Security, Organizational Dynamics 2021 study, 42% of surveyed organizations said their staffing 
levels likely weren’t adequate to address the threats they faced. The problem is becoming more daunting as an 
organization’s attack surface rapidly expands with the increasing adoption of cloud and hybrid computing, SaaS, 
IoT and OT. 

At the same time, security and IT teams are dealing with an assortment of siloed security products and a lack 
of visibility across the entire IT ecosystem. They are inundated with a growing volume of alerts and noise, are 
unable to investigate and respond to all alerts, and lack security expertise in many critical areas – especially 
cloud, threat detection and incident response.

The unfortunate reality is that few organizations have the in-house resources and expertise to effectively 
manage their security programs while also proactively defending against new and evolving threats and 
addressing the security concerns that come with the rapid adoption of emerging technologies. These challenges 
have fueled demand for modern security services, spurring a wide range of vendors and providers to develop and 
deliver a unique blend of services to help organizations detect and respond to advanced cyber threats. However, 
with managed detection and response (MDR) services taking a variety of forms – with significant variability 
across approaches – organizations will need to carefully consider which approach best fits their current and 
future needs and goals. 

This paper examines the challenges of threat detection and response. It unravels the nuances of various 
approaches to threat detection and response services, and details how partnering with an MDR service provider 
can enhance an organization’s ability to detect and respond rapidly to threats at scale.
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Key Findings
 – The notion that security is the pervasive challenge for organizations is no longer just being preached by 

security teams – it is now a belief that is held throughout the business.

 – According to data from 451 Research’s recent VotE: Information Security, Budgets and Outlook survey, 
spending on cybersecurity continues to grow at a rapid pace, with 86% of organizations surveyed saying they 
planned to increase security budgets by an average of 27% for 2021.

 – Over 42% of surveyed organizations believe their security staffing level is inadequate to handle the 
cybersecurity threats their organizations are facing today, with 70% identifying challenging hiring conditions.

 – Over half (51%) of surveyed organizations that report having a security operations center (SOC) in place 
operate it only during business hours.

 – MDR services are rapidly evolving, blurring the lines in terms of the capabilities between various approaches. 
Considering the lack of universal definitions for each of these approaches, it can be difficult for buyers to 
navigate and understand what each one precisely entails, and the security outcomes they should expect 
MDR providers to deliver.

https://clients.451research.com/reportaction/102218/Toc
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The Elephant in the Room:  
The Universal Challenge  
of Cybersecurity 
According to data from a variety of recent 451 Research VotE surveys, business owners, executives and IT 
professionals, along with many others outside the cybersecurity domain, consistently point to cybersecurity as 
their top concern. The notion that security is the pervasive challenge for organizations is no longer just being 
preached by security teams – it is now a belief that is held throughout the business. 

Technology has become an essential ingredient for every organization – it underpins every business function, 
fuels new revenue opportunities, enhances customer experiences and improves operational efficiencies. 
Continuous innovation is empowering organizations to pivot, adapt and thrive at unprecedented speed. However, 
in parallel, cybersecurity continues to become more challenging. 

As threats become more vicious and the attack surface rapidly expands, the tools, systems, services and data 
that organizations depend on are becoming increasingly interconnected and interdependent. At the same time, 
organizations are adopting new technologies and processes faster than most security and IT teams can adapt. 
This means security and IT teams are dealing with constant change and disruptions, increased risk, more data 
to decipher, more noise, more complexity and more competing priorities. 

Although it may seem that cybersecurity has been a heated topic for a long time, most organizations are still in 
the beginning stages of a long journey. In an attempt to close security gaps and improve their security posture, 
it appears that many enterprises are trying to outspend the cybersecurity challenges that are burdening their 
organizations. Taking a shotgun approach, security teams are increasing spending in almost every part of their 
security programs, investing more of their security budgets on hardware, software, services and people.

According to data from 451 Research’s recent VotE: Information Security, Budgets and Outlook survey, spending 
on cybersecurity continues to grow at a rapid pace, with 86% of organizations surveyed saying they planned to 
increase security budgets by an average of 27% for 2021. 

While the fact that security spending is increasing may not be surprising, the shifts in security spending may 
be. Outside of spending on people, hardware and software security tools have traditionally captured the largest 
portions of increased cybersecurity spending. However, that trend has shifted as organizations are now planning 
to allocate more of their spending increases on security services –  surpassing planned increases for security 
hardware and software, and quickly closing in on planned increases for human resources. 

https://clients.451research.com/reportaction/102218/Toc
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Figure 1: Shifts in Security Spending

Q. Where will your organization see the largest increase/decrease in security budget for 2021? 

Base: All respondents (n=143) % of respondents (multiple select) 

Source: 451 Research’s Voice of the Enterprise: Information Security, Budgets and Outlook, 2021

The adoption of security services has been accelerating over the past several years, largely fueled by an 
ongoing skills and expertise shortage. It is no secret that security expertise is in short supply, but the problem 
may be worse than most organizations realize. According to a recent 451 Research VotE: Information Security, 
Organizational Dynamics survey, just over 42% of organizations believe their security staffing level is inadequate 
to handle the cybersecurity challenges their organizations are facing today. In response, 34% plan to add to 
their security team in the coming year, an indication of the urgency they feel about staffing shortages. But with 
the current security hiring environment, that will be a challenging task. That may be what’s driving the 29% of 
organizations that plan to add managed services, as they look to partners to augment their capabilities.
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Figure 2: Security Staffing Challenges 

Q: Agree or disagree: Current information security staffing levels are adequate to address the challenges faced by your organization. (n=506)

Q. Is your organization currently changing, or planning to change, the layout of your information security team? Select all planned changes 
that apply (adding managed security services was an option). (n=345)

Q: Please rate the difficulty in recruiting for information security. Please use a 0-10 scale where 0 is ‘not at all difficult’ and 10 is ‘extremely 
difficult.’ (n=511)

Base: All respondents 

Source: 451 Research’s Voice of the Enterprise: Information Security, Organizational Dynamics 2021

However, more people, more talent and more security tools are not enough. Recent attacks underscore just how 
difficult it is for organizations – even those with well-funded security programs, ample expertise and robust 
security IT stacks – to gain visibility across a dynamic IT ecosystem and consistently detect indicators  
of compromise.

Rapid and consistent threat detection and incident response are two of the most important aspects of a 
resilient cybersecurity posture – they are also among the top strategic security objectives for surveyed 
organizations. Detecting indicators of compromise and responding to threats 24x7 is one of the primary roles 
of an organization’s security operations center, or SOC. Armed with a team of analysts and a broad range 
of technologies, SOCs proactively identify, investigate, prioritize and resolve issues, and mitigate risks that 
threaten the security of the organization’s infrastructure and data.

Organizations with a SOC tend to have more mature security capabilities; however, running and staffing SOCs 
can be challenging for most organizations. They are most often staffed with in-house personnel, dedicated to 
the SOC and unavailable for other security tasks.
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Figure 3: Security Operations Centers (SOC) Are a Challenge for Most Organizations

Q. How is the security operations center at your organization staffed?

Q. When is the security operations center staffed? 

Base = Respondents with a SOC (n=157)

Source: 451 Research’s Voice of the Enterprise: Information Security, Organizational Dynamics 2021

Building, staffing and managing a SOC is a daunting task that often fails to deliver the expected outcomes. 
Rapidly detecting and responding to threats is one of the most impactful actions organizations can take to 
minimize an attacker’s opportunity and the damage and cost of malicious activity. And yet over half (51%) of 
organizations in that same VotE study that report having a SOC indicate that they only operate their SOCs during 
business hours. This means that any security incidents that occur outside of these hours will not be addressed 
until, at best, the following business day – giving an attacker two or more days to exploit an organization’s 
network without detection or interference.

The numbers speak volumes. With such a large number (42%) of organizations reporting inadequate security 
staffing, few have the resources to staff a SOC 24x7 and also handle the demands of digital transformation, 
security technology implementation and maintenance, threat detection and response, and compliance and 
regulations – all while facing a steady stream of new challenges and complexities. 

Having a fully staffed SOC that can operate 24/7 is necessary, but it is only part of the challenge. Organizations 
report that they are lacking several skill sets that are key to effective SOC operations, including cloud platform 
expertise, incident response skills, application security coding expertise and threat hunting skills. 

51%49%

Operating Hours

Only during business hours

24/7/365

57%25%

18%

Staffing

Mostly in-house

An even mix of in-house and outsourced

Mostly outsourced



Pathfinder | Unraveling Threat Detection and Response Solutions

7©Copyright 2021 S&P Global Market Intelligence. All Rights Reserved.

Figure 4: Security Skills in Short Supply

Q. Which skill sets are inadequately addressed at your organization today? Please select all that apply.  

Base: All respondents (n=491)

Source: 451 Research’s Voice of the Enterprise: Information Security, Organizational Dynamics 2021

The reality that few organizations have the in-house resources and expertise to effectively manage their 
security programs – while also proactively defending against new and evolving threats and adapting to the rapid 
adoption of emerging technologies and an ever-expanding attack surface – is fueling the demand for outside 
help with threat detection and response. 

Unfortunately, the threat detection and response market is heavily fragmented and confusing. Providers and 
vendors deliver a range of services with similar names but with vastly different approaches and capabilities. 
Organizations are finding it challenging to differentiate among the many variations in delivery approaches and 
technologies and to fully understand the outcomes each approach delivers. 
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Untangling Detection and  
Response Offerings
Cybersecurity vendors and providers seem to relish adopting new terminology to describe their products and 
capabilities. And with new terminology, come new acronyms. 

EDR (endpoint detection and response), NDR (network detection and response), CDR (cloud detection and 
response), SIEM (security information and event management), XDR (extended detection and response), SOCaaS 
(security operations center as-a-service), TDR (threat detection and response) and MDR (managed detection 
and response) are just some of the many terms and acronyms vendors and service providers use to describe 
their approach to helping organizations detect and respond to threats.

However, many vendors and service providers liberally use these terms to describe their approaches and 
offerings. For example, while many recognize MDR providers as those that offer detection and response 
services that span a broad range of threat vectors, many vendors also use the term to describe managed EDR or 
managed NDR services that offer a much narrower scope of capabilities. 

The spectrum of providers offering MDR services ranges from pure-play, technology-agnostic providers focused 
exclusively on MDR and ancillary services to technology vendors that offer services built exclusively around 
their own proprietary technologies. There are also generalized service providers that solely leverage third-party 
platforms to deliver detection and response services.

SIEM Alone Is Not Enough 

While the common approach to detecting threats for many security teams appears to be 
to collect and analyze alert data within their SIEMs, a sizable portion (41%) of surveyed 
organizations indicate they lack SIEM capabilities. Of those that have a SIEM, over 90% 
indicate they are unable to investigate all alerts in a typical day. This includes nearly 
30% that report they are unable to process more than half of incoming alerts. SIEMs are 
essential components for SOCs to collect, aggregate, store, correlate and analyze the 
flood of data coming in from a porous and evolving attack surface. But without context and 
insights, the endless volume of unvalidated alerts and data from a SIEM is too large for 
SOC analysts to rapidly analyze, understand and prioritize threats across the organization’s 
entire IT ecosystem. This, along with gaps in the nature and scope of telemetry, is the type 
of scenario that can allow attackers to persist in the environment for an extended period.

At the same time, detection and response providers and vendors are rapidly evolving, blurring the lines in 
terms of the capabilities between the various approaches. Considering the lack of well-established universal 
definitions for each of these approaches and the fact that providers and vendors inconsistently use and apply 
these terms, it is obvious why this space can be difficult for buyers to navigate and understand what each 
approach precisely entails, and the security outcomes they should expect providers to deliver.
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To unravel and better understand the detection and response market it can be helpful to understand the evolution 
of threat detection and response services. For more than two decades, managed security service providers, or 
MSSPs, have delivered a variety of security services primarily focused on monitoring and managing the security 
infrastructure for an organization (e.g., firewalls, intrusion detection systems, content filtering systems, VPNs, 
endpoint protection systems). While some MSSPs evolved to provide basic threat detection, incident management 
and investigation capabilities, most continued to focus on preventative security controls and operations, such 
as creating policies and programs, scoping and implementing solutions, performing penetration tests and 
vulnerability scans, helping organizations with compliance, and implementing risk and security frameworks such 
as ISO and NIST.

As organizations matured their security programs, they began to realize that not all attacks can be prevented, 
making compromise inevitable. While preventive controls such as firewalls, antivirus and content filtering are 
effective at stopping known commodity threats, they often fail to successfully defend against new, complex and 
sophisticated cyberattacks. 

In response, many organizations shifted their attention to detection with the hope of minimizing the impact and 
scope of compromise through rapid identification and remediation of active threats. However, most organizations 
soon realized that not only was building and managing a threat detection and response program beyond their 
capabilities and resources, the MSSPs they partnered with also lacked the specialized expertise and tools 
required to provide 24/7 threat detection and response services. This gap ultimately led to the rise of a new type of 
security service provider focused solely on delivering managed threat detection and response services. 

While many approaches to detection and response may appear to be straightforward (e.g., EDR, NDR), security 
and IT teams are often surprised to find just how much services and capabilities can vary between providers. 
Understanding these differences is key to achieving the outcomes that organizations and security teams desire.

XDR (Extended Detection and Response) 

XDR, a relatively new term, tends to describe a platform approach to threat detection aimed 
at empowering IT and security teams with the technology and tools to detect threats across 
multiple vectors. However, most XDR providers today tend to only focus on two or three threat 
vectors and are often limited to detecting threats in certain environments (e.g., on-premises) 
and primarily from their own proprietary technologies (e.g., endpoint agents). Providing 
limited to no expertise, XDR requires organizations to make significant investments in 
advanced security talent to cover 24x7 threat detection, investigation and response. XDR also 
often requires organizations to make investments in other capabilities such as automation 
and orchestration, threat intelligence, security information and event management (SIEM) 
systems, and reporting technology, and it often requires developing integrations with 
workflow systems and security controls not natively supported by the XDR solution.   
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Telemetry and Visibility

The scope and depth of telemetry are two of the primary differentiators between the various approaches to 
threat detection and response. Many threat detection and response providers focus on a particular set of threat 
detection capabilities, marketing robust and in-depth abilities and skills around specific threat vectors. But as 
attacks continue to grow in sophistication, organizations are increasingly looking for providers that deliver threat 
detection across multiple vectors, including networks, endpoints, logs, users and clouds.

But consuming data from a broad range of sources is not enough to effectively and rapidly detect modern, 
multifaceted threats. There is a significant difference between the raw, high-fidelity telemetry data gathered 
through direct technology integrations and alerts sent to centralized logging systems, such as a SIEM. 

Raw telemetry (i.e., in-depth data about processes, file modifications, registry changes and network connections) 
provides deep visibility into malicious activity and enables correlated detection and comprehensive investigation 
capabilities. Consuming and analyzing raw telemetry from a broad range of threat vectors and sources – 
including endpoint, network, cloud and identity – is key to detecting indicators of compromise and gaining 
visibility across an increasingly diverse and disparate IT ecosystem.

Automation

Automation enables security teams to perform at high velocity and with maximum efficiency in the midst of an 
ever-expanding and complex IT ecosystem and an evolving threat landscape. In the context of threat detection 
and response, automation holds the potential to optimize the entire scope of security operations, including 
detection, analysis, data enrichment, correlation and response. Providing end-to-end automation capabilities 
that span tools, processes and workflows, threat detection and response services help alleviate the time needed 
to conduct mundane, repeatable tasks so that more time can be focused on strategic and value-add initiatives. 

However, many threat detection and response providers offer limited automation capabilities outside of their own 
technology stack. In addition, automation efforts often only focus on investigative and alert triage capabilities, 
requiring security teams to invest in third-party security automation and orchestration tools and platforms to 
gain access to automated response capabilities and to automate threat lifecycle management activities.

Response

Along with telemetry, response is another primary differentiator between the various approaches to threat 
detection and response services. The term ‘response’ varies considerably between providers and often carries 
multiple meanings (sometimes referred to as “little r” vs. “big R”).

While all threat detection and response providers aim to detect and discover the source of an attack, how they 
respond to an attack varies tremendously. At one end of the spectrum are providers that offer a full range of 
response capabilities that can be tailored for each organization. At the other end are providers that only notify 
customers of identified threats through a ticketing system. Once notified, security or IT teams must formulate 
their own response. While this approach may be sufficient for a robust and experienced security team, it can fail 
to meet the expectations of organizations that are seeking guidance, analysis, recommendations and assistance.

While many threat detection and response providers offer a range of response capabilities, it is important to 
understand how these capabilities differ from provider to provider, or even between different threat vectors from 
the same provider. For most organizations, responses that provide prescriptive analysis along with guidance and 
recommendations are a fundamental need. However, more robust measures such as containment and blocking 
through semi-automated or fully automated response actions are becoming table stakes.
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AI/ML and Analytics Infused With Human Intelligence and Intuition

AI/ML and data analytics can offer tremendous advantages in threat detection and response, helping security 
analysts uncover hidden patterns and intricate correlations in increasing volumes of data, correlate threat 
intelligence, conduct fraud detection, perform behavioral analysis, enable risk scoring, and detect advanced 
persistent threats. AI/ML enables security analysts to process more data, correlate more threads of intelligence, 
perform deeper analysis, and respond to incidents at a speed and scale beyond the capability of any human-
only-powered security team.

However, it is only when AI/ML and analytics are paired with human expertise and intuition that threat detection 
and response providers can deliver deep advancements in scalability and efficacy. While many threat detection 
and response providers and vendors tout various AI/ML and data analytics capabilities, it is essential to 
evaluate how such capabilities augment the human element during alert triage and investigation. At the same 
time, effective application of AI/ML and data analytics in threat detection and response services should provide 
more than enhanced alert triage and investigation for the service provider’s security analysts, and should enable 
security and IT teams to leverage intelligent security automation strategies, workflows and responses.

Threat Intelligence

Threat intelligence (TI) supplies continuously updated and insightful information about existing and emerging 
threats that may target organizations. It encompasses a wide range of data points, including information about 
threat actors, indicators of compromise, attack patterns, attacker motivations and capabilities, signatures, 
tactics, and common vulnerabilities and exposures (CVEs). 

TI enables security teams to quickly determine the ‘who, what, where, why and how’ of a security incident 
and enables insightful and discerning decisions about threats targeting the organization. Contextualized 
and enriched data enables more efficient, rapid and confident evaluation and prioritization of threats based 
on actual risk. It also improves the determination of root-cause events, improves alert triage processes and 
investigation response time, accelerates resolution and provides the scaling required to meet evolving demands 
through higher degrees of automation. 

While TI may seem like a fundamental component of any detection and response service, many providers fail to 
take full advantage of the insights that intelligence can offer, limiting its use to tactical areas and missing the 
opportunity to help organizations make better decisions.

Integrations/Technology-Agnostic Approach

Many threat detection and response services are built around the vendor’s proprietary technology stack, 
requiring organizations to rip and replace existing security technologies such as endpoint and network tools 
to realize the full benefit of the new platform. However, threat detection and response providers that take an 
open, technology-agnostic approach offer security and IT teams the flexibility to leverage existing security 
investments and make future investment decisions independent of the platform.

While it is important for threat detection and response providers to embrace a technology-agnostic approach, 
integrating with as many security technologies as possible, it is also important for security teams to understand 
that similar security products may support vastly different levels of integration – outside the control of the 
threat detection and response provider. In some cases, the security tools and capabilities provided by the 
platform may deliver higher cohesion than can be achieved across legacy security tools.

Bidirectional integration, supporting both data gathering and actions such as tool management or initiating a 
response to a security event, is ideal. This level of integration improves operational efficiency, increases agility 
and accelerates incident response. However, many legacy tools may not allow the level of integration desired – 
regardless of the security platform in place.
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Technology-agnostic threat detection and response providers enable security teams to choose the tools for  
their security stack, avoid vendor lock-in and leverage their existing security investments, while also ensuring 
that organizations can quickly adapt to advancements in security tool capabilities and address nuanced 
security requirements.

Threat Hunting

With new threats appearing on a daily basis, it is not feasible for prevention and detection technologies alone 
to stop or identify every attack. This is where threat hunting comes into play. However, threat hunting is another 
term that often carries multiple meanings among various threat detection and response providers.

Considered the proactive or offensive side of threat detection and response services, threat hunting 
complements automated threat detection activities that sift through volumes of raw data to find indicators of 
compromise by actively searching through networks, endpoints and datasets to identify and categorize potential 
threats in advance of an attack. Leveraging forensic analysis combined with human knowledge, experience and 
intuition, threat hunting seeks to identify threats at the earliest possible stage, discovering the faintest signs of 
the presence of known and unknown vulnerabilities, compromises, zero-day exploits and threat actors. 

Harnessing their scale and broad customer base, threat detection and response providers that uncover hidden 
threats via threat hunting activities for a specific customer can quickly survey their entire customer base for 
similar indicators. This provides organizations with the benefits of community knowledge-sharing, which would 
be difficult or impossible to realize on their own.

Although threat detection and response providers conduct threat hunting using a variety of methods, 
approaches and intervals, providers that rely solely on automated or rules-based threat hunting techniques 
miss the benefits that human intuition brings to hunting sophisticated threats in complex environments, often 
delivering threat hunting results that are marginally effective. 
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Bringing It All Together With  
Managed Detection and Response 
While approaches like EDR, NDR and XDR are garnering attention, they fail to fully address some of the most 
significant challenges organizations are facing – in particular a lack of staffing and a lack of expertise. At the 
same time, more tools and technologies alone are not enough. Organizations need a partner that can add 
expertise, scale and value to fill gaps in their security program and posture.

Modern MDR providers deliver detection across a broad range of vectors, leveraging high-fidelity telemetry 
supported by AI/ML, threat intelligence, automation, data analytics and human expertise. They also enable a 
broad range of response actions tailored to each customer, environment and system, providing prescriptive 
analysis and guidance all the way up to fully automated response.

Modern MDR providers enable security teams to understand the impact of multifaceted threats, provide 
visibility across the entire IT estate, and work alongside security and IT teams to help customers cut through 
complexity to achieve desired security outcomes. Offering turnkey platforms with personalized services, MDR 
providers align services with business needs, address compliance mandates, communicate with the business in 
terms of risk, and show the value that security investments and efforts are delivering.

Pondurance delivers world-class modern MDR services to industries 
facing today’s pressing and dynamic cybersecurity challenges, 
including ransomware, complex compliance requirements and 
digital transformation. Our advanced MDR platform paired with our 
experienced team of analysts continuously hunts, investigates, validates 
and contains threats so your team can focus on what matters most. 
Learn more about Pondurance MDR.

https://www.pondurance.com/mdr-infosheet/
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