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The Germans are a people who wear 
lederhosen and dirndl, have no sense of 
humour, enjoy their beer and cars, and 
are hard working. That’s certainly the 
stereotype. But is this really what makes 
up the German identity? We can only 
say this with any certainty if we know 
whether or not a person is in fact the 
type of person they purport to be. 
 Experts refer to this as Customer Iden
tity and Access Management, CIAM for 
short. 

Auth0 engaged IDG to carry out a trend 
study to find out how exactly the people 
responsible for IT and security see the 
management of these diverse customer 
identities within their companies. What 
is relevant to customers today and what 
will be relevant tomorrow? What can be 
deduced in order to put in the place the 
requirements for effective CIAM? Who 
do you urgently need to collaborate 
with in order to tackle these issues?

The study provides you with specific 
information about how your use cases 

for identity management should look in 
order to create the right conditions for 
a successful CIAM strategy. You will also 
find out about the limits of IAM systems 
and, last but not least, about looking at 
collaborations with software developers, 
product management and digital mar
keting. 

Auth0 hopes this study will help 
you gain some wellinformed insights 
that will provide you with the critical 
successful factors for clearly differen
tiating the organisation of employee 
identities from the management of 
 digital customer identities. You should 
also understand how IAM can easily 
 become CIAM. 

I can tell you now that some of the 
 findings will be expected, others 
 surprising. In any case, it is highly 
 recommended to change your own 
 perspective and turn to interdisciplinary 
collaboration. 

I hope you will enjoy reading this paper.

CIAM –  
take a look from  
the customer’s  
perspective  

Eugenio Pace, 
CEO Auth0
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The customer often gets forgotten 

Whereas 33 percent of respondents in other 
specialist fields consider a standardized 
 customer login for several services to be 
part of their CIAM strategy, in the IT field 
this is just 21 percent. Among those in 
 management and directors surveyed, it 
was just 11 percent.

Clearly, it is those criteria which are relevant 
for a traditional IAM strategy which still 
 do minate, e.g. authentication, registration, 
compliance, data protection and risk manage
ment, which 49 percent of those surveyed 
still considered an important criterion.

Requirements specifically relating to custom
er retention, customer journey, consistent 
experiences across all brands, standardized 
access for customers using several services, 

and marketing automation amounted to just 
29 percent of responses.

This lines up closely with our conclusion 
that the majority of the companies surveyed 
are attempting to implement CIAM based 
upon their existing IAM strategy. In many 
companies, the IAM strategy is the respon
sibility of the IT department and is not 
 something that areas such as development 
or marketing get involved with. This is 
 despite the fact that it is the marketing 
 department’s job to implement the customer 
journey. 

So that customerrelated aspects play a more 
significant role in the CIAM strategy, it ap
pears sensible to include other areas of the 
business alongside the IT department.

69 percent* of the companies surveyed state IT infrastructures and 
IT security as criteria for their CIAM strategy. Standardized access 
for customers when using several different services, however, is 
considered by only 22 percent as part of their CIAM strategy.  
Only 19 percent allow for the option of social logins to customer  
accounts. 

Which criteria are considered by your CIAM strategy? 
All data expressed as percentages. Multiple responses are permitted.  
Filter: Companies with a dedicated CIAM strategy.  
Basis: n = 184

IT infrastructure (authentication, registration) 68.5

IT security (compliance, data protection) 68.5

Risk management 48.4

Timeline for CIAM implementation 44.0

Login validation 35.3

Centralized data 34.8

Legally compliant use of customer identities 33.2

Marketing (customer retention/customer journey) 28.8

Consistent experience across all brands 25.5

Standardized access for customers using several services 21.7

Marketing automation (social login for customer account) 18.5

*  In order to meet the requirements of a valid study, a total of 288 qualified 
interviews were conducted with (IT) managers in companies in the DACH 
 region from all corporate divisions (C-level, IT, specialist departments) and 
from all industries. 
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IAM needs in the retail market are growing 
It is mostly companies’ own employees that access company IT systems via 
 identity management tools (61 percent internal, 55 percent external access)  
or partners and suppliers (50 percent). 41 percent of companies stated that 
 customers are already using this type of access too.

Companies that provide customer access via 
IAM all report that it is being used. These 
companies are also seeing more internal em
ployees, partners, suppliers and machines 
accessing systems via IAM/CIAM solutions. 
CIAM users report that 64 percent of access
es are by internal and external access by em
ployees, 57 percent by partners, and 28 per
cent are M2M accesses via IAM solutions.

Accesses by customers were especially com
mon among companies with 500 to 999 em
ployees at 48 percent. For companies with 
fewer than 500 employees this was just 
29 percent, and for companies with 1,000+ 
it was 42 percent.

The annual IT budget also appears to affect 
how often companies saw their customers 
access company IT systems via an identity 
management solution. 38 percent of com
panies with an IT budget of less than ten 
 million euros per year reported customer 
 access, with this figure rising to 46 percent 
where the IT budget was above ten million 
per year.

Here we must differentiate internal access 
to IAM systems from external access by end 
users as these are using entirely different 
platform and devices and access data that 
can frequently change (email).

Who (or what) accesses your company systems using authentication and identity 
management tools?
All data expressed as percentages. Multiple responses are permitted. Basis: n = 288

61.1

50.8

64.8 63.3

41.3

66.7

51.7
54.9

42.9

57.1

48.3
50.3

Internal employees  
(B2E)

Own employees  
from external source

Business partners, service 
providers, suppliers (B2B)

Customers, consumers 
(B2C)

Services  
(M2M)

28.6

47.6

41.741.0

11.1

18.1

26.7

20.1

 Overall result

Results broken down 
based on company size  
(number of employees)

 < 500 employees

 500 to 999 employees

  1,000 or more employees
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Primarily customer  
data are being  
processed using  
IAM tools 
70 percent of companies are using 
IAM solutions to process customer 
data, 63 percent employee data and 
58 percent partner data. Business 
and contract data were mentioned 
by 58 percent and machine and 
 sensor data by 25 percent. As many 
as 83 percent of companies whose 
customer access systems via IAM 
are processing customer data using 
identity management.

Customer data are the most commonly pro
cessed data in IAM systems. This remains the 
case if we include not just those companies 
allowing customer access via IAM.

Among mediumsized companies with 500 to 
999 employees, 75 percent are processing 
customer data in their IAM systems. Among 
large companies with 1,000 or more employ
ees, this share drops to 66 percent, and for 
small companies with fewer than 500 em
ployees it is 68 percent.

The available annual IT budget also has some 
degree of influence on the extent to which 
customer data is processed in IAM systems. 
A smaller IT budget does not automatically 
mean that customer data are less frequently 
processed in IAM systems. Quite the op
posite in fact. Where the annual IT budget 
is below ten million euros, 71 percent are 
processing customer data in IAM. Higher 
budgets see this figure drop slightly to 
69 percent.

We can conclude from this information that 
CIAM has great potential for the vast majority 
of companies as they already have customer 
data in their IAM systems.

Which types of data are processed using IAM services 
in your company?
All data expressed as percentages. Multiple responses are permitted. 

Customer data

Employee data

Partner data

Business data /  
contract data

Machine data /  
sensor data

  Companies using an on-premises  
and/or cloud-based identity and access management (IAM) 
system.  
Basis: n = 278

  Filter: Companies where customers and/or consumers  
(B2C) access company systems via authentication and identity 
management tools.  
Basis: n = 118

57.9

71.2

57.6

61.0

24.5

22.9

69.8

83.1

62.6

67.8
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Which areas of the company are involved in the decision-making processes relating to your CIAM strategy?
All data expressed as percentages. Multiple responses are permitted. Filter: Companies where customers and/or consumers (B2C) access company systems via authentication and 
identity management tools. Basis: n = 118

IT and security dominate the CIAM strategy
84 percent of companies stated their IT department as the decisionmaker 
 regarding their CIAM strategy, 57 stated IT security. Development departments,  
that could e.g. bring new functions for customer authentication into the  
strategy, were stated by just 44 percent however, customer services by  
42 percent and the legal department by 16 percent.

Companies with fewer than 500 employees 
stated with a relatively high regularity that IT 
is their decisionmaker for the CIAM strategy 
at 89 percent. Among companies with 500 to 
999 employees, the proportion stating the 
IT department as key to their CIAM strategy 
drops to 82 percent, and for large companies 
with 1,000 or more it is 84 percent.

IT security, however, was stated by compa
nies with fewer than 500 employees relatively 
infrequently at just 33 percent. In compari
son, for companies with 500 to 999 employ

ees this was 68 percent, and for companies 
with 1,000+ it was 54 percent.

Development departments are more im
portant again in smaller companies than 
in larger ones. The proportion of compa
nies indicating that development played 
a decisive role in CIAM was 61 percent 
for companies with fewer than 500 em
ployees, for companies with 500 to  
999 employees this was 48 percent,  
and for companies with 1,000+ it was  
34 percent.

Breakdown
according to IT budget

Total result < EUR 10 million EUR 10 million or more

IT 83.9 79.7 89.8

(IT) security 56.8 55.1 59.2

Product develop-
ment (research & 
development)

44.1 49.3 36.7

Customer 
services 41.5 50.7 28.6

Sales 37.3 37.7 36.7

Marketing 34.7 40.6 26.5

Legal department 16.1 18.8 12.2

Other areas of 
the company   0.8   1.4   0.0
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If we compare the level of importance as
cribed to IT and IT security for CIAM with the 
criteria that companies state as being consid
ered in their CIAM strategy, then we see that 
they correspond well with each other. Here, 
too, there is less focus on customerrelated 
criteria.

This strong weighting of IT and IT security 
as decisive factors in the CIAM strategy can 
lead to CIAM projects being created based 
on an existing IAM project as the IT depart
ment was heavily involved with the IAM sys
tem. Traditional IAM solutions are then used 
for CIAM projects without being able to offer 
the necessary functions that CIAM needs in 
comparison to IAM. This might include things 
such as support for the wide range of plat
forms and devices that customers might be 

using. Departments that are in direct 
 contact with customers and the develop
ment department have thus far had little 
involvement in CIAM decisionmaking 
 processes. This can lead to new functions 
and customer focus being neglected in 
CIAM strategies. 

It is therefore recommended that, alongside 
continuing to ensure a high degree of rele
vance for IT and IT security, to more actively 
involve the development department and 
customerfacing departments in decision 
making roles for CIAM projects. This will help 
ensure that things desired by customers, 
such as modern authentication methods, are 
better included in the CIAM strategy and can 
be addressed more quickly without having to 
compromise on security.

Breakdown
based on company size (number of employees)

< 500 employees 500 to 999 employees 1,000 or more employees

IT 88.9 82.0 84.0

(IT) security 33.3 68.0 54.0

Product develop-
ment (research & 
development)

61.1 48.0 34.0

Customer 
services 55.6 54.0 24.0

Sales 50.0 42.0 28.0

Marketing 44.4 30.0 36.0

Legal department 22.2 12.0 18.0

Other areas of 
the company   0.0   2.0   0.0

Which areas of the company are involved in the decision-making processes relating to your CIAM strategy?
All data expressed as percentages. Multiple responses are permitted. Filter: Companies where customers and/or consumers (B2C) access company systems via authentication and 
identity management tools. Basis: n = 118
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Exclusive study partner

Auth0, a product unit within Okta, takes a modern approach to identity and enables 
organizations to provide secure access to any application, for any user. The Auth0 
Identity Platform is highly customizable, and is as simple as development teams 
want, and as flexible as they need. Safeguarding billions of login transactions each 
month, Auth0 delivers convenience, privacy, and security so customers can focus 
on innovation. 
For more information, visit https://auth0.com.

Auth0
a product unit within Okta 

https://auth0.com/

Background about our study partner

The differences between IAM and CIAM

CIAM IAM

Scalability CIAM systems must contend with 
heavy data flows and scale up to 
handle millions of customers.

IAM systems must scale enough to 
handle hundreds of employees.

Security The customers accessing the services 
are not known to companies. Your 
data is protected only by the login.

The employees accessing the ser
vices are known to companies. 
 Various options for protecting your 
data using various different ways of 
accessing systems.

Availability CIAM needs a cloud service with high 
redundancy. If customers are unable 
to access the service or online portals 
are down, then the company loses 
revenue.

IAM systems should also be moved 
into the cloud. Employees being 
unable to access services damages 
productivity and job satisfaction.

Flexibility Customer use cases are more varied 
and therefore require more flexibility 
depending on the scenario. This is 
because customers can access ser
vices from any device with individual 
login options, e.g. username and 
password or via their social media 
profile. These may need to be linked 
together in the background so that 
the user has just a single centralized 
login.

Employees will use companyowned 
devices or personal devices with 
company device policies installed. 
They must be allowed to authenti
cate quickly and securely to multiple 
workplace apps.
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