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Introduction  
Security teams continue to struggle to detect and respond to the most 
sophisticated and complex threats daily — and they must do so in a rapid 
and effective way to stop the threats before they become catastrophic.  

Chief information security officers (CISOs) and their security teams are 
doing everything possible to keep up with the threats by enhancing their 
security maturity through better security programs that aid in defending 
and responding to vulnerabilities within their IT environment.  

Unfortunately, security teams have had difficulty keeping pace because 
attackers are always one step ahead. Moreover, because the adversaries 
come from nation-states and criminal networks, the war against threats is 
only intensifying.    

Recent headlines — attacks on SolarWinds and the Colonial Pipeline — are 
motivating organizations to do more. The lack of resources, tools, expertise, 
and support has driven organizations to invest in managed detection and 
response (MDR) as a core technology for their security programs.  

The cybersecurity market has evolved, and we are now in a different world where new tactics are used daily to overcome 
the breadth of security threats entering an organization. Greater visibility and broader capabilities from a variety of 
telemetry sources are more apparent in this new world. Visibility is the key ingredient to a larger MDR service, which has 
greater impact in terms of detecting and mitigating attacks.  

Security teams continue to struggle to detect and respond to increasingly sophisticated 
threats. Visibility is the key ingredient to a larger managed detection and response 
service, which has greater impact in terms of detecting and mitigating attacks. 

KEY STATS 
According to IDC survey respondents, some 
of the top reasons to invest in MSS/MDR 
are as follows: improve performance and 
efficiencies, improve detection and 
response, the need for emerging security 
tools, the need for 24 x 7 support, and 
improve mean time to detect (MTTD) and 
mean time to respond (MTTR).  

WHAT'S IMPORTANT 
The lack of resources, tools, expertise, and 
support has driven organizations to invest 
in managed detection and response as a 
core technology for their security 
programs.  
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Understanding the Current MSS/MDR/XDR Trends 
The managed security services (MSS) market has evolved quickly, driven partly by a lack 
of resources and expertise within organizations and an increasing number of daily 
security challenges. These new challenges are transforming the current MSS market. 

MSS 1.0 marked the beginning of outsourcing security functionalities to a traditional 
managed security services provider, which consisted of assisting organizations with the 
basic management and configuration changes for firewalls, antivirus and intrusion 
detection and prevention, patch management, and log management. At this stage, the 
visibility was nascent, but with time, MSS 2.0 emerged, introducing detection and 24 x 7 
monitoring and alerting. As companies moved to the next digital transformation (DX) 
stage and hybrid IT environments, managed security services providers also ramped up 
their security information and event management (SIEM) software, next-generation 
firewalls, threat intelligence, and more. 

Of course, the use of more SIEM software meant more alerts and more false positives,  
a burden that managed security services providers lightened by taking over SIEM 
configuration, management, and reporting. Complementary and consultative offerings 
such as breach management, architecture assessments, and incident response became 
part of MSS 2.0. 

MSS 3.0 introduced MDR, a subset of MSS, which combines tools, techniques, 
procedures, and methodologies to provide a complete set of cybersecurity life-cycle 
capabilities. A valuable way to view MDR is as an evolving cycle of hardening defenses 
and speeding up response when attacks are successful. MSS 3.0 functions in a context 
rife with tool overload, configuration and utilization challenges, skills shortages, and 
cloud migration. In this context, businesses found it advantageous to become more 
proactive and less reactive by implementing threat hunting, advanced user behavior 
analytics (UBA), and zero trust. 

As more telemetry is needed to expand visibility and efficiency, organizations have also 
looked to invest in services that include extended detection and response (XDR) components. While MDR has become a 
critical component for updating security maturity programs, organizations also believe that XDR plays a key role in upping 
their security controls.  

XDR brings in telemetry such as messaging, network, and cloud. The primary consideration to understand is that from a 
services aspect, there is more telemetry that can be brought in with the "X," but XDR still falls under the same umbrella of 
MDR. More often, MDR capabilities are tied to XDR, but XDR alone does not mean the same without MDR.  

Confusion in the market has led organizations to believe that XDR alone is equal to an MDR offering, but an XDR platform 
does not include an MSS offering; therefore, an organization would not have 24 x 7 x 365 monitoring, alert triaging, and 
response support. The 24 x 7 support would be done in-house with an organization's own team utilizing XDR. 

Confusion in the 
market has led 
organizations to 
believe that XDR 
alone is equal to  
an MDR offering, 
but an XDR platform 
does not include an 
MSS offering; 
therefore, an 
organization would 
not have 24 x 7 x 
365 monitoring,  
alert triaging, and 
response support. 
The 24 x 7 support 
would be done  
in-house with an 
organization's own 
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An MDR solution can contain the features that an XDR architecture would provide as well as add services such as threat 
hunting and incident response through retainer, investigation, and forensics capabilities.    

IDC believes MDR is powerful and effective because it integrates key technologies into a holistic detection and response 
capability. Figure 1 depicts the elements most important to delivering value, impact, and desired outcomes. At a 
minimum, MDR capabilities should include: 

» Use of endpoint protection capabilities embodied in endpoint detection and response 

» Extended detection and response, which expands telemetry collection to network, cloud, email, messaging, and all 
edges and includes automated correlation, machine learning, and threat intelligence 

» Multiple intelligence feeds from endpoints, the dark web, open and commercial sources, and industry-specific 
sources to better understand tactics, techniques, and procedures (TTPs) 

» Automated indicators of compromise (IoCs) as well as human-led threat hunting based on risk analysis and 
integrated threat intelligence feeds 

» Remote incident response (little R) services, including containment and removal of adversaries and remediation of 
breaches for which data is suspected or known to have been exfiltrated, destroyed, or manipulated 

» Comprehensive incident response (big R) that is available at an additional charge for serious breaches that require 
coordinated response, remediation, and forensic capabilities 

FIGURE 1: An Effective MDR Solution 

  

Source: IDC, May 2020 
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Benefits of Utilizing a Service Provider with MDR and XDR Capabilities  
According to IDC's Security ServicesView 2020: Worldwide Survey Findings (#US47419821), some of the top reasons to 
invest in MSS are as follows: improve performance and efficiencies for detection and response, the need for emerging 
security tools and 24 x 7 support, and improve mean time to detect (MTTD) and mean time to respond (MTTR).    

For a managed security services provider implementing XDR, the ability to utilize an internal or partner-provided XDR 
platform as the technology backbone for its MDR service that wraps the previously noted services around the XDR 
platform is compelling. Visibility has become more important to assist in having accurate detection across a wide range of 
threats from multiple telemetry sources. An MDR service needs to be able to integrate extended telemetry into a core 
platform regardless of whether it is an endpoint, a network, a cloud, or anything else.   

Organizations will want to include more nontraditional telemetry over time; thus, the ability to correlate various 
telemetry streams to detect actual actionable alerts without flooding security operations centers (SOCs) with false alerts 
will be imperative. As we look toward the future, we must consider that XDR will provide a platform that enables the 
ability to integrate more security functionality and telemetry to help improve detection and response methods and 
security automation processes. 

Considering GoSecure 
Headquartered in San Diego, California, GoSecure provides cloud-based endpoint, network, web, and email MDR 
security services to more than 2,500 customers. The GoSecure detection and response platform is designed to let 
organizations flexibly consume security services for cloud, hybrid, or on-premises environments.  

Recently, GoSecure experienced many changes, including the acquisition of EdgeWave, the rebranding of CounterTack, 
and the creation of a new comprehensive platform, GoSecure Titan. With the acquisition of EdgeWave, GoSecure brings 
nearly eight years of executive leadership team experience to threat detection and response. 

With its proprietary technology platform formed from previous acquisitions, GoSecure provides visibility across endpoint, 
network, and email and delivers automation analysis and correlation. Through its three SOCs, GoSecure delivers 24 x 7 
monitoring, detection, and response capabilities. The company's ability to provide a breadth of services such as 
penetration testing and other strategic consulting services has enabled GoSecure to differentiate itself in the MDR and 
gateway services market.  

GoSecure also offers some traditional managed security services that can deliver full remediation based on MDR findings. 
Managed Firewall and Vulnerability Management as a Service (which includes patch management) are key MSS offerings.  

GoSecure Titan Managed Detection and Response  

The MDR portfolio contains the necessary components to prevent, protect against, hunt for, detect, and respond to and 
mitigate threats across the IT environment. The portfolio allows organizations to add functionality as the customer 
security posture matures or changes.  

Through the GoSecure Titan platform, the MDR service includes next-generation antivirus, endpoint detection and 
response (EDR), network detection and response (NDR), inbox detection and response (IDR), web security and response, 
threat hunting, threat intelligence, and incident response (see Figure 2).  
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GoSecure includes a proprietary predictive EDR solution within the GoSecure Titan MDR offering. Along with a  
next-generation antivirus (NGAV) solution, the EDR component will leverage threat hunting and utilize behavior-based 
detection and in-memory detection to predict most threats. The in-memory technology looks at processes running in 
memory, detecting suspicious events that run only in memory. 

NDR provides visibility to detect lateral movement of hidden attacks with greater visibility beyond the endpoint. NDR is 
provided in GoSecure Titan MDR, which can quickly correlate endpoint and network activity using its multi-observational 
analysis to detect any malicious threat and respond rapidly. Correlation, analysis, and response are integrated across the 
deep breadth and visibility of the end-to-end platform. 

Another differentiating component of GoSecure Titan MDR is the IDR antiphishing solution. The offering, which was added 
after the acquisition of EdgeWave in 2019, is a key component of GoSecure's MDR platform. Before the acquisition, EdgeWave 
had more than a decade of email security expertise and protected over 3.5 million users worldwide. Adding EdgeWave's Email 
Security Platform to GoSecure's MDR portfolio enabled the company to grow exponentially and to build upon its advanced 
detection and response platform. GoSecure Titan IDR provides automated incident response and resolves threats in minutes. 
When malicious email is detected by GoSecure Titan IDR, a follow-up scan of the mail store can be executed to find the same 
message in additional inboxes and automatically delete or quarantine the message across the organization. 

Insider threat detection and response combines insider threat alerts with endpoint, network, and email threat alerts  
for greater visibility to detect any kind of malicious behavior. This service was initially built to federal government standards 
but has expanded to address commercial use cases. GoSecure insider threat capabilities go beyond traditional data loss 
prevention (DLP) by looking at trigger actions and using behavior-based detection as well as monitoring use cases.  

FIGURE 2: GoSecure Titan Managed Detection and Response 

 
Source: GoSecure, 2021 

 

The MDR portfolio contains the necessary components to prevent, protect against, detect, hunt for, and then respond 
and mitigate threats across the IT environment. The 24 x 7 threat hunting and mitigation capability provides a dedicated 
hunt team with an average of seven years of experience in quickly detecting and mitigating threats. The team of threat 
hunters works diligently to identify, track, and stop advanced threats in less than 15 minutes.  
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Challenges  

There is no doubt that the MSS/MDR market has become very saturated and competitive. With MDR becoming top of 
mind for many organizations, GoSecure will need to emphasize what differentiates its offerings from other similar 
services. In addition, GoSecure will need to address the investments it is making to integrate several of its services into its 
MDR platform and its new portal capabilities.  

Conclusion  
The evolution of the MSS/MDR market has driven organizations to think beyond using 
multiple disparate products that are unable to provide a simplified and holistic view of 
extended telemetry from an endpoint, a network, a cloud, and even an inbox. The next 
generation of MDR needs to include correlation, analysis, and rapid response across an 
integrated, cohesive platform. 

As we look toward the future, the need for an end-to-end platform that provides greater 
visibility and security functionality will only grow stronger. GoSecure is well positioned to 
answer the previously mentioned market challenges because the company is focusing 
on creating a best-in-class detection and response platform that is battle tested for the 
demanding enterprise environment. 
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MESSAGE FROM THE SPONSOR 

About GoSecure 

GoSecure is recognized as a leader and innovator in cybersecurity solutions. The company is the first and only to 
integrate endpoint, network, and email threat detection into a single Managed Detection and Response service. The 
GoSecure Titan platform delivers predictive multi-vector detection, prevention, and response by applying a unique 
combination of behavioral analysis, memory forensics, machine learning, and reputational techniques to counter the 
most advanced threats. GoSecure Titan MDR is designed to detect and respond in less than 15 minutes, delivering 
rapid response and active mitigation services that directly touch the customers' network and endpoints. These 
capabilities provide the most effective response to the increased sophistication of continuously evolving malware and 
malicious insiders that target people, processes, and systems. With a focus on innovation, quality, integrity, and 
respect, GoSecure has become the trusted provider of cybersecurity products and services to organizations of all sizes 
across all industries globally. Visit www.gosecure.net. 
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