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  2021 Recap

77%
increase in  

cyberattacks 

EY Global Information  
Security Survey (GISS)  
reported a whopping

287 DAYS
IBM Cost of Data Breach 

report revealed that

was the average 
number of days  
to identify and  

contain a breach

Introduction

High-profile breaches like SolarWinds, Colonial 
Pipeline, Microsoft Exchange, and Kaseya coupled 
with the exponential increase in ransomware attacks 
around the globe have made cybersecurity a priority 
topic in boardrooms across all industries. Despite years 
of significant investment in cybersecurity education, 
tools, and services, the number of attacks shows 
no signs of slowing. While solutions like endpoint 
detection and response (EDR) hold great promise, they 
have not successfully prevented ransomware attacks 
from increasing in frequency; if anything, every year 
the number of attacks and their impact on businesses 
grows considerably worse. 

Ransomware  
increased by 
between 2019–2021 according to 
Deep Instinct’s 2021 Mid-Year  
Threat Research Report. 

800%
over

https://www.ey.com/en_us/giss
https://www.ey.com/en_us/giss
https://www.ibm.com/security/data-breach
https://www.ibm.com/security/data-breach
https://info.deepinstinct.com/en/tof/cyber-threat-report-2021?_ga=2.123033163.1992161440.1643036575-146944987.1635874947
https://info.deepinstinct.com/en/tof/cyber-threat-report-2021?_ga=2.123033163.1992161440.1643036575-146944987.1635874947
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  2021 Recap

Ponemon Research reported that 

Previously unknown  
malware and zero-day  
attacks account for

80% 
of successful  
breaches

Human error remains a major contributor to 
breaches as phishing grows more difficult to 
detect and misconfigurations and alert fatigue 
plagues overworked SOC teams. Zero-day 
vulnerabilities and the lack of consistent patching 
to avoid further exploitation of the attack 
vectors are adding to the noise. Insider threats, 
whether intentional or accidental, continue to 
grow especially in the face of remote work and 
a difficult-to-control software supply chain. 
Forrester Research predicts that 60% of security 
incidents will come from issues with third parties.

Security leaders recognize the risk and are 
working to bolster their security posture. 
Gartner’s 2021 CIO Survey reported that 66% of 
companies are increasing their security spend 
in 2022 with Endpoint Detection and Response 
(EDR) adoption expected to grow at over 25%*. 
However, even as organizations are investing 
more, they remain susceptible to compromise 
from ransomware, unknown malware variants, 
and zero-day vulnerabilities. 

*Source: https://www.globenewswire.com/news-release/2021/08/18/2282691/0/en/Endpoint-Detection-and-Response-Market-Growth-Trends-COVID-19-Impact-and-Forecasts-2021-2026.html

It’s time to ask yourself:

Is EDR enough to defend  
against the threats we face  
today — and those that will  
come tomorrow?

https://www.darkreading.com/risk/firms-will-struggle-to-secure-extended-attack-surface-in-2022
https://www.gartner.com/en/newsroom/press-releases/2021-10-18-gartner-survey-of-over-2000-cios-reveals-the-need-for-enterprises-to-embrace-business-composability-in-2022
https://www.globenewswire.com/news-release/2021/08/18/2282691/0/en/Endpoint-Detection-and-Response-Market-Growth-Trends-COVID-19-Impact-and-Forecasts-2021-2026.html
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Milestone 1

Milestone 7Milestone 5

Milestone 3

Milestone 2 Milestone 4

Milestone 6

$ $$

$ $ $ $ $ $ $ $ $ $ $ $ $

$ $ $

$ $ $ $ $ $

$ $ $ $

A typical cybersecurity investment timeline and the vendor promises made at each milestone. 

Stop Responding. Start Preventing.

A prevention-first approach to stopping threats must be considered to complement existing 
EDR solutions to mitigate risk. Preventing malware pre-execution and lowering false positives 
will improve operations, lower costs, and stop known, unknown, and zero-day threats, including 
ransomware, before they get the chance to infect your environment.

In this eBook, Deep Instinct outlines why EDR is not enough,  
and how pre-execution prevention can stop >99% of threats  
and significantly lower false positive alerts to <0.1%. 

Fine tune it 
for visibility

You need  
the advanced  

protection of EPP

Signatures are 
antiquated

Get EDR to detect  
and respond

Outsource these 
false positives to 

our MDR

Get next-gen  
EDR/XDR with ML

Gets you more false 
positives that you 
shouldn’t ignore

Disrupting a Well-Established Narrative
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The Rise of EDR:  
Why the Pendulum 
Swung to 
Detection 

In response to high-profile 
breaches like the ones 
experienced by Target and 
Sony Pictures, and the 
high-dollar costs incurred 
by companies impacted 
by NotPetya, we have seen 
a rise in the adoption of 
detection and response 
solutions (EDR, MDR, NDR) 
over the past decade. 

THE UNAVOIDABLE TRUTH IS THAT  
EDR IS TOO LATE TO PROTECT YOUR 
ORGANIZATION AGAINST THREATS.

Security leaders have built their security stacks 
under the premise that prevention is not possible. 
It was believed that detection and response is the 
best remedy to guard against the catastrophic 
loss of data and customer trust. The “assume 
breach” mentality has been accepted as the best 
path forward and the idea that it’s not a matter 
of if you are compromised but when has become 
conventional wisdom. 

SecOps teams have been primed to remain vigilant 
in pursuit of indicators of compromise (IoCs) and 
to seek out and stop attackers trying to move 
laterally to establish command and control from 
within the network. Machine learning (ML) was 
adopted by EDR vendors to automate the job 

of behavioral analysis to uncover anomalies and 
expose attackers before damage is done. 

Yet, as bad actors have evolved and become more 
sophisticated, successful breaches have continued. 
It’s time we question the “assume breach” 
approach as a panacea. 

EDR’s primary function is to monitor endpoints 
to detect malicious behavior post-compromise. 
It is an excellent solution for investigation with 
forensic evidence, threat hunting, and correlating 
events for effective response and remediation. 
EDR shines when building the story line around an 
attacker’s intent, but what it doesn’t do is prevent 
the attack in the first place. 
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The ‘Assume Breach’  
EDR mentality is flawed

Relying on training humans to be vigilant enough 
to not click on suspect links or upload tainted files 
has proven to be an unreliable strategy to prevent 
threats – both insider and external. And automated 
tools based solely on rules and signatures are 
ineffective against new malware and variants. The 
“assume breach” mentality was born from this 
flawed logic.  

The idea of always being on the defensive and 
assuming you are under attack has not slowed down 
attacks — in fact, the threat landscape has only 
grown worse with major breaches showing no signs 
of slowing. Today’s bad actors are stealthier and 
continue to invent new ways to evade detection. 
“Assume breach” means that the attacker is on the 
inside and detection alone does not ensure you 
haven’t been compromised in some way. 

1.
REASON

The prevention-first 
difference:

Stopping attacks before 
you are compromised will 
reduce the overall number of 
successful attacks, mitigating 
risk and improving your 
overall security posture. 

A deep learning-based prevention 
approach prevents >99% of the known and 
unknown attacks faced each day with no 
uptick in false-positives filtered to the SOC.
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According to IBM’s 2021 Cost of a Data 
Breach report*, it took an average of: 

212 DAYS

75 DAYS

287 DAYS

EDR does not prevent attacks. Its fundamental 
focus is on detecting unusual behaviors after 
the threat has executed on the endpoint. It then 
becomes a race against the clock to stop it before 
the attackers exfiltrate data, encrypt, or breach 
your network. The typical EDR takes minutes, 
hours, or even days to detect unusual behavior 
that is indicative of an attack — and even longer to 
respond. Detection is often too late and there is a 
danger that lingering artifacts are left behind for 
bad actors to activate later. 

“Only a few files were encrypted before we stopped 
them,” is a common refrain from SOC teams 
using EDR. But the question that should be asked 

EDR is a reactive approach2.
REASON

Prevention is proactive, 
stopping threats before your 

network is compromised. 

The prevention-first 
difference:

Prevention is proactive, stopping 
threats before your network is 
compromised. Prevent breaches 
and reduce alerts that require 
manual investigation by 90%.

is, “What else did the bad actors do before they 
started encrypting?”  

It’s only after attackers learn they have been 
noticed that they start the encryption process. Can 
you be sure that you detected the attack before 
they left droppers and/or exfiltrated your data? The 
answer, in nearly every instance, is a resounding 
“NO.” 

*Cost of a Data Breach Report 2021: https://www.ibm.com/downloads/cas/OJDVQGRY

https://www.ibm.com/downloads/cas/OJDVQGRY
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250,000
New, never-before-seen 
malware is growing at an 
alarming rate with nearly

new malware  
variants per day.*

The low barrier to entry and high probability of 
financial gain makes ransomware and Ransomware-
as-a-Service (RaaS) a serious and ongoing threat to 
nearly every industry.  

*https://www.techrepublic.com/article/the-number-of-false-positive-security-alerts-is-staggering-heres-what-you-can-do-to-reduce-yours/.

EDR is not winning the 
war against ransomware 3.

REASON

The prevention-first 
difference:

Preventing ransomware before 
it can execute means that the 
attacker does not have the 
chance to install droppers, 
exfiltrate files, or encrypt your 
network. This means, and your 
enterprise will not be affected 
by ransomware like REvil, 
HIVE, LockBit, RYUK, RAGNAR 
Locker, or their variants.

The combination of previously known and never-
before-seen malware variants includes new 
ransomware and zero-day attacks — and the 
volume of these threats far exceeds human capacity 
to stop them before they have encrypted your data. 

Suspected ransomware payments totaled $590 
million in the first six months of 2021, nearly 
three times the total for the entirety of 2020. The 
U.S. Treasury reported that in 2021 the average 
ransomware payout was $102.3M per month* — 

and these are just payouts that we know about. 
Many payouts are not reported to avoid negative 
headlines, stock price impact, and the perceived 
loss of customer trust. 

If EDR was enough, we would see 
successful ransomware attacks 

decreasing, not increasing.

https://www.techrepublic.com/article/the-number-of-false-positive-security-alerts-is-staggering-heres-what-you-can-do-to-reduce-yours
https://www.deepinstinct.com/blog/deconstructing-the-revil-ransomware-attack-on-kaseya-vsa
https://www.deepinstinct.com/blog/healthcare-vs-hive-ransomware-how-to-protect-yourself
https://www.deepinstinct.com/blog/lockbit-2-0-ransomware-becomes-lockfile-ransomware-with-a-never-before-seen-encryption-method
https://www.deepinstinct.com/blog/ryuk-ransomware-the-deviance-is-in-the-variance
https://www.deepinstinct.com/blog/ragnar-locker-ransomware-unlocked-by-deep-instinct
https://www.deepinstinct.com/blog/ragnar-locker-ransomware-unlocked-by-deep-instinct
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A recent ESG survey found that

9 out of 10 
respondents claim false positives  

are an issue for their organization.* 

EDR produces a high volume 
of alerts and false positives 
that bog down the SOC 

4.REASON

Well documented talent shortages across many 
disciplines within cybersecurity has led to intense 
competition for qualified staff. Security teams must 
operate more efficiently but are plagued with a 
high volume of low-fidelity alerts and an increase in 
false positive alerts, challenging teams to separate 
the signal from the noise.  

In a large organization, an EDR can generate tens 
of thousands of alerts each day, with the largest of 
enterprises handling millions. COVID-19 has further 
exacerbated the problem, with 47% of companies 
seeing more alerts since the start of the pandemic, 
according to Palo Alto Networks.  

*https://www.techrepublic.com/article/the-number-of-false-positive-security-alerts-is-staggering-heres-what-you-can-do-to-reduce-yours/.
**Reaching the Tipping Point of Web Application and API Security “ ESG Researh Insights report –July 2021. // also commissioned by Fastly.

A recent ESG survey found that 9 out of 10 
respondents claim false positives are an issue for 
their organization.* According to a Fastly/ESG 
survey**, false positives caused 46% of application 
downtime and 75% of businesses spend an equal 
amount or more time on false positives as they do 
on actual attacks. 

Chasing false alarms precludes SOC teams from 
performing security hygiene tasks like patching and 
hardening systems. Reducing the number of alerts 
and false positives will increase the effectiveness of 
your security team and enable your EDR to be part 
of the solution instead of the part of the problem. 

The prevention-first 
difference:

Prevention backed by a purpose-
built deep learning framework will 
ensure alerts are high fidelity and 
reduce false positives to <0.1%, 
significantly lowering the burden on 
the SOC and providing more time 
to stop real threats. This can equate 
to >99% reduction in the number 
of false positive alerts a SOC team 
must processes.

https://www.techrepublic.com/article/the-number-of-false-positive-security-alerts-is-staggering-heres-what-you-can-do-to-reduce-yours
https://info.deepinstinct.com/en/mof/deep-instinct-tei-study
https://info.deepinstinct.com/en/mof/deep-instinct-tei-study
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Machine 
learning

Deep 
Learning

Artificial 
intelligence

Deep Learning
Subset of ML which make the computation of  
multi-layer neural network feasible

Artificial Intelligence
A technique which enables machines to mimic  
human behavior

Machine Learning
Subset of AI technique which use statistical methods  
to enable machines to improve with experience

ML has been adopted by most security solutions 
today, notwithstanding EDR. While ML provides 
automated ways to analyze behaviors in real-time, 
it has significant challenges when trying to detect 
attacks before attackers can do damage. 

ML is still dependent on humans to continuously 
train and tune the models. When a new threat is 
detected, new models must be created and added to 
the threat intelligence feed. As humans are prone to 
bias and error, we know that their models are, too. 

Machine Learning (ML) 
weaknesses lower EDR efficacy 
– and ML can be exploited 

5.REASON

Evolution of Deep Learning
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EDR is also dependent on the cloud to check ML 
detection models and threat intelligence feeds to 
make decisions about the type of activity taking 
place, providing attackers with ample time to execute 
their attack or leave artifacts behind. A reliance on 
connectivity to the internet means that your EDR will 
not detect threats if systems are down. 

Deep learning, by contrast, uses autonomous 
processes modeled on the structure of the human 
brain to input large amounts of raw data to predict 
and classify information. This leads to faster, 
more accurate decision making (pre-execution) 
without constant human-dependent tuning. A deep 
learning-based prevention-first approach is not 
cloud dependent and does not require internet 
connectivity to make decisions in <20ms.

The prevention-first difference:

The most advanced form of AI is deep learning. Basic ML relies on 
humans to train and tune supervised datasets to create models for 
decision making — a very manual process of feature engineering.  

Attackers are getting 
better at evading  

common ML techniques. 
New attack methods such 

as Adversarial AI can 
now defeat ML defenses 

by either poisoning the 
data or fooling the model 
to bypass its protection 

and evade detection. 
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of those surveyed in  
Deep Instinct’s 2021 Voice 
of SecOps report could  

claim 100% of their  
endpoints were protected.

1%
Only

Visibility across endpoints is another critical issue to 
consider when evaluating the effectiveness of your 
EDR. To be completely effective, EDR must protect 
100% of the endpoints connected to the network 
and use that visibility to ensure hygiene. However, 
only 1% of those surveyed in Deep Instinct’s 2021 
Voice of SecOps Report could claim 100% of 
their endpoints were protected, and only 35% of 
respondents could claim all their endpoints have the 
same level of visibility to ensure consistent patching. 
 
The report also revealed that only 63% of endpoints 
were installed with at least one security agent, 
highlighting the difficultly of deploying EDR across  
the entire hybrid environment. This presents an 
exposure gap that adversaries can use to their 
advantage to breach your network.  

To bring this point into sharp relief, let’s examine  
the SolarWinds supply chain vulnerability. In 
the consequent attack, dubbed SUNBURST, the 
malware deployed was designed to detect the 
presence of specific EDR solutions and would only 
deploy its payload once it found an unprotected 
endpoint thereby evading EDR security controls. 

EDR is only as good as its 
visibility across every endpoint 6.

REASON

Your security is only as good as its 
weakest link — or, more pointedly, 
its unprotected endpoint.  

The prevention-first difference:

For true prevention, 100% endpoint visibility across the entire 
hybrid environment is required. In addition, you must consider the 
other ways an attacker may try to infiltrate your organization. Files 
uploaded to the cloud or into your local storage are a potential threat 
vector that is often overlooked. Applying a prevention-first approach 
by scanning files upon upload or download can ensure the integrity of 
your storage to protect your organization as well as your customers.  

https://info.deepinstinct.com/tof/voice-of-secops-2021
https://info.deepinstinct.com/tof/voice-of-secops-2021
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Deep learning 
enables pre-execution prevention and stops threats 

with the greatest accuracy, speed, and scale.

The prevention-first 
difference:

True prevention stops threats at the 
pre-execution stage, intercepting 
the file write and reaching a verdict 
before the OS releases the file for 
use. This means the attacker does 
not get inside your environment. 
The difference between “Prevention 
Pre-Execution” and EDRs “Blocking 
Post-Execution” is significant.  

Deep learning is the enabler of 
pre-execution prevention through 
static and behavioral analysis to stop 
threats with the greatest accuracy, 
speed, and scale.

A blocked ransomware attack may 
still encrypt systems, but a prevented 
ransomware attack cannot. 
 
When you block a threat, you are obstructing it, 
but it may have already executed, leaving artifacts 
behind. When you prevent malware and fileless 
attacks from the onset, the threat has been 
stopped before it can enter the environment. 

EDR detection typically follows 
these steps:  

1. Wait until the file is read. 

2. Do a cloud lookup on the 
signature. 

3. Start observing the behavior. 

4. “Block” the execution when 
your EDR detects malicious 
behavior. 

5. After “blocking” the attack, 
your team must then clean up 
and remediate. 

EDR blocks post-execution,  
it doesn’t prevent pre-execution 7.

REASON
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XDR only makes EDR less effective8.
REASON

With all the hype and promise around XDR, it would 
appear that XDR would make your EDR more 
effective. In reality, XDR and its focus on detection 
and response leaves the technology stuck in the past.  
XDR does not address the basic issue of detection 
being “too late.” XDR is still headed in the wrong 
direction when it comes to the threat landscape and 
reducing our attack surface. Without a fundamental 
fix that reduces alerts, false positives, and prevents 
unknown attacks from infecting the network 
from the outset, the idea of sifting through more 

telemetry will only provide attackers more time to 
execute their attacks.  

We believe security solutions need to be more 
tightly integrated to gain greater efficiency and 
there is promise in XDR to centralize telemetry from 
security tools across the network and in key areas, 
like endpoints, cloud, and identity. The concern is 
that increasing data alone makes it harder to find the 
needle in the haystack, ultimately increasing the cost 
of operations, delaying decisions.  

The prevention-first difference:

The only way to reverse the current trend and stop attackers 
from breaching an environment is to prevent attacks in the first 
place. Preventing more attacks earlier means that your EDR — and 
ultimately XDR — can more effectively do its job of investigation 
and remediation without the fear that your network is under attack.

XDR is still headed in the wrong direction  
when it comes to the threat landscape  

and reducing our attack surface.
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Deep Instinct's  
deep learning-based approach 
is what enables organizations 

to achieve the following:

Conclusion

EDR is simply not enough to prevent 
the complex threats of today, let alone 
the attacks of tomorrow.  

 As EDR solutions have gained traction 
over the last decade, cyberattacks have 
significantly increased in frequency and 
severity. The evidence that EDR is not 
enough could not be clearer.  
 We must shift to a prevention-first 
mindset if we expect to protect 
organizations, our customers, and our 
shareholders.  

The Future of Cybersecurity —  
Deep Learning-based Prevention 

The future of prevention goes far beyond 
the rules and signature-based approaches 
of the past to prevent unknown threats, 
zero-days, and ransomware. A deep 
learning-based approach is what will 
enable organizations to prevent >99% of 
threats in <20ms with <0.1% false positives. 
With unmatched speed, threat prevention, 
accuracy, efficacy, and a dramatic 
reduction in false positives and alerts, 
deep learning-based prevention enables 
decisions to be made faster, improving 
SOC team productivity and agility while 
lowering risk. 

STOP 

>99%
OF KNOWN, UNKNOWN, 

ZERO-DAY THREATS

PREVENT THREATS IN

<20MS
GUARANTEE 

<0.1%
 REDUCE FALSE 

POSITIVE RATE TO
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Optimize Your EDR Investment. 
Protect your Organization with  
True Prevention.  

A multi-layered approach for an effective 
cyber defense has been missing a key 
ingredient — a true prevention layer that 
will stop threats like ransomware before 
they execute and infect your enterprise. 

By combining the most advanced level 
of malware prevention with existing EDR 
investments, you can reduce the Total 
Cost of Ownership (TCO) of your EDR 
while significantly improving your overall  
security operations.

Checklist for  
Modern Endpoint 
Security Prevention

Does your current solution 
meet these key criteria? 

  Prevent >99% of unknown 
threats pre-execution 

  Prevent ransomware before 
encryption 

  Prevent zero-days without 
previous knowledge of the 
vulnerability 

  Map to MITRE 

  Provide a multi-layered 
prevention approach with both 
static and dynamic analysis 

  Prevent fileless attacks before 
they execute 

  Interrupt multi-stage attacks 
with layers of prevention 

  Augment existing solutions 
like SIEM and EDR to improve 
efficacy 

  Improve investigation by 
providing prevented events to 
be correlated with other alerts 

  Reduce false positives to <0.1% 
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The Deep Instinct 
Prevention Platform 

gives SOC teams 
back 25% of their day 

previously spent chasing 
down the never-ending 

stream of false positives. 

MORE WORK TIME

25%

Reimagine Prevention with Deep Instinct
Deep Instinct challenges the status quo when it comes to detection and 
response and improves outcomes by doing the following: 

  Reducing the cost of owning multiple technologies with a 
‘prevention-first’ approach. 

  Eliminating the vast majority of noise to reduce the downstream 
impact on the SOC.  

  Improving the life of the SOC, with fewer alerts and more time to 
focus on what matters, like security hygiene and threat hunting.  

  Lowering the administrative overhead associated with managing 
endpoint protection. 

  Giving SOC teams back teams 25% of their day previously spent 
chasing down the never-ending stream of false positives. 
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Deep Instinct takes a prevention-first approach to stopping ransomware and other malware using the world’s first and only purpose built, deep learning 
cybersecurity framework. We predict and prevent known, unknown, and zero-day threats in <20 milliseconds, 750X faster than the fastest ransomware 
can encrypt. Deep Instinct has >99% zero-day accuracy and promises a <0.1% false positive rate. The Deep Instinct Prevention Platform is an essential 
addition to every security stack—providing complete, multi-layered protection against threats across hybrid environments.

www.deepinstinct.com info@deepinstinct.com

© Deep Instinct Ltd. This document contains proprietary information. Unauthorized use, duplication, disclosure or modification of this document in whole or in part without written consent of Deep Instinct Ltd. is strictly prohibited.

Prevention Matters. 

Compare your options and evaluate the differences. 
EDR is not enough to protect your organization.

For Further Reading:

Threat Research Report  

Voice of SecOps Report  

Forrester TEI Report  

Forbes: EDR Is Not Enough — Here’s What To Do About It 

Evading EDR Detection with Reentrancy Abuse 

Why 20 Milliseconds Matters in Cybersecurity 

How Companies are Successfully Bringing Down the Cost of a Data Breach

https://info.deepinstinct.com/en/tof/cyber-threat-report-2021?_ga=2.67345169.1858032148.1643311803-146944987.1635874947
https://info.deepinstinct.com/tof/voice-of-secops-2021?_ga=2.67345169.1858032148.1643311803-146944987.1635874947
https://info.deepinstinct.com/en/mof/deep-instinct-tei-study?_ga=2.101692161.1858032148.1643311803-146944987.1635874947
https://www.forbes.com/sites/deep-instinct/2021/10/13/edr-is-not-enough--heres-what-to-do-about-it/?sh=21ec23c21ce4
https://www.deepinstinct.com/blog/evading-antivirus-detection-with-inline-hooks 
https://www.deepinstinct.com/blog/why-20-milliseconds-matters-in-cybersecurity
https://www.deepinstinct.com/blog/how-companies-are-successfully-bringing-down-the-cost-of-a-data-breach

	DI_8-Reasons-Why-EDR-is-Not-Enough_Ebook-FINAL
	page3



