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Executive Summary
Artificial Intelligence (AI) is expected to dramatically improve the quality, safety and efficiency 
of health care. However, uncertainty about adequately identifying and mitigating AI related risks 
may temper the adoption of AI technologies. This toolkit provides an overview of the issues 
related to the implementation and uses of AI solutions in health care and provides strategic and 
operational guidance for designing responsible AI projects and AI governance programs. 

About the Toolkit for Implementers of Artificial Intelligence in Health Care

The goals of the Toolkit for Implementers of Artificial Intelligence in Health Care are to assist 
health care organizations across Canada in understanding what is required to embark on an AI 
implementation journey, to provide specific tools to begin this journey and to ensure that organi-
zations are prepared to adopt AI in a safe way that minimizes risk for all stakeholders.

This toolkit explains key concepts and issues related to the use of AI in health care, along with 
operational suggestions to help facilitate AI experimentation and deployment. This toolkit also 
provides practical guidance for AI governance to help maximize the benefits of AI while minimizing 
its foreseeable risks. In developing this toolkit, Canada Health Infoway (Infoway) has worked closely 
with INQ Law — a leading law firm and data consultancy with deep expertise in AI risk manage-
ment — to propose key elements of an AI governance framework aimed at helping health care 
delivery organizations adopt AI technologies in their practices.

The toolkit is divided into six modules that provide:

• 

 

 

 

Checklists to help organizations more effectively plan their AI governance activities

• Best practices, tips and recommendations related to responsible innovation

• Case studies demonstrating real-world Canadian examples of successfully implemented 
AI solutions

• Comprehensive footnotes and bibliographic links for further readings about AI and health care

Module 1 introduces AI, examining its fundamentals and exploring current discussions about AI 
generally, and in the health sector specifically. It highlights the unique benefits of AI and identifies 
some of the areas in health care in which it is currently having the greatest impact.

Module 2 provides an overview of key risks that need to be considered when deploying AI 
systems in the health care context, such as algorithmic bias, challenges with interpretability and 
privacy and security.
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Module 3 provides an overview of the regulatory landscape in Canada related to data use and 
AI. Specifically, it examines how privacy laws are adapting to the AI context and the impact 
of these proposed changes on the health sector. This module also examines recent guidance 
provided by Health Canada on regulating software as a medical device, and emerging issues of 
liability associated with AI in clinical decision-making.

Module 4 sets out a general roadmap for identifying strategic opportunities for investment 
in AI projects in the health sector. This module describes strategic questions that need to be 
addressed when contemplating the implementation of an AI project. It includes an assessment 
grid to help organizations define their AI ambitions and a roadmap of key elements for strategic 
planning and experimentation with AI.

Module 5 presents practical considerations for leading AI change management strategies. It 
covers the unique aspects of AI change management in health care, including governance and 
leadership, stakeholder engagement, training and communications. It also provides five practical 
guidelines to help navigate change management within your organization.

Module 6 offers a comprehensive look at some of the main components of an AI governance 
framework. This module introduces AI governance by focusing on the people, policies and pro-
cedures that govern the responsible and safe use of AI. It provides specific policy guidelines on: 
explainability and transparency, automated decision systems and vendor assessments. It also 
provides guidance and best practices on conducting AI risk assessments.

Target Audience for this Toolkit

The target audience for this toolkit is organizations that are beginning their health care AI journey. It 
addresses issues that all health care delivery organizations — from hospitals to primary care facili-
ties to long-term care homes — will need to consider as they initiate their AI programs and projects. 
Health care organizations that are more experienced with implementing AI solutions or developing 
them in-house may also find specific modules useful, for example Module 3 and Module 6.

Specific modules may be particularly pertinent to different roles and teams within your organiza-
tion. Table 1 will direct you to the information that will be most relevant to you.

While they are not the primary audiences for this document, Infoway believes that the broader health 
care innovation and health care start-up sectors will also benefit from this toolkit. It can serve as a 
useful primer to understand how public health organizations are thinking about their AI ambitions.

Since AI in health care is still in its infancy and will continue to rapidly evolve, this toolkit will 
be a living document, regularly updated to reflect changes in AI technology. Infoway invites 
you to provide feedback about the toolkit, your experiences with AI implementation and any 
other thoughts that could further our objective to provide guidance for the responsible use and 
deployment of AI solutions in health care organizations.
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Table 1: Primary Audiences for Modules

Introduction 
to AI in 
Health

Key Risks of 
AI in Health

Emerging AI 
Regulation

Strategic 
Opportunities 
& Investments

Change 
Management

AI 
Governance

AI project 
leads X X X X X X

CxO X X X X X X

Legal, 
privacy, 
security & 
compliance

X X X X

Project 
sponsors 
and 
committee 
members

X X X X X

IM/IT 
specialists X X

Data 
science & 
engineering

X X

Ethicists X X X

Clinicians 
and other 
SMEs

X X X X

  

 
 
 

 

 

How can Canada Health 
Infoway help?

 

Infoway will continue to partner with hospitals, health care providers and research institutes in 
their efforts to integrate AI into clinical decision-making and hospital operations. Infoway will 
support AI implementers in the following areas: 

 • AI knowledge assets and specialized toolkits

• Facilitate access and connections to other AI stakeholders

• Sharing of Canadian success stories as well as lessons learned

• A forum for the development and collection of best practices 
across the implementer community

 

 

  
 

www.infoway-inforoute.ca

https://www.facebook.com/CanadaHealthInfoway
https://twitter.com/infoway
https://www.linkedin.com/company/canada-health-infoway/
https://www.youtube.com/user/InfowayInforoute
https://www.infoway-inforoute.ca/en/
https://www.infoway-inforoute.ca/en/digital-health-initiatives/innovative-technologies/artificial-intelligence/toolkit-for-ai-implementers


Canada Health Infoway Module 1: An Introduction to AI in Health Care 6

Module 1 

An Introduction to AI in 
Health Care
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Module 1: 
An Introduction to AI in Health Care

 

Overview

This module introduces AI technologies in the health care context and answers such questions as: 

• 

 

 

What is AI?

• Why are we talking about it now?

• What makes AI unique and how is it impacting health care?

 

 

 

Target Audience

This module is intended for a broad range of roles within health care delivery organizations, 
including: senior leadership, AI project leads and clinical champions, legal, privacy and security 
professionals, IM/IT specialists, ethicists, data scientist and engineers and others that are ex-
ploring or experimenting with the implementation of AI systems to improve health outcomes and 
administrative operations.

Secondary audiences include other digital health stakeholders including policymakers, funding 
agencies, the start-up and innovation community, and others.

No prior background knowledge relating to AI is required to understand this module.

Tools and Additional Material

 • Reference list for resources on AI in health care  

Learning Objectives

The learning objective of this module is to improve basic understanding of AI in the health 
sector and to offer tangible examples of how AI is being used in health care settings across 
Canada. At the end of this module, the reader will be able to generally identify an AI system 
and will have concrete examples of the benefits of, and opportunities for, AI adoption in various 
health care settings.
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What is AI?
For the purposes of this Toolkit, we endorse the definition of AI proposed by the AI for Health Taskforce: 
“any current or future machine learning approach to predictive analytics, decision-support systems 
and/or automated decision-making.” 

[Source: AI for Health Taskforce, Building a Learning Health System for Canadians Report of the Artificial Intelligence for Health Task 
Force (July 2020)]

Examples of AI applications include: 
 
NATURAL LANGUAGE PROCESSING (NLP) 
refers to a computer system’s ability to understand and respond to text or voice data. NLP 
systems can analyse text and identify concepts, relations, and generate content, research, 
or recommendations. For example, chatbots are interactive systems that can ingest large 
amounts of text and respond to questions posed by humans in a conversational style. Health 
care chatbots are being used to solve a number of different problems in health care, including 
triaging symptoms to help a patient determine whether to go to the emergency room. 

 
 
COMPUTER VISION 
refers to the capability of a computer to acquire, process, and interpret visual data. This 
means labelling images to a high-level of accuracy and confidence. Computer vision is being 
used to analyze medical images to diagnose, treat and monitor diseases. 

 
 
ROBOTICS  
optimized by AI. For example, autonomous delivery robots are being used for intra-hospital 
deliveries of medicine, meals, linens, and equipment. Surgical robots are also increasingly in 
use with varying degrees of autonomy.

More examples of AI in health care are provided in this module. 
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Introduction
AI is a computer technology that has been in development for decades and is now making its 
way into everyday applications. While AI often invokes images of sophisticated, independent ro-
bots, its current applications are quite practical. Whether used for routine and repetitive adminis-
trative tasks such as triaging resources, or for more complex purposes such as detecting poten-
tial medical conditions in a patient’s electronic medical record (EMR), AI is changing the way we 
work in the health sector. 

Emerging Technologies in Health Care: Why AI? Why now?

The COVID-19 pandemic has brought the use of AI in health care into focus. Social distancing 
and cascading lockdowns to curb the spread of COVID-19 have prompted many health care pro-
viders to deliver care and services through virtual means, and the collection of electronic health 
data has increased substantially as a result. Pre-pandemic, the increasing adoption of EMRs and 
the growing use of new technologies in health care, such as smartphones and wearable devices, 
have enabled more robust health-focused datasets. Large, high-quality datasets are essential for 
responsible AI, fuelling its development and use in the health sector today. 

The lack of understanding of AI’s benefits is a common reason for taking a “wait-and-see” ap-
proach to AI training, governance, experimentation and operationalization.1 However, AI tech-
nologies can be particularly valuable in Canada’s publicly funded, single payer health system. A 
2014 Canadian study estimates the inefficiency gap in Canadian health care to be between 18 
per cent and 35 per cent. Inefficiency in health systems across Canada results in ongoing prob-
lems of accessibility, redundancies in testing, delayed or inappropriate diagnoses and lack of 
preventative care, among other systemic issues.2 AI technologies can be part of the solution. 

What are the Benefits of AI for Community-Based Health Care Settings?

AI can contribute to achieving the Quadruple Aim of health care (i) to provide better care for 
individuals, (ii) better health for populations, (iii) at a lower per capita cost, and (iv) improve the 
work life of health care providers, including clinicians and staff.3 The development and operation-
alization of AI – not just in research institutions, but in community hospitals and other health care 
settings – is freeing health care professionals from repetitive tasks, augmenting clinical deci-
sion-making and allowing more time for patient care while also improving hospital administration 
and the efficiency of health systems.4 

1 

 

 
 

Bughin, Jacques. 2018, Wait-and-See Could Be a Costly AI Strategy. <online: https://sloanreview.mit.edu/article/wait-and-see-could-be-a-
costly-ai-strategy/>
2 Canada’s Big Data Consortium. 2018, A Vision for Predictive Health(v8). <online:https://www.ryerson.ca/content/dam/provost/Accessi-
blePDFs/A_Vision_for_Predictive_Health_Print_final.pdf>
3 Institute for Healthcare Improvement. 2021, Triple Aim for Populations: IHI, <online: http://www.ihi.org/Topics/TripleAim/Pages/default.aspx.>
4 Spatharou, Angela, et al. 2021, Transforming Healthcare with Ai: The Impact on the Workforce and Organizations. <online:https://www.mck-
insey.com/industries/healthcare-systems-and-services/our-insights/transforming-healthcare-with-ai.>

https://sloanreview.mit.edu/article/wait-and-see-could-be-a-costly-ai-strategy/
https://sloanreview.mit.edu/article/wait-and-see-could-be-a-costly-ai-strategy/
https://www.ryerson.ca/content/dam/provost/AccessiblePDFs/A_Vision_for_Predictive_Health_Print_final.pdf
https://www.ryerson.ca/content/dam/provost/AccessiblePDFs/A_Vision_for_Predictive_Health_Print_final.pdf
http://www.ihi.org/Topics/TripleAim/Pages/default.aspx
https://www.mckinsey.com/industries/healthcare-systems-and-services/our-insights/transforming-healthcare-with-ai
https://www.mckinsey.com/industries/healthcare-systems-and-services/our-insights/transforming-healthcare-with-ai
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AI can benefit the delivery of care and the health system as a whole by:

• Increasing the effectiveness, efficiency and safety of care delivery

• Supporting clinical decision-making and health care delivery management

• Informing health system assessments and policies to support health systems planning

• Contributing to the research and development of new diagnostic tools and treatments5

Why now?

Canada has strong AI technical talent. Canada has played, and continues to play, a prominent 
role in AI research and development. Our researchers have been at the forefront of some of the 
latest breakthroughs in AI research, with major AI research advancements coming out of Toronto, 
Montréal and Edmonton.6 Our AI research in the health sector is particularly strong.7 This means 
there is a rich and accessible community of AI technical expertise that can be leveraged to in-
form or enhance local AI projects. Over the past few years, Canada has invested in attracting this 
talent to support R&D and commercialization efforts.

The conditions for AI development and operationalization in Canada’s health sector are ripe for 
fruitful experimentation. Specifically, but not exclusively:

• Canada’s deep roots in AI research and our rich AI health start-up community have translat-
ed into specialized local talent at the intersection of AI and health

• 20 years of EMR adoption, together with consolidated health datasets in certain provinces,
are contributing to good quality and comprehensive health data

• Robust datasets means that AI algorithms can produce more relevant, accurate and
reliable outputs

• Canada is a leader in determining the ethical and responsible use of AI, driving significant
policy discussion to support clearer guidelines on responsible AI in health

• The low cost, sophistication and accessibility of computers, together with cheaper data stor-
age, is facilitating AI training and development

 

5 Canadian Institute for Advanced Research. 2020, Building a Learning Health System for Canadians: Report of the Artificial Intelligence for 
Health Task Force. <online:https://cifar.ca/wp-content/uploads/2020/11/AI4Health-report-ENG-10-F.pdf.>
6 CIFAR. 2020, Pan-Canadian AI Strategy. <online:https://cifar.ca/ai/>
7 Vector Institute for Artificial Intelligence. 2021, Ai in Health Care. <online:https://vectorinstitute.ai/health-research/>

 

 
 

https://cifar.ca/wp-content/uploads/2020/11/AI4Health-report-ENG-10-F.pdf
https://cifar.ca/ai/
https://vectorinstitute.ai/health-research/
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How is AI being used in Canadian Health Care?

There are many examples of Canadian hospitals and health care organizations using AI to im-
prove efficiencies and outcomes for better patient care. We have categorized the various exam-
ples of AI in Canadian health care as follows: 

 
 

Administrative
Applications

Using AI to better manage hospital 
resources (e.g. triage staff schedules 
to align with predicted patient traffic 

and hospital needs)

System Efficiency

Better Patient Outcomes

Clinical
Applications
Improving patient experience 

and healthcare outcomes

 Using AI in select procedures 
to improve patient care

Detection & 
Diagnosis

 Improve speed and 
accuracy of disease 

detection and diagnostics

Research & 
Development

Drug discovery

Medical devices

System efficiency 

1. Administrative Applications

On average, hospitals spend approximately 5 per cent of their total budget on administrative 
services.8 AI can improve the efficiency and effectiveness of hospital administration. It is being 
used to record digital clinical notes, automate basic tasks such as timely follow-up on laborato-
ry or other patient reports, expedite patient admission and discharge processes and tailor staff 
schedules and rosters to predicted patient need. For example, Unity Health Toronto is using AI 
to manage staffing levels and triage acute patient care in the emergency room.9 This use of AI 
supports more efficient distribution of hospital resources that can justify staffing costs and target 
resources based on volume of need. For another example, see Annex 6: Spotlight on Innovation 
of this toolkit for a case study on optimized appointment scheduling implemented by the Centre 
Hospitalier de L’université de Montréal (CHUM) in Montreal. This solution is intended to improve 
outcomes for patients and clinicians while avoiding operational costs for the hospital.

8 Canadian Institute for Health Information. 2021, Hospital Spending. <online:https://www.cihi.ca/en/hospital-spending>
9 Underwood, Nora. 2021, Artificial Intelligence Is Changing How We Diagnose Disease, Triage Cases in the ER, Even Help Prep Doctors. 
<online:https://www.thestar.com/business/mars/2021/06/22/artificial-intelligence-is-changing-how-we-diagnose-disease-triage-cases-in-the-er-
even-help-prep-doctors.html>

https://www.cihi.ca/en/hospital-spending
https://www.thestar.com/business/mars/2021/06/22/artificial-intelligence-is-changing-how-we-diagnose-disease-triage-cases-in-the-er-even-help-prep-doctors.html
https://www.thestar.com/business/mars/2021/06/22/artificial-intelligence-is-changing-how-we-diagnose-disease-triage-cases-in-the-er-even-help-prep-doctors.html
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Another example is the use of medical delivery robots. These robots support intra-hospital 
deliveries of medicine, meals, linens and equipment, freeing up time for nurses and support 
staff to take on other tasks. For example, Humber River Hospital is using medical robots to 
make pickups and deliveries throughout the hospital. Humber River Hospital also uses a robot 
named Pepper to greet patients and their families at the hospital’s entrance and provide basic 
information about the hospital.10

2. Clinical Applications 

The use of AI to support clinical practice is a focus for health-related AI research and devel-
opment. The range of possible applications in this field is broad and the Canadian start-up 
ecosystem is growing in this space. Some examples are provided below.

Timely access to health care: Canadian innovators are developing patient-centered AI ap-
plications to provide timely access to important medical information. For instance, AI is being 
used to assess images taken on smartphones to determine wound severity or the likelihood 
that a skin lesion is a sign of melanoma.11 In Saskatchewan, the Saskatoon Health Region 
recently adopted the RP-7i robot named Patrick that connects patients to specialists via video 
link.12 Patrick can also do point-of-care diagnostic work because it can connect to scopes 
and ultrasound machines at the patient’s bedside while connecting the patient to a specialist 
located elsewhere.13

Chatbots: Chatbots are being used to support preliminary information triaging to improve 
patient experience. For example, health care organizations in British Columbia are using a 
telehealth application that allows users to describe their symptoms to a text-based bot before 
facilitating a video consult with a licensed health care practitioner.14 See Annex 6: Spotlight 
on Innovation of this toolkit for a case study on EVA (Employee Virtual Assistant): the chatbot 
implemented by Eastern Health to facilitate timely access to mental health services for health 
care workers.

Surgical robots: A much more sophisticated example of AI’s use in patient care is the use of 
surgical robots. Traditionally, these robots have been tele-operated surgical systems (where 
a human surgeon remotely operates the system). More recently, AI-powered robots are per-
forming specific surgical tasks autonomously. For example, medical robots are being used in 
procedures such as laser eye surgeries, knee replacements and hair transplants.15 Vancouver 

 

10 Global News. 2018, Medical Robotics Changing Health Care in Canada: Watch News Videos Online. <online:https://globalnews.ca/vid-
eo/4093029/medical-robotics-changing-health-care-in-canada/>
11 Phillips M, Marsden H, Jaffe W, et al. 2019, Assessment of Accuracy of an Artificial Intelligence Algorithm to Detect Melanoma in Images of 
Skin Lesions. JAMA Netw Open. 2(10):e1913436. doi:10.1001/jamanetworkopen.2019.13436 [“CONCLUSION AND RELEVANCE: In this study, 
the algorithm demonstrated an ability to identify melanoma from dermoscopic images of selected lesions with an accuracy similar to that of 
specialists”].
12 Royal University Hospital Foundation. 2021, Medical Minds: Dr. Ivar Mendez. <online: https://ruhftest.saskatoonhealthregion.ca/Medi-
calMinds/DrIvarMendez>
13 CBC/Radio Canada. 2014, Saskatchewan Hospital Adds Robot to Neurosurgery Care Team. <online:https://www.cbc.ca/news/canada/
saskatoon/royal-university-hospital-adds-robot-to-care-team-1.2632577>
14 Muoio, Dave. 2019, Babylon’s Triage Chatbot Launches in British Columbia. <online:https://www.mobihealthnews.com/content/babylons-tri-
age-chatbot-launches-british-columbia>
15 Anandan, Tanya M. 2015, Robots and Healthcare Saving Lives Together. <online:https://www.automate.org/industry-insights/ro-
bots-and-healthcare-saving-lives-together>

 

 

 

 

 

 

https://globalnews.ca/video/4093029/medical-robotics-changing-health-care-in-canada/
https://globalnews.ca/video/4093029/medical-robotics-changing-health-care-in-canada/
https://ruhftest.saskatoonhealthregion.ca/MedicalMinds/DrIvarMende
https://ruhftest.saskatoonhealthregion.ca/MedicalMinds/DrIvarMende
https://www.cbc.ca/news/canada/saskatoon/royal-university-hospital-adds-robot-to-care-team-1.2632577
https://www.cbc.ca/news/canada/saskatoon/royal-university-hospital-adds-robot-to-care-team-1.2632577
https://www.mobihealthnews.com/content/babylons-triage-chatbot-launches-british-columbia
https://www.mobihealthnews.com/content/babylons-triage-chatbot-launches-british-columbia
https://www.automate.org/industry-insights/robots-and-healthcare-saving-lives-together
https://www.automate.org/industry-insights/robots-and-healthcare-saving-lives-together
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General Hospital and St. Joseph’s Healthcare Hamilton are examples of two Canadian hospi-
tals using surgical robots to assist with specific surgeries.16 

3. Detection and Diagnosis 

Image and pattern recognition are leading the way in improving the speed and accuracy of 
disease detection and diagnosis in Canada and around the world. AI can interpret data from 
different imaging sources to gain a better perspective of the patient’s pathology. This can assist 
clinicians in better understanding insights into disease severity and progression and lead to bet-
ter patient outcomes.

There is also a growing number of AI imaging systems used to detect conditions such as colon 
cancer, stroke, and pneumonia. AI systems are being used by primary care physicians to detect 
patients at risk of a rare disease. Separately, AI-powered colonoscopes are being used in hospitals 
and community clinics to support real-time clinical interpretation of colonoscopy scans. The AI-en-
abled scope assesses images in real time to provide a prediction of the likelihood of colon cancer.

Recently, the Saskatchewan Health Authority adopted the technology of a Vancouver-based AI 
company that has developed a computer vision and machine learning approach to diagnosing 
lung abnormalities on chest x-rays. The Health Authority adopted this technology to rapidly diag-
nose COVID-19 infections.17

Another example is McGill University Health Centre’s Augmented Intelligence and Precision 
Health Laboratory in Montreal. The Laboratory is using GE’s Edison platform and machine learn-
ing technology to predict the spread of head and neck squamous cell carcinoma to the cervical 
lymph nodes.18

Clinicians are also using AI to observe and analyze a patient’s heartbeat to detect coronary artery 
disease, reducing the need for lengthy, costly and invasive tests.19

4. Medical Research and Development

AI is also being used in research and development for faster and more precise drug discovery, new 
therapeutics, medical devices and to identify supports across a range of health care needs.20

 

 

16 Global News. 2018, Medical Robotics Changing Health Care in Canada. <online:https://globalnews.ca/video/4093029/medical-robot-
ics-changing-health-care-in-canada/>
17 Canadian Institute for Advanced Research. 2020, Building a Learning Health System for Canadians: Report of the Artificial Intelligence for 
Health Task Force. <online:https://cifar.ca/wp-content/uploads/2020/11/AI4Health-report-ENG-10-F.pdf>
18 Tollinsky, Norm. 2020, AI Improves Diagnostic Imaging at Canadian Hospitals. <online:https://www.canhealth.com/2020/03/30/ai-im-
proves-diagnostic-imaging-at-canadian-hospitals/>
19 Tam, Ying. 2019, The Future of Canadian Health Care and Ai. <online:https://www.innovatingcanada.ca/technology/the-future-of-canadian-
health-care-and-ai/#>
20 Tam, Ying. 2019, The Future of Canadian Health Care and Ai. <online:https://www.innovatingcanada.ca/technology/the-future-of-canadian-health-
care-and-ai/#>

 

 

 

 

 

https://globalnews.ca/video/4093029/medical-robotics-changing-health-care-in-canada/
https://globalnews.ca/video/4093029/medical-robotics-changing-health-care-in-canada/
https://cifar.ca/wp-content/uploads/2020/11/AI4Health-report-ENG-10-F.pdf
https://www.canhealth.com/2020/03/30/ai-improves-diagnostic-imaging-at-canadian-hospitals/
https://www.canhealth.com/2020/03/30/ai-improves-diagnostic-imaging-at-canadian-hospitals/
https://www.innovatingcanada.ca/technology/the-future-of-canadian-health-care-and-ai/
https://www.innovatingcanada.ca/technology/the-future-of-canadian-health-care-and-ai/
https://www.innovatingcanada.ca/technology/the-future-of-canadian-health-care-and-ai/
https://www.innovatingcanada.ca/technology/the-future-of-canadian-health-care-and-ai/
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Conclusion

Innovation in AI in health care is becoming more widespread. Canadian hospitals are actively 
identifying ways to incorporate AI to improve system efficiencies and to deliver better health 
outcomes. However, to truly benefit from AI, systems need to be developed and deployed in a 
responsible manner. In Module 2, we will look at some of the key risks associated with deploying 
AI in health care. 

Further Suggested Readings:

Annex 1: AI in Health Care Reading List for a list of key readings associated with this module. 
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Module 2 

Understanding Key Risks 
of AI in Health Care
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Module 2: 
Understanding Key Risks of AI in Health Care

 

Overview

AI systems require large quantities of data for training purposes, and they evolve based on the 
data environment to which they are exposed. Data for AI prompts questions about privacy (is 
personal information implicated in the datasets?) and data quality (are training datasets robust 
and representative?). Given the complexity of AI systems, understanding how or why the system 
produces a particular output (e.g. in the use of clinical decision-making support systems) may be 
very important to the context in which the system is being used. 

In this module, we survey risks associated with algorithmic bias, privacy, explainability, security 
and unintended consequences of AI systems. The objective is to increase familiarity with the 
risks associated with AI systems in health care to help avoid harmful consequences. 

Target Audience

This module is primarily intended for roles within health care delivery organizations that are fo-
cused on risk and risk mitigation, including: senior leadership, AI project leads and clinical cham-
pions, legal, privacy and security professionals, IM/IT specialists, ethicists, data scientist and 
engineers and others that are exploring or experimenting with the implementation of AI systems 
to improve health outcomes and administrative operations.

Secondary audiences include other digital health stakeholders including policymakers, funding 
agencies, the start-up and innovation community, and others.

No prior background knowledge relating to AI is required to understand this module.

Tools and Additional Material

• 

 

 

 

AI in Health Care Reading List

• Top Five Privacy Considerations When Using Personal Health Information (PHI) for AI Training 
and Operationalization

• Case Study – Use of Synthetics Data

• Case Study – Federated Learning

 

 

Learning Objectives

The learning objectives of this module are to support critical thinking about AI risks and to understand 
some of the high-level issues associated with the development and use of AI systems in health. 
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Introduction 
 
The use of AI in health care raises a number of legal and ethical concerns, such as biased al-
gorithms producing inappropriate or harmful outputs.21 Just as the promise of AI in health care 
is becoming more widely known, so too are its risks. Most organizations, however, including 
community-based health care settings, lack understanding of such risks and relevant experi-
ence in effectively operationalizing responsible AI systems. 

“Responsible AI” is a term used throughout this toolkit referring to the 
manner in which AI system development and operationalization aligns 
with principles of due diligence and harm mitigation. 

As noted by the American Medical Association, “[t]he challenges [to use AI] include biased and 
non-representative data, inadequate prioritization of equity and inclusion, the risk of exacerbat-
ing health care disparities, low levels of trust, uncertain regulatory and tort environments and 
inadequate evaluation before scaling narrow AI.”22 Understanding the technical, legal, ethical, 
policy and security implications of AI will help community hospitals and other health care settings 
procure (build or co-create) and operationalize AI systems that will lead to better hospital admin-
istration and better health outcomes. 

Key Risks with AI Systems 

Some key risks associated with AI systems are:

1. Algorithmic bias

Algorithmic bias is defined as “...the application of an algorithm that compounds existing ineq-
uities in socioeconomic status, race, ethnic background, religion, gender, disability, or sexual 
orientation and amplifies inequities in health systems.”23 Algorithmic bias can result from datasets 
used to train algorithms that underrepresent certain groups of people, from the manner in which 
the data is collected, entered, and cleaned, among other causes. The potential impact of algo-
rithmic bias in health care can be profound. For example, a landmark 2019 study published in 
Science found that algorithms commonly used by well-known health care providers in the United 
States are racially biased.24 Health care professionals rely on these algorithms to recommend 
patients for medical care, potentially to the detriment of underrepresented groups.25

21 Reddy S, Allan S, Coghlan S, Cooper P. 2020, A governance model for the application of AI in health care. J Am Med Inform As-
soc.;27(3):491-497. doi:10.1093/jamia/ocz192.
22 Tanya Albert Henry, 7 tips for responsible use of health care AI, American Medical Association (March 4, 2021) citing Matheny, M., Whicher, 
D., & Thadaney Israni, S. (2020). Artificial Intelligence in Health Care. JAMA, 323(6), 509-510. 

 
23 Panch T, Mattie H, Atun R. 2019, Artificial intelligence and algorithmic bias: implications for health systems. J Glob Health.;9(2):010318. 
doi:10.7189/jogh.09.020318
24 Obermeyer Z, Powers B, Vogeli C, Mullainathan S. 2019, Dissecting racial bias in an algorithm used to manage the health of populations. 
Science.;366(6464):447-453. doi: 10.1126/science.aax2342. PMID: 31649194.
25 Igoe, Katherine J. 2021, Algorithmic Bias in Health Care Exacerbates Social Inequities - How to Prevent It. <online:https://www.hsph.har-
vard.edu/ecpe/how-to-prevent-algorithmic-bias-in-health-care/> 

 

 

 

 

 

https://www.hsph.harvard.edu/ecpe/how-to-prevent-algorithmic-bias-in-health-care
https://www.hsph.harvard.edu/ecpe/how-to-prevent-algorithmic-bias-in-health-care


Canada Health Infoway Module 2: Understanding Key Risks of AI in Healthcare 18

Other specific examples of the possible harms caused by algorithmic bias in health care:

• 

 

 

An algorithm designed to assess the gravity of kidney disease erroneously assigns Black 
people healthier scores, thereby blocking them from kidney transplants26

• An algorithm used by many U.S. health care providers to predict which patients will most 
likely need extra medical care preferentially selected white patients27

• An AI-powered medical diagnosis application was demonstrated to be less accurate in diag-
nosing conditions on darker skin28

2. Privacy

AI systems are often trained on large datasets containing personal information. Privacy Commis-
sioners in Canada are raising alarm about some of the privacy concerns with AI and the need for 
appropriate oversight. For example, the Privacy Commissioner of Canada recently wrote:

“… uses of AI that are based on individuals’ personal information can 
have serious consequences for their privacy. AI models have the ca-
pability to analyze, infer and predict aspects of individuals’ behaviour,
interests and even their emotions in striking ways. AI systems can use 
such insights to make automated decisions about individuals … Such 
decisions have a real impact on individuals’ lives, and raise concerns 
about how they are reached, as well as issues of fairness, accuracy,
bias, and discrimination.”29

 

 

A joint report by the British Columbia Information and Privacy Commissioner, the British Colum-
bia Ombudsperson and the Ombudsman and Privacy Commissioner of Yukon has called for a 
“requirement for all public bodies to complete and submit an Artificial Intelligence Fairness and 
Privacy Impact Assessment (AIFPIA) for all existing and future AI programs for review by the rele-
vant oversight body.”30 The importance of privacy implications of AI and the public’s perceptions 
of privacy and AI cannot be overstated. 

To help organizations navigate the AI and privacy landscape, we have included additional refer-
ences and case studies. 

26 Simonite, Tom. 2020, How an Algorithm Blocked Kidney Transplants to Black Patients. <online:https://www.wired.com/story/how-algorithm-
blocked-kidney-transplants-black-patients/>
27 Jee, Charlotte. 2019, A Biased Medical Algorithm Favored White People for Health-Care Programs. <online:https://www.technologyreview.
com/2019/10/25/132184/a-biased-medical-algorithm-favored-white-people-for-healthcare-programs/>
28 Adamson, Adewole S. 2018, Machine Learning and Health Care Disparities in Dermatology. <online:https://jamanetwork.com/journals/jama-
dermatology/article-abstract/2688587>
29 Office of the Privacy Commissioner of Canada. 2020, A Regulatory Framework for AI: Recommendations for Pipeda Reform. <online:https://
www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/completed-consultations/consultation-ai/reg-fw_202011/>
30 A joint report by the British Columbia Information and Privacy Commissioner, the British Columbia Ombudsperson and the Ombudsman and 
Privacy Commissioner of Yukon. 2021. <online:https://bcombudsperson.ca/assets/media/OMB-GettingAheadoftheCurve-v6.pdf>Getting ahead 
of the curve: Meeting the challenges to privacy and fairness arising from the use of artificial intelligence in the public sector

 

 

 

 

 

 

https://www.wired.com/story/how-algorithm-blocked-kidney-transplants-black-patients/
https://www.wired.com/story/how-algorithm-blocked-kidney-transplants-black-patients/
https://www.technologyreview.com/2019/10/25/132184/a-biased-medical-algorithm-favored-white-people-for-healthcare-programs/
https://www.technologyreview.com/2019/10/25/132184/a-biased-medical-algorithm-favored-white-people-for-healthcare-programs/
https://jamanetwork.com/journals/jamadermatology/article-abstract/2688587
https://jamanetwork.com/journals/jamadermatology/article-abstract/2688587
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/completed-consultations/consultation-ai/reg-fw_202011/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/completed-consultations/consultation-ai/reg-fw_202011/
https://bcombudsperson.ca/assets/media/OMB-GettingAheadoftheCurve-v6.pdf
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• 

 

 

 

Annex 2: Top Five Privacy Considerations When Using PHI for AI Training and  
Operationalization.

• Annex 3: Health Privacy Laws in Canada summarizes the various health privacy laws appli-
cable in Canada.

We also introduce two case studies that discuss technical approaches to preserving privacy in 
large datasets.

• Annex 4: Case Study — Use of Synthetic Data Synthetic data is the use of “fake data” that 
is modelled from the original datasets. While it can capture many characteristics of the origi-
nal data set (e.g., distributions, non-linear relationships and noise) it does not include any real 
patient data.31

• Annex 5: Case Study — Federated Learning Federated leaning is a technique used to train 
algorithms by using multiple datasets without having to exchange data.32 Federated learning 
could help address some of the challenges related to data privacy and data governance by 
enabling machine learning models from non-co-located data.33

3. Explainability

AI in the health sector can involve complicated algorithms and models that are difficult or im-
possible to interpret. This means a human may not fully understand the reason why an AI sys-
tem produced a specific output or prediction. This is sometimes referred to as a “black-boxed 
system.” Organizations need to design and develop AI systems with the issue of explainability 
in mind. That is, will we be able to explain how or why the AI produced a specific prediction? As 
discussed in Module 6, explainability policies are emerging to support a thoughtful and diligent 
approach to explainability for AI in health care.

4. Unintended Consequences

By design, AI systems respond to the data environment to which they are exposed. This means 
that changes in the data environment will result in changes to the actions of the AI system. These 
changes may produce unintended consequences that may be harmful. Additionally, external 
attacks on an AI system can confuse the system, which may also produce unintended conse-
quences. As such, it is important for health care organizations to introduce policies and proce-
dures to promote responsible AI. For example, policies on monitoring, auditing and assessing AI 
system risks are slowly becoming more common and more mature within health care organiza-
tions. See Module 6 for related policy development guidance.

5. Security

AI systems can be vulnerable to external attacks. If an AI tool is compromised because of 
hacking or other cyber security threats, it could pose serious risks to patients and health care 

 

 

 

 

 

 

31 Tucker, Allan, et al. 2020, Generating High-Fidelity Synthetic Patient Data for Assessing Machine Learning Healthcare Software. <on-
line:https://www.nature.com/articles/s41746-020-00353-9>
32 Rieke, Nicola. 2019, What Is Federated Learning? <online:https://blogs.nvidia.com/blog/2019/10/13/what-is-federated-learning/>
33 Rieke, Nicola, et al. 2020, The Future of Digital Health with Federated Learning. <online:https://www.nature.com/articles/s41746-020-
00323-1>

 

 
 

https://www.nature.com/articles/s41746-020-00353-9
https://blogs.nvidia.com/blog/2019/10/13/what-is-federated-learning/
https://www.nature.com/articles/s41746-020-00323-1
https://www.nature.com/articles/s41746-020-00323-1
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systems. This means that AI-enabled technologies require technical robustness and appropriate 
safety measures to protect the integrity of the system. As one example of the potential harms, 
an attack could result in the AI system mislabeling an image, which could be detrimental to its 
interpretation of the image. As noted in the EU’s Ethics Guidelines for Trustworthy AI, AI should 
be “protected against vulnerabilities that can allow them [AI systems] to be exploited by adver-
saries, e.g. hacking… AI systems should have safeguards that enable a fallback plan in case of 
problems.”34 

6. Lack of Regulatory Clarity

Regulation of AI systems is starting to emerge in Canada. Presently, a lack of legal clarity often 
hampers innovation as health care organizations are unclear as to the legal requirements for 
safely operationalizing AI systems. However, regulators are showing concern for issues such as 
explainability of AI systems, notice to users when interacting with AI and the right to contest AI 
decisions. We also see increased attention given to formalizing AI risk assessment processes, 
similarly to privacy or data security assessments. 

Conclusion 
 
The risks associated with AI systems can result in harmful effects on individuals in the health 
system. Since laws governing AI are still evolving, it is important for health care organizations to 
familiarize themselves with these risks and proactively develop guidance and appropriate gover-
nance mechanisms to mitigate them and reduce the possibility of harm. To further help organiza-
tions proactively comply with emerging regulations, Module 3 provides an overview of how the 
law is evolving to address AI specific concerns, particularly in health care. 

34 European Commission. 2019, Ethics Guidelines for Trustworthy AI (pg. 16). <online:https://op.europa.eu/en/publication-detail/-/publication/
d3988569-0434-11ea-8c1f-01aa75ed71a1>

 

https://op.europa.eu/en/publication-detail/-/publication/d3988569-0434-11ea-8c1f-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/d3988569-0434-11ea-8c1f-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/d3988569-0434-11ea-8c1f-01aa75ed71a1
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Module 3: 
Emerging Regulation of AI

 
 

Overview

This module surveys three areas in which laws governing AI are developing in the health sector. 
Specifically, we discuss how privacy laws are adapting to the AI context and the impacts these 
proposed changes may have on health care. This module will also look at the guidance issued by 
Health Canada on software as a medical device and how it could apply to AI. Finally, this module 
will discuss how the standard of care is likely to adapt as AI becomes more prevalent in health 
care settings.

Target Audience

This module is intended for a broad range of roles within health care delivery organizations, 
including: senior leadership, AI project leads and clinical champions, and legal, privacy and 
security professionals. Additionally, this module may be relevant for organizations that are more 
experienced in implementation or development of AI solutions.

Secondary audiences include other digital health stakeholders including policymakers, funding 
agencies, the start-up and innovation community and others.

No prior background knowledge relating to AI is required to understand this module.

Learning Objectives 

The learning objective of this module is to showcase emerging legal responses to the uniqueness 
and complexity of AI systems. It will help health care professionals proactively align with upcom-
ing regulations. This module also considers how the standard of care is likely to adapt to the use 
of AI systems. 
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Introduction
The law is starting to take shape to regulate AI systems. Canada, the European Union and the 
United States have issued guidance and/or drafted laws about the use of AI. In this module, we 
review the regulation of aspects of AI in the context of Canadian privacy law, medical devices 
and emerging issues of liability related to the use of AI for clinical decision-making. 

AI and Privacy: Privacy Regulation and Regulators in Canada

While not specific to health care, a number of recent initiatives are signalling major reform to 
Canada’s privacy laws to include the regulation of AI. These reforms, if or when they come to 
pass, could have significant direct or corollary effects on AI in health care. For example, the federal 
government’s draft Digital Charter Implementation Act, 2020, Quebec’s new privacy law, An Act 
to modernize legislative provisions as regards the protection of personal information, the British 
Columbia Privacy Commissioner’s Recommendations on the use of AI in the public sector and the 
Office of the Privacy Commissioner of Canada’s A Regulatory Framework for AI: Recommendations 
for PIPEDA Reform all signal the evolving regulatory landscape for AI in Canada. 

Figure 1: Overview of Proposed AI Regulations in Canada 

Getting Ahead of the Curve 
Meeting the challenges to privacy and fairness 
arising from the use of artificial intelligence in the 
public sector (Office of the Information and Privacy 
Commissioner for British Columbia and Yukon)

CANADA

 • Digital Charter Implementation Act

 • A Regulatory Framework for AI: Recommendations for  
PIPEDA Reform (Office of the Privacy Commissioner of Canada)

 • Proposed Data Commissioner Mandate

 • Government of Canada’s Directive on Automated Decision-Making

Government Consultation

 • Ontario’s Trustworthy Artificial 
Intelligence (AI) Framework

 • Modernizing Privacy in Ontario

An Act, formerly Bill-64, to modernize 
legislative provisions as regards the 
protection of personal information

http://www.assnat.qc.ca/en/travaux-parlementaires/projets-loi/projet-loi-64-42-1.html
https://www.oipc.bc.ca/special-reports/3546
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/completed-consultations/consultation-ai/reg-fw_202011/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/completed-consultations/consultation-ai/reg-fw_202011/
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Major themes emerging from these various ini-
tiatives are summarized in Table 2 and include:

1. Automated decision-making systems 
(ADS)

Across the board, ADS are being given a broad 
definition that can reflect a number of different 
health care uses, such as: 

• Medical chatbots

• Automated triaging tools

• Predictive diagnostics

• AI imaging systems

• Medical robots

• Automated clinical decision-making sup-
port systems

See Table 2 to compare the various definitions.

2. Explainability 

There is a dearth of guidance on what an 
explanation for AI outputs ought to look like or 
contain, but there is some consensus that the 
following elements should be present:

• 

 

 

 

A description of how the system is used

• Reasons, factors and parameters that led 
to the decision

• Details about the personal information that 
was used to generate the decision

• All explanations need to be expressed in 
clear and understandable language that is 
accessible by all affected individuals, espe-
cially the most vulnerable or disadvantaged

 

 

3. Notice of interaction with AI 

A third theme is the right for individuals to 
know when they are interacting with an AI 
system, including notice of when a decision 
will be made in whole or in part by an ADS. 
This issue is particularly important for health 

care organizations. Physicians generally have 
a duty to disclose all information related to a 
proposed treatment. This could include dis-
closing not only that they are using an AI-sup-
ported diagnostic tool, but also to inform 
patients as to the AI’s diagnosis and recom-
mended course of treatment. 

4. Right to contest decisions made by AI 
systems

All of the proposed regulations seek to enable 
an individual to contest a decision or output 
made by an AI system. This could include des-
ignating a human point of contact to provide 
more information on system functionality or to 
explain specific outcomes. 

5. De-identification of data

The de-identification of personal information 
is a key theme across all privacy initiatives. 
An emphasis is rightly placed on finding more 
privacy preserving techniques that permit the 
use of valuable data without compromising 
individual privacy. Privacy initiatives favour ro-
bust de-identification methodologies but warn 
of the risk of re-identification. Organizations 
seeking to adopt stronger de-identification 
practices should also augment their internal 
capacities to mitigate the risk of re-identifi-
cation and should document the process for 
mitigating that risk. 
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Table 2: Key Themes in AI and Privacy: Comparative Guide 

The Digital 
Charter 
Implemen-
tation Act

Automated Decision-Making Systems
ADS means any technology that assists or replaces the judgement of human decision-makers (s. 2).

Explainability
If the organization has used an automated decision system to make a prediction, recommendation or decision 
about the individual, the organization must, on request by the individual, provide them with an explanation of the 
prediction, recommendation or decision and of how the personal information that was used to make the predic-
tion, recommendation or decision was obtained. (s. 63)

Notice of Interaction with AI system
“The organization must make available a general account of the organization’s use of any ADS to make predic-
tions, recommendations, or decisions about individuals that could have significant impacts on them.” 62(2)(c)

Right to Contest AI Decision
Nothing specific to AI applications but general complaints can be written to the Privacy Commissioner.

De-identification of Data
The act of “de-identifying” is defined as modifying personal information - or creating information from personal 
information - through technical processes so that the information is not personally identifiable and cannot, under 
reasonably foreseeable circumstances, be used, either alone or in combination with other information, to identify 
an individual. (s. 2) 
An organization may use personal information without consent to de-identify it. (s. 20) 
The technical and administrative procedures used to de-identify personal information must be proportionate to the 
purposes for which the information is being de-identified and the sensitivity of the personal information. (s. 74) 
Except for the purpose of verifying the effectiveness of the security measures in place, no organization shall use 
de-identified information, alone or in combination with other information, to identify an individual. (s. 75)

OPC’s 
Policy 
Proposals 
for PIPEDA 
Reform to 
Address 
Artificial 
Intelligence 
Report

Automated Decision-Making Systems
PIPEDA needs to include a definition of ADS since decision-making powered by AI systems introduces unique 
risks that warrant distinct treatment in the law (s. 4(b)).

Explainability
The law should be explicit as to what constitutes a “meaningful explanation” to provide certainty as to what the right 
encompasses. Language similar to that presented in Professor Cofone’s paper should be considered, which defines 
the right as: ‘an explanation that allows individuals to understand the nature and elements of the decision to which 
they are being subject or the rules that define the processing and the decision’s principal characteristics.’

Notice of Interaction with AI system N/A

Right to Contest AI Decision
Individuals should be provided with a right to contest automated decisions. This would apply both to those scenarios 
where an individual has provided consent for the processing of their personal information as well as those where an 
exception to consent was used by the organization. It serves as a complement to the right to explanation.

De-identification of Data
De-identification should be defined in PIPEDA. The law should prohibit re-identification when personal information is 
de-identified pursuant to one of PIPEDA’s exceptions, and the practice should be subject to financial penalties, similar 
to the approach taken in QC’s Bill 64. These measures are in recognition of the fact that de-identification, even prop-
erly implemented, does not negate all risk.
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OIPC’s, 
Getting 
ahead of 
the curve: 
Meeting the 
challenges 
to privacy 
and fairness 
arising from 
the use of 
artificial 
intelligence 
in the public 
sector

Automated Decision-Making Systems
OIPC adopts the Government of Canada’s definition in the Directive on Automated Decision-Making: “any tech-
nology that either assists or replaces the judgment of human decision-makers.” (p.6)

Explainability
Providing users with a meaningful, plain language explanation of the steps and processes undertaken to arrive at 
a decision in their case. (p. 34)

Notice of Interaction with AI system
Adequate notice:
the person affected by the decision must be given adequate information to be able to participate meaningfully in 
the decision-making process (e.g., informed of the key issues in the decision process). (p. 35)
Advance notice to individuals that an ADS will be used to render a decision, along with clear steps on how the 
decision will be made. (p. 36)

Right to Contest AI Decision
Giving users the means to appeal an ADS decision by:
1. Providing users with a meaningful, plain language explanation of the steps and processes undertaken to arrive 
at a decision in their case; and
2. Making publicly available, in plain language, reports, recommendations or other results arising from testing, 
monitoring, training, or auditing processes, so that people can contest an ADS decision with information regard-
ing known or potential system issues. (p.36)

De-identification of Data
De-identification of personal information is an increasingly weak mechanism for the protection of privacy and 
should be phased out of legislation.
An alternative to de-identification is the use of synthetic data. If properly legislated, a provision that enables 
organizations to use personal information to create synthetic data may enable organizations to meet legitimate 
business purposes without compromising privacy.

  

Quebec’s 
new privacy 
law, An Act 
to modern-
ize legisla-
tive pro-
visions as 
regards the 
protection 
of personal 
information

Automated Decision-Making Systems
Limits the scope of the definition to systems that “exclusively make the decision.” (s. 12.1) 

Explainability
The right to know about the personal information, the reasons, factors and parameters used to make the deci-
sion and to have the information corrected. Right to submit observations for review. (12.1)

Notice of Interaction with AI system N/A

Right to Contest AI Decision N/A

De-identification of Data
Personal information is depersonalized when it no longer allows the direct identification of the person concerned 
(s. 12 (4)). This information remains subject to the legislation considering that it is always possible to identify an 
individual from depersonalized information.
Only “anonymized” information, i.e., information that no longer allows the direct or indirect identification of a 
natural person (s. 23 (2)), is not subject to the restrictions of the Act. Anonymization must be done in accordance 
with the industry best practices.
Penal provisions and fines for persons who make or attempt to make an identification of an individual based on 
de-identified information. (s. 91)
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Key 
Takeaways

 Automated Decision-Making Systems
Create an inventory of all the ADSs that are in use in your organization, keeping in mind the broad scope of the 
definition. The inventory should indicate the intended context for the use of the system and any governance 
mechanisms in place to reduce harm. The inventory should also cite any explainability features.

Explainability
Consult internally and with external advisors to develop an explainability policy that will justify what a “mean-
ingful explanation” means to your organization and when explainable AI is required for use by your organization. 
See Module 6 for guidance on explainability policies. 

Notice of Interaction with AI system
Develop a standard notice to individuals when they are interacting with or impacted by AI systems. Be sure to work 
this notice into your privacy policy and any other external facing documentation, where appropriate. Consider a 
notice policy to document when notice is required and the content of the notice in various contexts, if applicable.

Right to Contest AI Decision
Develop or augment existing policies on rights to contest and processes to do so. For example, if your organi-
zation has a Patient Charter, consider whether a right to be informed of and contest automated decisions should 
be included in that Charter. Consider training for patient relations and ombudspersons offices.

De-identification of Data
Develop or augment existing data quality and/or privacy policies to include when personal information will be 
de-identified, the methodology for de-identification and steps taken to prevent re-identification of information. 
Also consider a de-identification schedule to disseminate throughout your organization. Invest in exploring and, 
where appropriate, procuring privacy enhancing technologies to minimize the amount of personal information 
your organizations retains.

Software as a Medical Device

The use of AI in medical devices is another example of where specific guidance on the use of 
AI in health care is emerging. Medical devices in Canada are regulated by the Medical Devices 
Regulations (the “Regulations”),35 established under the authority of the Food and Drugs Act.36 
The Regulations apply to all medical devices imported or sold in Canada. Health Canada recent-
ly released two guidance documents37 to support the use of AI in medical devices and mitigate 
possible harms, known as Software as a Medical Device (SaMD).

SaMD is defined as, “software intended to be used for one or more medical purposes that per-
form these purposes without being part of a hardware medical device.”38 SaMDs process input 

35 
 
 

 

Government of Canada. 2021, Medical Devices Regulations: SOR/98-282. <online:https://laws-lois.justice.gc.ca/eng/regulations/sor-98-282/>
36 Government of Canada. 2021, Food and Drugs Act: RSC 1985, c F-27. <online:https://laws-lois.justice.gc.ca/eng/acts/f-27/>
37 Government of Canada and Health Canada. 2019, Guidance Document: Software as a Medical Device (SaMD): Definition and Classification; 
and Health Canada. 2019, Guidance Document: Software as a Medical Device (SaMD): Classification Examples.<online:https://www.canada.ca/
en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/software-medical-device-guid-
ance-document.html>
38 Government of Canada and Health Canada. 2019, Guidance Document: Software as a Medical Device (SaMD): Definition and Classification. 
<online:https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-docu-
ments/software-medical-device-guidance-document.html>

https://laws-lois.justice.gc.ca/eng/regulations/sor-98-282/
https://laws-lois.justice.gc.ca/eng/acts/f-27/
https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/software-medical-device-guidance-document.html
https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/software-medical-device-guidance-document.html
https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/software-medical-device-guidance-document.html
https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/software-medical-device-guidance-document.html
https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/software-medical-device-guidance-document.html
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data; i.e., data from a source such as a sensor, instrument or from a database. SaMDs apply 
algorithms to this input data to produce a particular output.

While the application of AI could fit within the definition of a medical device, there are unique 
challenges that AI brings to the current regulatory scheme.

Challenges with AI and SaMD 

While the current regulations adequately govern traditional medical devices operated by pre-pro-
grammed software, they are not sufficient for devices operated by self-learning computer systems. 
For example, it may be impossible for an AI application to comply with section 20 of the Regu-
lations, which specifically states that: “...if a medical device consists of or contains software, the 
software shall be designed to perform as intended by the manufacturer, and the performance of the 
software shall be validated.”39

In situations where software is continuously learning and adapting, ongoing performance monitor-
ing and validation will be required. The current regulatory scheme is premised on traditional valida-
tion where a system can be tested to validate that the product satisfies or fits the intended use.40 
Rather, some propose that there should be a “lifecycle approach” taken to regulate SaMDs that 
would include ongoing reporting requirements.41 This discussion is still evolving.

While the Regulations are “safety-based” and list a number of reasonably foreseeable risks such as 
flammability, explosion, electrical, mechanical or thermal hazards,42 they do not sufficiently take into 
consideration the broader ethical risks associated with AI systems, such as bias and harms result-
ing from erroneous automated decision-making.43

For this reason, some experts suggest that there could be a requirement for bias auditing and for 
reporting the results to Health Canada.44 Individual health care institutions could have an important 
role to play in promoting more specific algorithmic risk assessment considerations when deciding 
whether to include AI in their organizations.45 For example, it has also been noted that organizations 
such as the Canadian Agency for Drugs and Technologies in Health (CADTH) that advise provinces 
and territories on the effectiveness and affordability of different technologies, including AI, could 
develop more specific and standardized AI risk assessment processes.46

Medical device regulations will need to adapt to emerging uses of technology, such as AI. While the 
specific requirements are still under consideration, what is clear is that all members involved in the 

39 Government of Canada. 2021, Medical Devices Regulations: SOR/98-282,s.20. <online:https://laws-lois.justice.gc.ca/eng/regulations/
sor-98-282/>
40 Ian Kerr, Jason Millar & Noel Corriveau. 2017, Robots and Artificial Intelligence in Health Care in Joanna Erdmanm Vanessa Gruben & Erin 
Nelson, eds. 2017, Canadian Health Law & Policy, 5th ed. (Toronto: LexisNexis Canada)
41 CIFAR. 2020, Pan-Canadian AI Strategy. <online: https://cifar.ca/ai/>
42 Government of Canada. 2021, Medical Devices Regulations: SOR/98-282,s.16. <online:https://laws-lois.justice.gc.ca/eng/regulations/sor-98-282/>
43 Da Silva, Michael. 2021, AI Healthcare A Fusion of Law Science II. <online:https://cifar.ca/wp-content/uploads/2021/05/AI-Healthcare-A-Fu-
sion-of-Law-Science-II.pdf>
44 CIFAR. 2020, Pan-Canadian AI Strategy. <online: https://cifar.ca/ai/>
45 CADTH. 2011, About the Health Technology Assessment Service. <online:https://www.cadth.ca/about-health-technology-assessment-service>
46 F. Martin-Bariteau & T. Scassa (Eds.), Artificial Intelligence and the Law in Canada. LexisNexis. (2020) at pp. 216-218
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deployment of these systems, from manufacturers to health care organizations, will all have a role 
to play in ensuring that rigorous assessments and monitoring are in place to ensure the safe and 
effective use of medical AI.

Emerging Issues of Liability Associated with AI in Clinical 
Decision-Making

It is likely that using AI in health care could, in some instances, cause harm. In this section, we 
will discuss some of the novel legal issues that may arise when using AI in clinical decision-making.

What are some liability issues to do with clinical decision-making?

When it comes to emerging technologies, the standard of care generally requires that, “doctors do 
not need to employ the very latest tools or techniques to meet the standard or care, but neither can 
they ignore them once these have found their way into common use.”47

Since AI is starting to gain broader adoption, physicians should still exercise diligence in their 
decision whether to include AI in their practice or not. As a result of the current lack of clear 
accountability under the law on AI systems, and the expectation that physicians should be able 
to verify and explain system determinations, the Royal College of Physicians and Surgeons of 
Canada issued a task force report on AI. The report specifically underscores the importance of 
ensuring that physicians can maintain a critical perspective on digital innovations.

Conclusion

AI poses new liability risks and legal questions. In order for physicians and the broader public to 
benefit from the potential of technological innovation in health care, it will be important to con-
tinue proactively identifying, anticipating and better understanding some of the legal challenges 
that these technologies generate.

 

 

47 Ellen I. Picard & Gerald B. Robertson. 2007, Legal Liability of Doctors and Hospitals in Canada, 4th ed. (Toronto: Carswell) at 224. 
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Module 4:
Identifying Strategic Opportunities and 
Investments in AI

  
 

Overview

This module sets out a general roadmap for identifying strategic opportunities for investment in AI 
projects in the health sector. It offers a high-level strategic framework to help guide your organization 
in asking the right questions as you develop your AI strategy. It also includes an assessment grid to 
help organizations define their AI ambition and corresponding considerations of the key elements for 
strategic planning and experimenting with AI. 

Target Audience

This module is primarily intended for roles within health care delivery organizations that are fo-
cused on strategy development, innovation initiatives and clinical and IM/IT leadership.

Secondary audiences include other AI project team members as well as other digital health 
stakeholders including funding agencies, the start-up and innovation community and others. 

No prior background knowledge relating to AI is required to understand this module.

Tools and Additional Material

• 

 

 

Spotlight on Innovation: EVA Chatbot (Eastern Health)

• Spotlight on Innovation: Cancer Screening Program (Eastern Health)

• Spotlight on Innovation: Scheduling Optimization (CHUM) 

Learning Objectives

The learning objective of this module is to promote a better understanding of how to assess or-
ganizational readiness and how to plan and implement a successful AI pilot in the health sector.
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Introduction
Whether building the AI system in-house, buying the AI system or pursuing a hybrid build / buy 
approach to realizing your AI roadmap, you can begin preparing your organization to adopt these 
technologies now.

Think about how AI can help you achieve your goals; don’t make it a 
goal in itself. … Enterprises need AI systems to work smart, to take 
advantage of their data, to learn about and improve on their past per-
formance. Enterprises don’t need AI to become something new that 
they don’t yet understand. They need AI to build on the strengths they 
already have, and become what they already are, but better.48

There are many ways to initiate meaningful AI projects. A recent survey of health care executives 
found that the three top outcomes health care organizations are trying to achieve through the use 
of AI include: (1) making processes more efficient; (2) enhancing existing products and services; 
(3) lowering costs.49 What are your organization’s priorities? 

Can an AI Tool help provide solutions to questions facing your organization?

Often the most successful uses of AI start with clinical or patient-care related questions.

Assessing the Organization’s Data Ambitions

Planning for AI adoption starts with assessing your organization’s data ambitions and aligning 
those ambitions with existing administrative and technical capabilities. Sometimes different 
departments within an organization have different ambitions and risk tolerances. Table 3 can 
apply to the organization as a whole or to a specific department (collectively referred to below as 
“organization” for simplicity).

Knowing the appetite for experimentation with advanced technologies is an important data point 
for crafting an effective and realistic strategy. As discussed in this toolkit, there is a general lack 
of understanding of AI systems and a high level of distrust. If your organization is more cautious 
and unlikely to experiment with emerging technologies, grounding a strategy that aligns to that 
risk tolerance is essential. 

Table 3 is an assessment grid to help your organizations define its AI ambition and risk tolerance.

48 Loukides, Mike. 2017, Planning for AI. <online:https://www.oreilly.com/radar/planning-for-ai/>
49 Chebrolu, Kumar, et al. 2020, Smart Use of Artificial Intelligence in Health Care. <online:https://www2.deloitte.com/us/en/insights/industry/
health-care/artificial-intelligence-in-health-care.html>

 
 

https://www.oreilly.com/radar/planning-for-ai/
https://www2.deloitte.com/us/en/insights/industry/health-care/artificial-intelligence-in-health-care
https://www2.deloitte.com/us/en/insights/industry/health-care/artificial-intelligence-in-health-care
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Table 3: Categories of risk tolerance

Category of data ambitions50 Description

Innovator
Health care organizations involved in 
developing and piloting AI solutions. 
Innovators usually have a higher risk 
threshold and serve as champions for 
new ways of working.

Innovators create a space for innovation and experimentation. 
This can include creating innovation hubs, special project 
teams or other groups with cross functional expertise. Inno-
vators succeed when they have informed support from senior 
leadership, appropriate human and financial resources and 
buy-in to experiment and test new ways of working.

Early Adopter
Early adopters are health care or-
ganizations that are willing to test 
early-stage AI solutions or companies, 
but with due caution.

Early adopters typically follow AI developments closely and are 
involved in validating their value. Relationships with health care 
AI vendors is particularly important to early adopters. Early 
adopters are aware of the importance of AI governance and are 
starting to develop AI-specific policies and processes.

Majority Adopter
Health care organizations that will use 
AI solutions only once they have already 
been thoroughly validated and are mak-
ing their way to more common use.

Majority adopters are the organizations that are open to acquir-
ing AI solutions that have been proven and tested as beneficial 
to physicians, patients and to the medical practice at large. 
They will generally procure solutions that are already in deploy-
ment in other health care institutions.

Late Adopter
Health care organizations that typically 
resist adoption of new technologies until 
such technologies become mainstream. 
The value of AI solutions is not evident 
to the organization.

These organizations would rather continue operating with the 
existing ways of working and status quo. Adoption of technol-
ogy will occur if they are required to meet new standard of care 
obligations or other legal or policy considerations.

 

 

 

Once the organization has classified its general data ambitions for AI, consider various questions 
to help identify opportunities for technology that will, put simply, make jobs easier and improve 
health care outcomes.

50 See for example: Confident Change Movement. 2020, Rogers’ Adoption Curve. <online:https://sites.resteasyhosting.com/ccm/
change-models/rogers-adoption-curve/>
 

 

https://sites.resteasyhosting.com/ccm/change-models/rogers-adoption-curve/
https://sites.resteasyhosting.com/ccm/change-models/rogers-adoption-curve/
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Assessing Viable Opportunities for AI Experimentation

This step encourages organizations to identify opportunities, define expected benefits and assess or-
ganizational capacity and impacts. Regardless of their data ambitions, organizations should complete 
this exercise to scope task areas that may benefit from automation or advanced analytics. 

The questions provided in Table 4 below can be used to assess AI opportunities at the systemic 
level (i.e. for the organization as a whole) and for specific AI systems and solutions. These ques-
tions help formulate an action plan for more successful AI adoption. 

Table 4: Framework for assessing opportunities for AI

Business 
value

• 

 

 

 

 

 

What are some repetitive and mundane tasks? These are generally tasks that people 
do not like to perform because they are high volume, not high value.

• What are the overall costs associated with these tasks? (e.g. How many hours are 
required per month to complete them? How many errors are often made? What are the 
inefficiencies associated with the task?)

• What is the cost of the AI system, both in terms of a procurement costs and in terms 
of hours it would take to train required staff to properly use the tool?

• What are the benefits associated with the tool? (e.g. Will it improve job satisfaction, 
hospital administration and/or patient care? How?)

• Does the AI system align with stakeholder expectations? (e.g. Will the tool advance the 
organization’s values and support better relationships with stakeholders such as patients 
and families, funders, staff, others)

• Is the AI system ethical and aligned with the values of the medical profession?
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Level of AI 
readiness

• 

 

 

 

 

 

 

 

 

 

Has there been any training or awareness about the use of AI technology in health 
care, including training for senior management?

• Has there been an engagement process to understand organizational attitudes towards 
advanced analytics and AI in health care delivery (defined as administration and care)?

• Are the necessary policies and governance structures in place to support responsible 
and ethical technology adoption? For example, is there an existing data governance 
committee or data ethics committee that can also consider specific issues of AI? Are 
there any existing policies at the organization that relate to the specific risks of AI?

• What, if any, analysis of data sources, data quality, data accessibility or data mobilization 
has been conducted across the organization? If any, has the analysis been documented 
and is it available for review?

• What is the AI-related talent configuration at the organization (see Module 6 for various 
relevant roles)?

• Does the legal, compliance and/or ethics team(s) understand the specific risks and 
benefits of AI? Are they ready to advise on these projects?

• How supportive is the organization’s leadership of AI? Is there any documentation 
about the leadership’s attitudes to AI?51 For example:

• Does the board of directors have an innovation of AI subcommittee?

• Does the board of directors have clear innovation or AI goals that they review 
regularly?

• Do innovation / AI projects have board level review?

Operational 
impact

• 

 

 

 

 

Should/can AI systems be built in-house or will they be primarily procured from third 
party vendors? This may have implications for procurement costs, competency re-
quirements, policies and procedures, among others.

• How will AI plans (and earmarked solutions) impact the existing workforce? How and 
what can be done to minimize disruption? Is new talent required for more successful 
AI adoption? Has that talent been identified?

• What is the plan for employee training and how soon can the training begin?

• How will AI impact existing service delivery?

• Will new business processes be required?

 

 

51 See for example ISO 56002 that provides guidance on innovation management. ISO 56002: 2019. Innovation management — Innovation 
management system — Guidance. <online: https://www.iso.org/obp/ui/#iso:s

 

https://www.iso.org/obp/ui/#iso:std:iso:56002:ed-1:v1:en
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Early adopters are less likely to need detailed answers to each of the above questions and more 
likely to favour more rapid, iterative experimentation. For early adopters, however, being attentive 
to the questions above will help reduce risk of harm and promote successful experimentation. 
Lack of training, insufficient governance and oversight, significant unchecked operational impact 
and lack of core competencies is likely to have a negative long-term impact on AI experimenta-
tion that could set the organization’s data ambitions back by months or years.

At the other end of the spectrum are the late adopters who are more likely to want to see all 
questions answered in detail with clear evidence to support each answer. This can also be prob-
lematic since the use of AI needs room for iteration. Policies and procedures will change based 
on valuable lessons learned.

This toolkit promotes AI experimentation while putting in place the necessary governance mech-
anisms to reduce risk and maximize benefit.

Assessing the Organization’s Implementation Plan

Once data ambitions are assessed and opportunities for responsible AI are identified, the or-
ganization should develop a clear and effective roadmap for AI implementation. Below are the 
general approaches that should inform your AI roadmap and strategy.

Create a Multidisciplinary AI Team: Implementing AI projects is a multidisciplinary activity that 
requires collaboration across many levels of expertise from technical, data, clinical, legal, ethics 
and operations. No single perspective is complete and strategic planning needs regular stake-
holder engagement, both within and outside the organization. If your organization does not have 
the right talent mix, partner with key health research institutes to collaborate.

Identify Specific Use Cases: Based on the assessment in Table 4, the organization should 
decide on specific use cases for AI implementation. Sometimes a use case can be selected to 
serve as a proof-of-concept to demonstrate what is possible and to incrementally build trust. In 
considering use cases, it is important to conduct environmental scans and consider what other 
Canadian and international health institutions are doing, and to collect lessons learned and best 
practices. For example, the CAN Health Network52 is a useful avenue to explore partnerships, 
learn from others and share success stories.

See Annex 6: Spotlight on Innovation for some examples of use cases currently underway at 
Eastern Health in Newfoundland and the CHUM in Montreal.

Conduct and/or review data inventory to set the organization up for success: Identifying 
an appropriate use case needs to include data considerations from the outset. As discussed in 
Module 2 of this toolkit, the value of the AI output is largely dependent on the quality of data used 
for AI training. Even if the business value of the proposed use case is high, the initiative will not 

 

 

 

 

 

 

52 CAN Health Network. 2020, About Us. <online:https://canhealthnetwork.ca/about-us/#:~:text=The%20CAN%20Health%20Network%20
is%20a%20national%20partnership,to%20scale%20not%20only%20across%20Canada%2C%20but%20globally>
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be successful without access to a proper high-quality dataset. Assessments of data quality and 
completeness needs to happen concurrently with the exploration and identification of possible 
use cases. Conducting these data assessments can involve collaboration with research institutes. 
For example, the Vector Institute has partnered with the Institute for Clinical Evaluative Sciences, 
HPC4Health at the Hospital for Sick Children and the University Health Network to construct and 
update the Health AI Data Analysis Platform (HAIDAP). HAIDAP offers a way for researchers to use 
machine learning tools and methods to analyze its partners’ de-identified population-level health 
data to generate more accurate health insights and predictions.53

Start piloting AI projects and report on successes: Prior to the deployment of an AI system, 
organizations can consider using “sandbox environments” where the system can safely be tested 
in an isolated environment. When experimenting with AI systems, two important factors must be 
considered:

A. 

 

Involve the vendors, wherever possible: Ensure that vendors understand not only the 
technical requirements of the system, but also the values and expectations that underly its 
deployment. A shared understanding of ethics, business value and expected outcomes is 
critical for promoting responsible AI (the attitude should not be to experiment at all costs). 
The organization should also provide ongoing feedback and validation so that vendors can 
adapt and add the features necessary to ensure continuous improvement.

B. Establish Key Performance Indicators: Documented metrics need to be in place throughout 
the whole lifecycle of the project. The metrics involved should not be limited only to technical 
performance, but should also include measures with regards to positive impacts on clinical 
outcomes, and patient-centric considerations such as improvements to quality of care.

Document lessons learned and report often: Throughout the exercise there should be ongoing 
monitoring and reporting on system performance and outcomes. The system should be evalu-
ated against set objectives and course corrections made as required. As much as possible, the 
organization should be made aware of the AI to assist with change management and build more 
cultural awareness around the risks and opportunities associated with AI.

Figure 2 provides a process flow for AI planning and experimentation that can be incorporated 
within health care strategic planning processes. The figure promotes strategic planning using 
a multidisciplinary team, followed by use case identification conducted concurrently with data 
inventory and assessment. Next, the organization can deploy AI systems and measure success 
according to specific KPIs. Successes and lessons learned should be reported on and used for the 
purposes of iterative training, governance development, communication with all stakeholders and 
to identify new projects and opportunities.

 

 

53 Vector Institute for Artificial Intelligence. 2021, AI in Health Care. <online: https://vectorinstitute.ai/health-research/> 

https://vectorinstitute.ai/health-research/
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Figure 2: Process for AI Planning and Experimentation
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Conclusion

Implementing a successful AI pilot in the health sector starts by having a clearly defined AI ambi-
tion, identifying the right use cases and establishing the right processes to enable responsible AI 
experimentation. However, to fully achieve your organization’s AI roadmap, it will also be im-
portant to develop an effective change management strategy. Module 5 discusses some of the 
unique change management considerations related to AI.
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Module 5: 
Change Management for AI Adoption in the 
Health Sector

 
 

Overview

This module presents practical considerations for leading AI-related change management strate-
gies. It covers the unique dimensions of AI change management in health care, including gover-
nance and leadership, stakeholder engagement and training and communications. 

Target Audience

This module is primarily intended for roles within health care delivery organizations who are fo-
cused on change management and AI program and project delivery, including: senior leadership, 
AI project leads, change managers and clinical champions, educators and others.

Secondary audiences include other AI project team members as well as other digital health 
stakeholders including funding agencies, the start-up and innovation community and others. 

No prior background knowledge relating to AI is required to understand this module.

Tools and Additional Material

• 

 

 

 

 

Guidelines for Leadership

• Guidelines in Establishing your AI Roadmap

• Guidelines for Projects

• Guidelines for Training and System Deployment

• Additional Change Management Consideration

 
Learning Objectives

The learning objective of this module is to develop a solid understanding of the practical 
steps that should be taken to support an effective change management strategy to define and 
achieve your organization’s AI roadmap. 
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Introduction
While AI is best used to augment human skill and potential, the process for becoming an AI-pow-
ered organization can take time. The friction between legacy cultures and AI adoption can be 
difficult to address. AI applications deliver value when the organization changes its behaviour – 
policies, processes and practices – to be positioned to gain and apply benefits from AI.54

The full benefit of these [AI] technologies will be attained only if they 
are aligned with our defined values and ethical principles. We must 
therefore establish frameworks to guide and inform dialogue and 
debate around the non-technical implications of these technologies.55

The functional pillars of a change management framework in health care include: governance 
and leadership; stakeholder engagement; workflow analysis and integration; training and edu-
cation and communications.56 In addition, continuous monitoring and evaluation of performance 
against objectives in each of these pillars, and making course corrections based on the evalua-
tion as needed, helps ensure that change management initiatives succeed.57 

These foundational practices of health care change management remain applicable to AI. How-
ever, to address some of the unique challenges posed by AI as described in Module 2, success-
ful AI change management requires that leaders and their teams driving change pay particular 
attention to two important themes: trust and regulation.

Trust

Like any new technology, AI is disruptive. Moreover, it has proven to engender significant distrust 
in the general population. According to the Center for the Governance of AI at the University of 
Oxford, 82 per cent of Americans believe that robots and AI should be carefully managed, a figure 
comparable to results in Europe.58 65 per cent of Canadians agree that “government does not 
understand emerging technologies enough to regulate them effectively” and “worry that technology 
is out of control.”59 In the health care sector, one survey found that as many as six in 10 Canadians 
are interested in the potential benefits of AI in health care, but would trust a diagnosis made only by 
a physician.60 Building trust for AI adoption is critical. 

54 IEEE, 2020. Ethically Aligned Design: A Vision for Prioritizing Human Well-being with Autonomous and Intelligent Systems (version 2). <on-
line:https://standards.ieee.org/content/dam/ieee-standards/standards/web/documents/other/ead_v2.pdf>
55 Bughin, Jacques.2018, Wait-and-See Could Be a Costly AI Strategy. <online:https://sloanreview.mit.edu/article/wait-and-see-could-be-a-costly-
ai-strategy/>
56 Canada Health Infoway,2021. A Framework and Toolkit for Managing eHealth Change. <outline:https://www.infoway-inforoute.ca/en/re-
source-centre/toolkits/change-management>
57 ibid.
58 Baobao Zhang and Allan Dafoe, 2019. Artificial Intelligence: American Attitudes and Trends.<online:https://papers.ssrn.com/sol3/papers.
cfm?abstract_id=3312874RN>
59 Edelman, 2020. Edelman Trust Barometer. <online:https://www.edelman.com/trust/2021-trust-barometer>
60 Canadian Medical Association. 2018, Health Care System Needs to Catch up to the Requirements of the Google Generation. <on-
line:https://www.cma.ca/news/health-care-system-needs-catch-requirements-google-generation>
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Factors contributing to the AI trust deficit include:

• AI has been popularly described as a “black box” technology, where the predictions created 
by machine learning are based on unknown reasoning. 61

• Without adequate governance, machine learning can create biased predictions and unin-
tended differential impacts to individuals and groups.62

• The source and scope of the data used in machine learning raises many questions, particu-
larly in the context of “big data.”63 For example, does machine learning processing comply 
with data protection and privacy restrictions, and is there a risk of re-identification? Is the 
data sufficiently relevant, and rich enough in its information value, to generate robust, valid 
predictions that reflect the population that the hospitals serve? Does the data used for ma-
chine learning permit generalization of results, and if so, over what scope?64

• Automation, by AI or other means, naturally prompts questions of job elimination. Employees 
in health care organizations may harbour expressed or private concerns that AI systems are 
being deployed as part of an initiative to reduce staff. In clinical diagnostics, physicians may 
be concerned that their knowledge and experience is being “downgraded” when AI replaces 
or augments the diagnostic process.65

These disruptions erode stakeholder trust in AI change initiatives. Stakeholders will not support 
an AI system they do not trust. Users – clinicians, administrators, front line staff and patients – 
will not adopt an AI system they do not trust. AI change management processes must therefore 
be tailored to actively build trust, focused on data, explainability and the prevention of bias.

Regulation

New regulation is rapidly emerging for AI and numerous legislative proposals are currently 
under consideration, including (but not limited to) amendments to Canada’s federal Privacy 
Act,66 The Digital Charter Implementation Act, 2020 for updates to PIPEDA,67 Quebec’s new 
privacy law (previously Bill 64),68 the Ontario government’s public consultations on Trusworthy 

 

 

 

 

61 Bresnick, Jennifer. 2019, Can Healthcare Avoid “Black Box” Artificial Intelligence Tools? <online:https://healthitanalytics.com/news/
can-healthcare-avoid-black-box-artificial-intelligence-tools>
62 Johnson, Carolyn Y. 2019, Racial Bias in a Medical Algorithm Favors White Patients over Sicker Black Patients. <online:https://www.wash-
ingtonpost.com/health/2019/10/24/racial-bias-medical-algorithm-favors-white-patients-over-sicker-black-patients/>
63 Favaretto, Maddalena, et al. 2020, What Is Your Definition of Big Data? Researchers’ Understanding of the Phenomenon of the Decade. 
<online:https://dx.plos.org/10.1371/journal.pone.0228987>
64 Haibe-Kains, Benjamin, et al. 2020, Transparency and Reproducibility in Artificial Intelligence. <online:https://www.nature.com/articles/
s41586-020-2766-y>
65 Thierry Pelaccia, Germain Forestier and Cédric Wemmert. 2019, Deconstructing the Diagnostic Reasoning of Human versus Artificial Intelli-
gence. 191 Canadian Medical Association Journal E1332. E1334.
66 Government of Canada. 2021, Respect, Accountability, Adaptability: A Discussion Paper on the Modernization of the Privacy Act. <on-
line:https://www.justice.gc.ca/eng/csj-sjc/pa-lprp/dp-dd/raa-rar.html>
67 An Act to enact the Consumer Privacy Protection Act and the Personal Information and Data Protection Tribunal Act and to make conse-
quential and related amendments to other Acts. Bill C-11. House of Commons. 2020.
68 An Act to modernize legislative provisions as regards the protection of personal information, SQ 2021, c 25.
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AI69 and federal budget allocation for a Data Commissioner.70 For health care organizations 
wishing to participate in European markets, the EU proposed Artificial Intelligence Act would 
also be applicable.71 It is important that health care organizations plan for evolutions in the le-
gal and regulatory landscape within their AI change management initiatives, and integrate AI 
risk and impact assessments into their change management processes. This toolkit provides 
a detailed review of the proposed AI regulations in Module 3.

Unique Dimensions of AI Change Management

The unique dimensions of trust and regulation in AI systems have two immediate implications 
for AI change management for health care. First, AI change management requires a multidisci-
plinary lens, spanning technical, legal, regulatory and business perspectives. No single per-
spective is complete and collaboration across these perspectives must inform the health care 
organization’s change management processes. 

Second, health care organizations must ensure that their change management scope spans the 
full lifecycle of change, both on the technical and business fronts. These guidelines span lead-
ership, the organization’s roadmap of AI, AI projects and AI system deployment. The guidelines 
presented here are not exhaustive, but they do provide a practical starting point for successful AI 
change management.

Operationalizing Change Management for AI in Health Care

A. Guidance on AI Change Management Leadership 

The organization’s executive leadership, as well as its change management leaders, all play criti-
cal roles in building the trust needed for successful AI change management and ensuring that the 
organization complies with emerging laws and regulations. 

69 Government of Ontario. 2021, Consultation: Ontario’s Trustworthy Artificial Intelligence (AI) Framework. <online:https://www.ontario.ca/page/
ontarios-trustworthy-artificial-intelligence-ai-framework-consultations>
70 Bildfell, Connor. 2021, The New Federal Data Commissioner: A Glimpse into the Future. <online:https://www.mccarthy.ca/en/insights/blogs/
techlex/new-federal-data-commissioner-glimpse-future>
71 European Commission. 2021, Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL LAYING DOWN 
HARMONISED RULES ON ARTIFICIAL INTELLIGENCE (ARTIFICIAL INTELLIGENCE ACT) AND AMENDING CERTAIN UNION LEGISLATIVE 
ACTS. <online:https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-european-approach-artificial-intelligence>.
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Executive Leadership: Knowledge and Communications

• 

 

 

 

 

 

 

 

 

 

Ensure your change management leaders understand and are fluent with both the benefits 
and the barriers to successful AI adoption within the organization. Leaders must be confident 
and capable working with AI.

• Be clear and transparent in your communications about why AI is being considered within 
the organization and the benefits it is expected to yield.

• Be clear and transparent about the challenges of using AI in the organization. Define and 
communicate your expectations for explainability and the prevention of bias, and the practic-
es your teams will establish to fulfill your expectations.

• Be clear and transparent about how the organization will ensure that data used by the AI 
system is relevant to the stated business objectives, and that it meets legal data protection 
and privacy requirements.

• Establish a language of trust. Define it in concrete, measurable terms specific to your organi-
zation, and model it in your communications.

 

 

 

Change Management Leadership: Stakeholder Alignment

• Take a wide lens to identifying stakeholders, internal and external to the organization. Include 
not only stakeholders invested in the specific AI change management outcomes, but also 
those responsible for managing organizational risk and ensuring legal and regulatory compli-
ance.

• Benchmark your stakeholders’ readiness for AI adoption at the outset of embarking on any 
AI change management initiative. Stakeholder readiness includes knowledge, attitudes and 
willingness towards AI.

• Use the insights you gather through the benchmarking activity to inform your change man-
agement initiative. This may include tailoring communications based on existing knowledge 
and attitudes, inviting bi-directional communication to address any concerns or suggestions 
identified by your stakeholders and taking stakeholder readiness into consideration while 
goal-setting.

 

 

 

Change Management Leadership: Talent Assessment and Planning

• Assess the organization for the AI talent you will need to be successful driving change with AI 
– not for a single use case, but as an organizational competency across the AI roadmap. This 
could include varying degrees of depth of knowledge and experience segregated by role and 
ranging from high level awareness to deep development competencies. It could also include 
multidisciplinary skills.

• Establish forums for informal knowledge sharing and community building with AI.
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B. Guidance on Establishing Your AI Roadmap

The health care organization’s AI roadmap defines the business initiatives and supporting use 
cases in which the organization will invest, the time frame and the expected benefits. As we have 
seen, there is an enormous breadth of opportunity for AI in health care and the organization will 
need to consider how to evaluate and prioritize potential use cases. Typical evaluations of a port-
folio of use cases will consider the cross-section of a value ranking against the ease of imple-
mentation. For mature technologies, this may be appropriate evaluation criteria. However, for AI, 
change management leaders should expand the criteria to include additional considerations. 

By way of illustration, consider the use of AI in automated decision-making, which “either assists 
or replaces the judgement of human decision-makers.”72 automated decision-making entails a 
spectrum of possible interventions for the clinical or administrative decision-maker, as depicted 
in Table 5.73

Table 5: Spectrum of AI Interventions

1. AI offers alternatives

2. AI offers alternatives and narrows down selection

3. AI offers alternatives and recommends one

4. AI executes alternative with human approval

5. AI executes and informs human

6. AI executes and informs upon request

7. AI executes and informs only if AI decides it must do so

8. AI ignores the humans

 

 

 

 

 

 

 

 

It may be technically feasible for some use cases to proceed directly to levels three or four. Yet, 
change management leaders should consider the readiness of the organization to change to an 
ADS, and consider pacing change. Spending time at levels one, two and three fosters dialogue 
among users and stakeholders – especially when the ADS is used in cross-disciplinary clinical 
and hospital functions – which helps to build learning and trust. Starting with simple interventions 
and smooth user interactions will also build trust as a foundation for more complex systems 
at a later date. Change management leaders should include users and stakeholders, not only 
business leaders, in the evaluation process – their early engagement will also build trust. Proof-
of-concept exercises can also be a valuable tool in illustrating new concepts and incrementally 
building trust.

Further, change management leaders must be sensitive to the legal and regulatory requirements 

72  

 

Government of Canada Treasury Board Secretariat. 2017, Directive on Automated Decision-Making. <online:https://www.tbs-sct.gc.ca/pol/
doc-eng.aspx?id=32592>

 

73 Bates, David W, et al. 2003, Ten Commandments for Effective Clinical Decision Support: Making the Practice of Evidence-Based Medicine a 
Reality. <online:https://academic.oup.com/jamia/article-lookup/doi/10.1197/jamia.M1370>

 

https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32592
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32592
https://academic.oup.com/jamia/article-lookup/doi/10.1197/jamia.M1370


Canada Health Infoway Module 5: Change Management for AI Adoption in the Health Sector 46

applicable to the AI use cases they are considering in the roadmap. They should evaluate the AI 
use cases according to the appropriate standard of care, and by examining the risks and impacts 
of the ADS according to leading methodologies. 

 • Establish clear criteria to decide on the appropriateness of a particular AI use case.

• Include users and stakeholders in evaluating use cases.

• Consider organizational readiness for AI and the potential benefits of a gradual introduction 
of AI use cases.

• Incorporate the results of risk and impact assessments into the evaluation criteria for candi-
date use cases.

 

 

 

 

C. Guidance on AI Change Management for Projects

While many community hospitals and health care settings may not be developing AI algorithms, 
they may participate in co-creation of such algorithms with AI vendors. Typical change manage-
ment methodologies often pay limited attention to the actual software development practices used 
on projects. However, AI requires health care change management leaders to set expectations and 
work collaboratively with AI designers and developers to ensure that the resulting systems will be 
trusted by users and stakeholders, and will respect required standards of legal and regulatory com-
pliance. This means developing robust, high-quality algorithms from high-quality, information-rich 
data, and designing explainability and mitigation of bias into the AI system from the start. In addi-
tion to the guidelines listed below, the organization should consider the use of ‘sandbox’ environ-
ments for discovery and experimentation, and pilot deployments prior to full system deployment. 

Data

 • Ensure that the source and quality of the data are known, and that the collection and pro-
cessing of the data at any point in the design, development and deployment of the AI system 
complies with data protection and privacy regulation. If techniques such as de-identification 
are used, ensure that these techniques align with established, approved industry and/or legal 
standards.

• Ensure that the data are materially relevant to the AI system being developed. Be aware of, 
and follow, additional legal requirements when combining big data sources such as EMRs 
with other sources of internal or external data.

 

 

Robustness

 • Interrogate and document the scope of generalizability that the data permits, also known as 
“knowledge limits.”74 Ensure that the knowledge limits align with the intended use of the AI system.

• Establish and adhere to standards for AI accuracy, validity, reproducibility and replicability. 
Consider recent research and industry contributions to such standards, or engage special-
ized expertise to advise.

 

 

74 Phillips, Jonathon, et al. 2020, Four Principles of Explainable Artificial Intelligence. <online:https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.
IR.8312-draft.pdf>
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 • Ensure that AI systems are validated in-field prior to deployment.

Explainability

 • Be mindful of “black box” models that will not support current or future legal requirements for 
explanation, if necessary.

• Collaborate with stakeholders to define and set standards for explainability in AI outputs 
that build trust.

• Develop plain language explanations of the predictions and outcomes of the AI system, 
where required.

 

 
 

 

Bias

 • Set working standards and metrics for bias tolerance in AI systems that prevent discrimi-
natory outcomes. Such standards and metrics will typically be a matter of degree, should 
consider the standard of care and other applicable laws and regulations, and must align with 
leadership and stakeholder expectations.

• Ensure that all project participants, whether technical or non-technical, have an understanding 
of what bias in AI consists of, and of the organization’s standards and mitigations with respect 
to bias.

• Ensure that all project participants know what their personal responsibilities to mitigate bias 
are, and how to fulfill them.

• Develop, use established industry standards or engage specialized expertise to measure and 
mitigate biased outcomes in the AI system.

 

 

 

 

 
 

D. Guidance on Training and System Deployment

AI change management leaders must collaborate with project teams to ensure that system 
deployment proceeds in a way that builds trust. Though traditional system deployment methods 
may be applicable, change management leaders should pay particular attention to the following 
unique, incremental elements of successful deployment for AI.

Communications and Training

 • Deliver pre-deployment training and communications in plain language about the scope 
of the data that was used to build the system and its compliance with data protection and 
privacy, assurances that the system does not produce biased outcomes and how the system 
meets requirements for explainability.

• Be clear about what is, and is not, changing in the clinical decision workflow or process 
being impacted by the deployment of an AI system.

• Be clear about the role and authority of the AI system in clinical interventions or operations 
and emphasize that responsibility for taking action remains with the human, even when using 
an AI system.

• Instruct users on what to do if the system makes a recommendation they do not agree 
with or trust.
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Ongoing Monitoring and Evaluation

 • Provide a sensitive and responsive means for users and stakeholders to log issues with the 
system. This could include ticketing systems as well as communications forums. Enable us-
ers and stakeholders to report not only functional issues, but to raise more general questions 
related to trust in the AI system.

• Where the system uses dynamic data or is self-learning, ensure that the AI system is evaluat-
ed both on a periodic basis as well as on the basis of relevant triggers, to ensure that the AI 
system is still valid for its purpose and function.

 

 

 

AI System Upgrades and Retirement

 • In light of evolving laws for liability in the use of AI systems, proactively consider and take 
action relating to possible legal hold and preservation requirements of the AI system before it 
is upgraded or retired.

E. Additional Considerations 

The AI change management guidelines captured here remain applicable whether the health care 
organization is building the AI system in-house, buying the AI system or pursuing a hybrid build/
buy approach to realizing their AI roadmap. Where an organization is considering purchasing 
software from an external vendor for part or all of their AI-based change initiative, the hospital 
must work with the vendor to ensure that the software meets applicable legal and regulatory re-
quirements. The software must also be assessed as part of the organization’s process of risk and 
impact assessment, and it must be validated for operational alignment with the organization’s 
commitments to transparency, trust and the mitigation of bias. 

Conclusion

Health care organizations have compelling reasons to use AI to improve health outcomes for Ca-
nadians and for hospital operations. Evolving their change management process for the unique 
challenges and opportunities of AI will require additional focus on trust and regulation to ensure 
success. The guidelines presented here serve as a practical starting point on this journey. 
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Module 6:  
AI Governance: Structures, Roles and Responsibilities 

Overview

The development and use of AI draw new risks and opportunities that indicate the need for 
specific governance mechanisms. This module details some of the main components of an AI 
governance framework. The purpose is to steer internal discussions about AI governance in your 
organization and to provide some leading best practices on AI-specific governance issues such 
as fairness, robustness, explainability and transparency. 

This module introduces AI governance by focusing on the people, policies and procedures that 
govern the responsible and safe use of AI. The first section discussing “people” will provide 
guidance on the core elements for an AI governance committee. This module will also provide 
guidelines for three AI-specific policies ([i] explainability and transparency, [ii] automated decision 
systems and [iii] vendor assessment). In terms of procedures, guidance on AI risk assessment 
and data testing and monitoring will be provided. 

Target Audience

This module is primarily intended for roles within health care delivery organizations who are 
focussed on AI program and project delivery, including: senior leadership, AI project leads and 
clinical champions, legal, privacy and security professionals, and members of AI project steering 
committees and working groups.

Secondary audiences include other AI project team members, as well as other digital health 
stakeholders including the start-up and innovation community and others. 

No prior background knowledge relating to AI is required to understand this module.

Tools and Additional Material

• Guidelines for an AI Governance 
Committee

• Guidelines on the use of Automated 
Decision-Making

• Guidelines on Algorithmic Transparency 
and Explainability

• Guidelines on AI Vendor Assessment

• Guidelines on AI Risk Assessments

• Guidelines on Data Testing and Data 
Monitoring

 

 

 

 

 

 

Learning Objectives

The main learning objectives include:

• Understanding the key components of 
an AI governance framework

• Knowing the kinds of controls that should 
be in place with specific systems, such as 
automated decision-making systems (ADS)

• Identifying the elements of explainable AI

• Understanding some of the key questions 
to consider with regards to data testing 
and data monitoring
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Introduction
AI governance is an umbrella term that refers to the management and oversight of AI systems in 
use. AI governance can be organized according to people, policies and procedures that govern 
the responsible and safe use of AI. The guidance for an AI governance framework provided here is 
generally sector agnostic, meaning that the types of policies and procedures are relevant to almost 
every sector using AI. In the health care context, however, the inclusion of patient and clinician 
input is essential to targeted and relevant policies. 

In this module: 

 • “People” refers to talents and skillsets that should form part of an AI governance committee.

• “Policies” refers to guidance about specific AI risk considerations. Guidelines for three 
AI-specific policies ([i] explainability and transparency, [ii] automated decision systems and 
[iii] vendor assessment) are provided given the prominence these issues take in the responsi-
ble AI literature. Policies on data quality, bias testing, system monitoring and decommission-
ing, AI security and robustness parameters and AI training are also important features of the 
suite of AI policies.

• “Procedures” refers to operational guidance on implementation. In this module, we provide 
guidance on AI risk assessment procedures and data testing and monitoring. However, a 
comprehensive AI governance plan should also include, among other things, an AI incident 
response plan and system monitoring and decommissioning procedures.

 

 

 

 

PEOPLE

POLICIES

PROCEDURES

AI governance committee consisting 
of a multi-disciplinary team 

Broad mandate for procedural and 
substantive input for responsible AI

AI Governance 
Framework

AI risk assessments

Algorithmic transparency 
and explainability

Vendor assessment

Algorithmic decision-making systems

Data testing and data monitoring
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Operationalizing AI Governance in Health Care

There are a number of investments that health care organizations should make in order to devel-
op comprehensive data governance frameworks and policies; these should be in place before 
the deployment of AI systems. These could include:

A. AI governance committee. An AI governance committee is recommended to provide organi-
zation-wide oversight over AI investments, initiatives and education.

B. AI ethics code. A code sets out the ethical principles that guide the organization’s choices of 
AI vendors, use cases and applications.

C. Algorithmic explainability policies. Increasingly, organizations are expected to provide some 
level of detail about how the AI system rendered its output. What constitutes the appropriate 
level of explainability is nuanced. Establishing guidelines on the organization’s explainability ex-
pectations streamlines AI procurement or development decisions and helps to demonstrate the 
organization’s dedication to responsible AI.

D. Guidelines on the use of ADS. Systems that assist or replace human judgment require specific 
oversight and controls. A policy related to AI systems is valuable in order to comply with emerging 
regulations and to provide appropriate technical and administrative mechanisms to document and 
report on ADS.

E. AI vendor assessment policy. Given the complexity of AI systems and the sensitivity of 
potential use cases, health care organizations need to carefully assess and choose AI vendors. 
Established AI vendor assessment processes should be in place and complement other existing 
privacy, security and technical assessment criteria.

F. AI risk assessments. AI risk assessments require consistent and comprehensive criteria to 
assess the various categories of risk associated with particular AI applications in the context of 
their use (meaning, for example, computer vision for PPE compliance).

G. Data testing and data monitoring policies. There are various international and national data 
quality standards that may be appropriate for your organization. Deciding which standards for data 
quality and completeness to adopt or develop will guide your organization’s assessment of AI sys-
tems, vendors, and, where appropriate, your own development of AI systems.

Other AI-specific policies will include an AI ethics framework, human intervention policy, decommis-
sioning policy and AI incident response policies. Guidance for these various policies and assess-
ments is provided below.
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PEOPLE POLICIES PROCEDURES

A. Guidance on an AI Governance Committee or 
Working Group
Creating an AI governance committee or working group of an existing data governance commit-
tee can be an effective way to promote proper oversight for safe deployment of AI systems.

“AI governance must be implemented as a formal set of guidelines with 
enterprise-level authority. This sends a clear message to the organization 
that AI is considered strategic and has the attention of senior executives.”
(Source: Healthcare Provider CIOs: Get Ahead of AI Innovation with Strong AI Governance)

Some key functions of an AI governance committee or working group (the “Committee”):

 • Comprehensive coordination: The Committee should be set up to receive input from various 
sources, with particular emphasis on clinical and patient input, from within and outside the 
organization. The Committee plays an important coordination function by bringing together var-
ious stakeholders and experts to inform the design and development of the system.

• Accountability procedures: AI should be deployed within a framework of relevant and tailored 
policies and procedures to effectively safeguard its responsible use in health care. The Com-
mittee should be responsible for the development and oversight of applicable AI policies.

• Strategic foresight and planning: The Committee can provide strategic guidance for AI 
projects and pilots. This includes ensuring that the appropriate monitoring and key perfor-
mance measures are in place to demonstrate not only the effectiveness of business out-
comes, but also how risks associated with the system are being mitigated.

• Consultations and engagement: Having broad consultations, internal and external to the or-
ganization, can improve transparency and trust. The Committee should establish consultation 
and feedback mechanisms to promote effective change management within the organization 
and demonstrate commitment to patient-centric innovation.
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Gathering a multidisciplinary team

Effective deployment of AI requires diverse teams that bring different skill sets and backgrounds 
to the table. Clinicians’ input is critical for aligning with practical priorities and needs. Wherev-
er possible, patient input is often invaluable as well. It is important to identify clinician change 
champions with an interest in AI. 

Depending on your organization, the roles outlined below might be configured in different ways 
or concentrated among one or two people.

Roles Responsibilities

Clinical and  
Subject Matter Experts

Developing AI requires deep understanding of the domain in which the 
system will operate. In practice, this means that health care professionals 
will need to be involved in the design and development of AI systems.

Data Scientists Data scientists are the architects of the AI system. They provide the “what” 
for an AI project by building, training and optimizing the models.

Data Engineers Data Engineers are the programmers that formalize the code required for 
the system to operate. Data engineers provide the “how” for an AI project.

Product Manager Product Managers provide the “why” and inform product requirements and 
design.

Ethicists Ethicists are responsible for considering the principles that underpin the 
potential harmful effects of AI, as well as the use cases in which the sys-
tems may be applied.

Lawyers Lawyers provide legal analysis of the laws and regulations that apply to an 
AI system. Lawyers also help identify risks of AI systems in the health care 
setting and can draft appropriate agreements for the procurement of AI 
systems.

Senior Management This is the team with overall accountability for the AI system that is devel-
oped and used within your organization.

Human Resources Human Resources can support employee training and address potential 
issues related to organizational impact of AI. 

Vendors Where a system is developed by a third party, vendors play a key role in 
providing training, support and knowledge transfer activities to ensure that 
your organization acquires knowledge of the system necessary to deploy it 
responsibly.
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Key AI-related activities

Below are some of the specific AI-related activities that could require the Committee’s attention. 
Organizations should review this list and determine the extent to which these are adequately 
covered within existing governance frameworks.

Category Activity Examples of Policies and Procedures

Data quality • Ensure that proper data quality (e.g. datasets that are rep-
resentative, complete, accurate and consistent) processes 
and controls are in place

• Establish data quality standards and performance metrics

• Guidelines and policies on data quality

• Data governance frameworks

Model testing • Define the safety requirements for an AI system according 
to its use, and determine the controls that must be in place 
to promote safety (e.g. against unintended consequences) 
and security (e.g. against attacks or system corruption)

• Policies on explainability

• Guidelines on human oversight

• Guidelines on automated 
decision-making

Risk 
assessments

• Develop (or leverage tools for) baseline criteria to assess 
the risk of an AI system in the context of its expected use

• Consistent criteria to assess areas of potential harm of 
the system in the expected context of use should be 
established for each AI system

• Algorithmic Impact Assessment 
framework

Ethics and 
values alignment

• Create a code of ethics and principles for AI

• Provide ethics training

• Establish an ethics board or sub-committee

• Principles for AI Ethics

• Codes of Conduct

• AI ethics curricula

Compliance • Ensure that the development of AI systems comply with 
regulations and organizational policies

• Applicable regulations, data protection 
laws, privacy and other internal policies.

Strategy • Identify strategic opportunities and value for AI innovation

• Develop activities that support a culture that champions AI 
innovation

• Invest in AI products and services

• AI strategy

• AI Vendor Assessment

Consultation & 
engagement

• Stakeholder engagements

• Develop regular feedback mechanisms to determine how 
the AI system is performing

• Where relevant, gather public / external feedback about AI 
applications and uses

• Policies on explainability

Change 
management

• Anticipate how AI systems in general can impact the 
morale of your organization

• Identify employee training needs

• Develop change management strategies to support a more 
robust innovation strategy

• Policies on change management

• Training manuals
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PEOPLE POLICIES PROCEDURES

 
B. Guidance on Operationalizing AI Ethics 
Ethics Guidance 

As discussed throughout this toolkit, AI systems are not inherently neutral, infallible or fair. AI 
ethics provides a framework for thinking about ways to reduce harm and increase social benefit 
for patients. 

To guide some of the thinking and decisions that need to be made when deploying AI applica-
tions in the health care context, we provide the following considerations: 

1. Operationalize ethics in governance.  
In health care, ethics is top of mind. Organizations should approach AI ethics systemically 
and comprehensively by engaging clinicians, administrators, data science teams, executives 
and patients. Addressing AI ethics does not necessarily need new governance infrastructure. 
If an organization has an authoritative committee to deal with data and innovation, it is often 
easier to build up from existing mandates than to reinvent. The importance of operationaliz-
ing ethics follows:

• Establishing AI ethics as part of governance sets the right tone and signals to the organi-
zation as a whole that responsible innovation is a key strategic consideration

• Ethical data use is a natural fit that should form part of the broader data governance 
suite of considerations (i.e., privacy, security and data quality controls)

• AI ethics is a potentially high-risk area that needs executive level decision-making and 
necessitates accountability from senior officials from across the organization

 

 

 

Use ethical frameworks 

There are several ethical frameworks already available to help organizations in their thinking. 
Examples of such frameworks include: the Montreal Declaration for the Responsible Devel-
opment of AI, IEEE Ethically Aligned Design, and the EU’s Ethics Guidelines for Trustworthy 
AI (see Annex 1 of this toolkit for more examples). Note that these frameworks are not spe-
cific to the health sector. It is worthwhile to spend time developing an AI ethics framework 
that draws inspiration from the examples provided here but that is tailored to the specifics of 
your organization and the population you serve. 

https://recherche.umontreal.ca/english/strategic-initiatives/montreal-declaration-for-a-responsible-ai/#:~:text=The%20Montreal%20Declaration%20for%20a%20Responsible%20Development%20of,and%20inclusive%20orientation%20to%20the%20development%20of%20AI.
https://recherche.umontreal.ca/english/strategic-initiatives/montreal-declaration-for-a-responsible-ai/#:~:text=The%20Montreal%20Declaration%20for%20a%20Responsible%20Development%20of,and%20inclusive%20orientation%20to%20the%20development%20of%20AI.
https://recherche.umontreal.ca/english/strategic-initiatives/montreal-declaration-for-a-responsible-ai/#:~:text=The%20Montreal%20Declaration%20for%20a%20Responsible%20Development%20of,and%20inclusive%20orientation%20to%20the%20development%20of%20AI.
https://op.europa.eu/en/publication-detail/-/publication/d3988569-0434-11ea-8c1f-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/d3988569-0434-11ea-8c1f-01aa75ed71a1
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There are no ‘one-size-fits-all’ ethical frameworks. Some core principles and values that 
apply in the health care context include:

• Ensuring AI in health care is safe, effective and equitable

• Ensuring AI in health care serves better patient outcomes and more efficient administra-
tion of health care institutions

• Improving access to health care

• Patient-centric AI development to enhance patient experience in the health system as 
well as better health outcomes

• Inclusive design where the AI solution is relevant and beneficial to patients across vari-
ous socio-demographic groups, considering factors such as age, gender, origin, etc.

• AI ethics that promotes and aligns with existing ethical norms within the medical community

 

 

 

 
 

 

 

2. Build organizational ethical awareness.  
Leading an organization through technological change starts with education. Raising aware-
ness and developing appropriate training and educational programs are important compo-
nents of mitigating ethical risks. Curricula must be multidisciplinary and engage AI develop-
ers, health care leaders, clinical teams, patients, families and caregivers and cover a range of 
legal, technical, social and health care considerations. 

3. Develop specific ethics guidelines and policies.  
There are a number of areas where specific ethical guidelines may be warranted for the use 
of AI in your health care organization. For example, guidelines on how to obtain informed 
consent from patients when employing an AI diagnostic system. Developing guidelines on 
how to properly explain the role of the AI system, as well as its benefits and risks, will reduce 
the risk of liability, ensure proper informed consent and promote quality of care by address-
ing any potential uncertainties and fears patients may have. 

Operationalizing data and AI ethics is not an easy task. It requires buy-in from senior leadership 
and cross-functional collaboration. In Module 5 we discussed some of the key change manage-
ment considerations and best practices when implementing new AI technologies and solutions.
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Seven Principles for Trustworthy AI

HUMAN AGENCY AND OVERSIGHT:
Including fundamental rights, human agency, and human oversight

TECHNICAL ROBUSTNESS AND SAFETY:
Including resilience to attack and other security risks, fall-back plan and general safety, 
accuracy, reliability, and reproducibility

PRIVACY AND DATA GOVERNANCE:  
Including respect for privacy, quality and integrity of data, and access to data 

TRANSPARENCY:
Including traceability, explainability and communication

DIVERSITY, NON-DISCRIMINATION, AND FAIRNESS:
Including the avoidance of unfair bias, accessibility and universal design, and stakeholder 
participation

SOCIETAL AND ENVIRONMENTAL WELLBEING:
Including sustainability and environmental friendliness, social impact, society, and democracy

ACCOUNTABILITY:
Including auditability, minimization and reporting of negative impacts, trade-offs, and redress

  
 

 

 

  
 

  

 

  
 

  
 

Ethics guidelines for trustworthy AI - Publications Office of the EU (europa.eu)

http://europa.eu
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PEOPLE POLICIES PROCEDURES

C. Guidance on Algorithmic Explainability
Increasingly, organizations are expected to provide more detail about how their AI systems op-
erate; that is, why the system rendered a particular output. These expectations are increasingly 
regulatory, but also come from patients, clinicians and other users of AI systems who seek to 
better understand the process leading to the output. Some AI systems are so complex that 
their analytical process is difficult, if not impossible, to interpret. This means that the reason 
for the output is opaque: one cannot interpret or consider the reason for the system’s decision, 
recommendation or prediction, but must simply accept the output without querying the pro-
cess or variables that affect the output. 

These guidelines are intended to help your organization develop a framework for improving the 
explainability of your AI systems in the health sector. What constitutes an explanation for an AI 
system is nuanced and needs to be understood in context. There are a number of considerations 
that should taken into account. 

Understand what might constitute a meaningful explanation to those affected by the system

Different audiences require different forms of explanation in different contexts. For example, 
developers may require technical detail about functionality, regulators may need explanations 
about how the data was processed and users may want to know which factors led to an output. 
Identify what type of explanation would be the most relevant and meaningful, keeping in mind 
that there may be more than one type of explanation needed. 

Best practice

Establish a process of stakeholder engagement to assess what would constitute a mean-
ingful explanation. Document the explanations that have been identified as useful by your 
stakeholders. Documenting these findings could be useful for your own accountability and 
auditing purposes.
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Identify the types of explanations that can be provided

What is technically feasible to provide as an explanation can vary based on the AI system. Below 
is a list of examples of possible explanations and the methods to provide them. The list is not ex-
haustive. It is intended for illustrative purposes only, to help guide discussions about what types 
of explanations should be provided for AI systems in use.75

Examples of questions 
to consider as part of an 
explanation Examples of ways to provide explanation

What algorithms were used? Publish algorithm / provide access to source code

How does the system work? Provide details on system functionality. This could include providing the 
characteristics, capabilities and limitations in performance

What influences an 
outcome?

Document AI system input variables and associated weights, and explain 
how changes to variables and weights affect outputs

How could the outcome have 
been different?

Consider the use of counterfactuals to illustrate the characteristic of the 
input data that would need to change to have an alternative output

What data was used for the 
AI system?

Document and / or disclose information about sources and categories of 
data for the training dataset for the AI system

What steps were taken to 
make sure the system is fair 
and unbiased?

Provide specifications of input data or other information that pertains to 
training, validation and testing to demonstrate that it represents the per-
sons or groups of persons on which the system is intended to be used. 
This could include the use of fairness metrics, data quality indicators and 
key performance measures

How do you know the 
system is reliable?

Provide information about external validation, accuracy ratings, and system 
robustness (e.g. stress tests and adversarial intervention assessments)

How did you consider 
potential impact that this 
system may have on users?

Provide information on the risk assessments that were done which in-
clude the known or foreseeable risks, and associated mitigation mea-
sures taken

Best practice

• Identify within your organization those that will be accountable to manage and oversee 
explainability requirements.

• Ensure you have a designated human point of contact for individuals that may want 
more information or may want to contest a decision or output made by the system.

75 Information Commissioner’s Office, and The Alan Turing Institute. 2021, Explaining Decisions Made with Ai. <online:https://ico.org.uk/for-or-
ganisations/guide-to-data-protection/key-dp-themes/explaining-decisions-made-with-artificial-intelligence/>
 

 
 

 

https://ico.org.uk/for-organisations/guide-to-data-protection/key-dp-themes/explaining-decisions-made-with-artificial-intelligence/
https://ico.org.uk/for-organisations/guide-to-data-protection/key-dp-themes/explaining-decisions-made-with-artificial-intelligence/
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Aim for clear explanations that are easy to understand 

Explanations should be presented in non-technical, plain language that is clear and understand-
able to users. They could be provided through written explanations, visualizations, charts and/or 
tables, among other examples. 

In some instances, meeting explainability requirements may require having human intervention 
to enable the interpretation of AI systems by users. This is sometimes referred to as having a 
“human-in-the-loop.” In such instances, specific policies and procedures should be in place to 
ensure that those responsible for providing human oversight fully understand the system’s func-
tionalities and the common risks and issues associated with the system, and that they are able to 
effectively communicate the rationale that went into an output.

Best practice

All explanations need to be expressed in clear and understandable language that is 
accessible to all affected individuals, especially the most vulnerable or disadvantaged.
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The Value of Explainable AI in Health Care
TRUST:
Providing explanations to patients will help foster trust and reassure patients about the safety 
and equity of the AI system.

COMPLIANCE:
Many regulations are now requiring that explanations be provided when an AI systems makes 
a decision or supports in decision-making. Knowing how to effectively explain AI decisions 
will help mitigate risks of non-compliance.

ENHANCED SERVICE DELIVERY:
Providing explanations to patients helps ensure that AI supported care delivery is patient-centric.
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PEOPLE POLICIES PROCEDURES

D. Guidance on the Use of Automated 
Decision-Making System

 

As the use of automated decision-making systems is becoming more common, health care organi-
zations need to establish the right policies and procedures to ensure that the use of such systems 
have the appropriate guardrails. These guidelines will provide you with the essential considerations 
you need to deploy ADSs safely and effectively.

What Is an ADS?

An ADS is a computer-based algorithm that can be used to assist or replace the judgment of a 
human decision-maker. Guidance from the federal government states that ADSs can consist of 
rules-based systems, regression analysis, machine learning approaches and a wide variety of 
other statistical approaches.76 

Planning for oversight and controls when using ADS

We provide some recommendations below for establishing a process of accountability and 
oversight to support the increased use of ADS. We also offer some best practices to facilitate the 
drafting and implementation of a policy on ADS that seek to comply with emerging regulation. 

1. Know what you have: Identify the ADSs within your organization 

Definitions of what constitutes an ADS are still evolving. Your organization should go through 
the exercise of defining what constitutes an ADS in a way that is practical and relevant based on 
guidance provided in the definition above. 

Common elements of a definition include:

 • Systems that assist or replace human judgement in decision-making;

• Underlying algorithmic technique not determinative, i.e., can include varying models and 
statistical techniques; and

• Systems that will have an impact on individuals or the environment.

 
 

  

76 Treasury Board, 2021, Directive on Automated Decision-Making. <online: https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32592> 

https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32592
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Factors to determine whether the ADS plays a significant role in decision-making

Recommendations

Decisions

• Present relevant information to the decision-maker
• Alert the decision-maker of unusual conditions
• Present information from other sources (“data matching”)
• Provide assessments, for example by generating scores, predictions or classifications
• Recommend one or multiple options to the decision-maker
• Make partial or intermediate decisions as part of the decision-making process, or
• Make the final decision.

 
 
 
 
 
  
  

Source: Regulating AI: Critical Issues and Choices Layout 1 (lco-cdo.org) 

Best practice

Create an inventory of all the ADSs that are in use in your organization. This should include 
documenting data type used by the system, source of collection, description of the sys-
tem and its intended use. The inventory should also include references to any applicable 
policies or regulations that could apply to these systems.

2. Assess the risk: Conduct a risk assessment of the ADS

As ADSs can range in their scope of impact, control measures should be proportionate to the 
potential risk of the system. As a result, ADSs should undergo a risk assessment to quantify and 
measure the actual level of risk it poses.

Best practice

Having an established and formalized risk assessment process eliminates guesswork, 
provides heightened accountability, and enables organizations to more effectively deter-
mine the appropriate measures required for their system.

 

 

3. Establish controls: Determine the appropriate mitigation measures based on risk

While specific mitigation measures will vary based on the risk and severity of foreseeable harms, 
the following seven areas should be a part of the control measures for all ADSs. The requirements 
and controls suggested below are considerations only. They are intended to serve as a baseline; 
higher risk systems should include more stringent measures. The determination as to what con-
stitutes appropriate controls should be done whenever possible within established governance 
structures and include, at minimum, legal counsel. 

Best practice

Controls need to be established in context rather than one-size-fits all requirements.

https://www.lco-cdo.org/wp-content/uploads/2021/04/LCO-Regulating-AI-Critical-Issues-and-Choices-Toronto-April-2021-1.pdf
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Category Requirements and Controls

Transparency Description of the intended purpose of the AI system.
General technical information detailing the parameters and variables that are used by the system 
to render an output or decision. This could include providing the characteristics, capabilities and 
limitations in system performance.
Information about sources of data and the methods that were used to collect the data.
Specifications of input data or other information that pertains to training, validation and testing to 
demonstrate that it represents the persons, or groups of persons, on which the system is intended 
to be used.
Summary of the results of the risk assessment. This could include areas of identified impact, 
severity of risk and mitigation measures taken.

Explainability See guidance on explainability above.
What is technically feasible to provide as an explanation can be based on the algorithms or data 
used by the system. Below are some of the methods that could be used to provide an explanation:
• Explanation of which weights and variables were used and how they affected the output;

• Use of counterfactuals (or example-based) explanations to illustrate which characteristics of 
the input data would need to have changed to have an alternative output; and

• Establish a process where human oversight is built in the process to ensure that a human can 
provide interpretability and explanations to users, as required.

All explanations need to be expressed in clear and understandable language this is accessible by 
all affected individuals, especially the most vulnerable or disadvantaged.

Disclosures and notices Individuals should be given notice that a decision will be made in whole or in part by an ADS.
Upon request, an organization should make available a general account of how it makes use of 
ADSs that could impact an individual personally.
A designated human point of contact should be made available for individuals that may want 
more information or to contest a decision or output made by the system.

Peer reviews and audits External researchers and auditors should be given access to review the system, from time to time.

Human intervention In some automated decision-making applications, human intervention mechanism may need to be 
built into the process. This could include having human oversight to:
• Monitor operations and address performance issues as they occur;

• Override, disregard or reverse system outputs;

• Stop the system through a “kill-switch” or another abort procedure; or

• Correctly interpret system outputs and provided explanations, as required.

Recourse Users should have recourse options made available to challenge any decision made about them 
by an ADS.

Training Employees need to have adequate training in the design, function and implementation of the ADS 
to be able to review, explain and oversee its operations.
In certain instances, this could include re-occurring training courses and a means to verify that 
training has been completed.
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E. Guidance on AI Vendor Assessment 
Given the complexity of AI systems and the significance of their impact – both positive and 
(potentially) negative — it is important for health care institutions to specifically consider certain 
AI-related issues as they relate to procurement and vendor assessment. The aim of this section is 
to provide a checklist with some of the key questions and considerations to ask vendors before 
procuring AI systems.

How to use the checklist

This checklist should be used as a guide when evaluating vendors for any AI-related programs, 
initiatives or projects in the health care context. It should be used when assessing a new vendor, 
or for any material changes to existing vendor relationships, in accordance with the section be-
low (see Vendor Assessment). Note that this checklist does not replace other vendor assessment 
processes that may be in place within your organization. It is meant to complement assessment 
processes by adding certain specific AI-related considerations. For example, it would comple-
ment existing privacy, security and technical assessment criteria. 

This vendor assessment checklist should be approached proportionally, taking into consider-
ation the risk of the AI system that is to be procured. That is why it is critical, prior to purchas-
ing any AI system, to conduct an early risk assessment to determine the appropriate risk level 
of the AI system.

While the following checklist provides the key categories and type of questions that all AI vendors 
should be asked to answer, the assessment should be conducted in context, taking into consider-
ation the nuances and specific risks associated with the AI system.

Vendor Assessment

The purpose of the assessment is to support the appropriate due diligence on vendors regarding 
AI-specific issues. This checklist is illustrative. It recommends guidance questions that support 
ethics, privacy, security and procurement officers. 
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Category Guiding Questions 

Commitment 
to responsible 
innovation

• Does the vendor have a track record of providing reputable services and a 
demonstrated commitment to responsible and ethical innovation?

• Can the vendor demonstrate examples of how it addresses ethical prac-
tices when delivering AI?77

• Does the vendor have ethical frameworks or specific AI policies in place? If 
so, obtain a copy.

• What values does the organization have?

Value alignment • Does the vendor acknowledge, understand and support your organization-
al values and principles that are guiding the development and use of your 
proposed AI system?

• Do the vendor’s values align with your organization?

Inclusivity • Does the vendor have a diverse, multidisciplinary team?

Nature of technology • Does the vendor’s system use rules-based systems, regression analysis, 
predictive analytics, machine learning, deep learning or neural nets? 78

• Is the use of AI necessary for the desired outcome?

• Will the system be used to replace or assist human decision-making? 79

Risk management • Does the vendor have a documented risk management process with 
regards to the operation of their AI system? For example, has the vendor 
identified known and possible risks of using their computer system? If so, 
obtain a copy.

• What controls has the vendor put in place to reduce the risk of harm?

• Is the vendor prepared to be part of your organization’s risk assessment 
protocol? This includes, for example, being involved in the identification 
and evaluation of risks and in the development of suitable risk management 
measures.

• Has the vendor performed an AI liability assessment? If so, obtain a copy.80

 

 
 

 

  

 

 

  

 

 
 

 

 

 

 

 

 

 

 

77 For the purposes of the assessment, ethical practices include “practices which are transparent, respect procedural fairness, and demonstrate 
high-quality data practices.”
78 These questions seek to understand the level of sophistication of the AI system. Systems with higher algorithmic complexity will add addi-
tional challenges when it comes to explainability and transparency, for example.
79 Privacy laws in Canada are moving toward requiring an inventory of all systems that assist or replace human decision-making about an 
individual, particularly where the decision is expected to have a significant impact on the individual.
80 AI liability assessments are emerging; they are not yet standard. It is important to ask about them to determine if the vendor has applied an 
appropriate level of diligence to their AI system. If they have, your organization will want to obtain and review the assessment to assist in its own 
risk analysis.
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Category Guiding Questions 

Data quality testing • Does the vendor have documented processes to test data for completeness, 
representativeness and accuracy? If there is a data quality report, obtain a copy.

• Has an assessment been done to see if the source of data is suitable for the 
intended purpose (including how and why the data was collected)?

• Has the vendor identified any potential data gaps or shortcomings, and how 
those gaps and shortcomings can be addressed?

• Has the dataset been examined with view toward potential bias? This 
includes ensuring that it is representative of the population to which the 
algorithm will be applied.

• Has the data been adequately prepared, e.g. through clear annotations, 
labelling and aggregations?

• What are the key performance indicators and minimum performance metrics 
that the system must meet, as determined by the vendor?

• Has the vendor put in place a regular audit process to evaluate the ongoing 
use of its system? If so, obtain a copy of the documented process.

Data access • Will the vendor allow your organization to access the data used and produced 
by the system?

• If restricted access is justified, will the vendor provide representative sam-
pled data sets?

Data sharing • Will your organization be providing any data to the vendor?

• If so, what data governance standards and policies does the vendor have in 
place? Obtain a copy of all relevant data policies and governance frameworks.

• Will your organization provide any data that could contain personal or sen-
sitive information? If so, a detailed review of the vendor’s privacy program 
should be conducted.81

• What mechanisms will be used to protect the security of the data in transit?

 

 
 

 

 

 

 

 

 

 

 
 

  

 
 

 

 

81 This would include for example reviewing the vendor’s data breach policy and incident response protocol and other data governance frame-
works.
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Category Guiding Questions 

Algorithmic  
explainability

• Will the vendor use customized algorithms?

• Will the vendor be providing you with information on their model-building 
methodology? (e.g., How do they select variables? What testing and valida-
tion processes are used?)

• How explainable are the outputs of the system?

• What mechanisms does the vendor propose to make the system more trans-
parent and explainable? For example: disclosing what training data was used, 
which variables contributed most for a specific outcome and data quality 
tests conducted to ensure that the system performs as intended.

• Would the vendor consider using additional technology solutions (some-
times referred to as XAI “explainable AI tools”), to increase transparency 
and explainability of system outputs?

• What additional information about the system is the vendor prepared to 
make available to users?

Human Oversight • What human oversight mechanisms does the vendor have in place? For 
example, are there measures in place that would enable a human to effec-
tively intervene in, override or reverse system outputs?

Accountability • Would the vendor allow third party audits of their system?

Knowledge Transfer • Does the vendor have a knowledge transfer plan to ensure that your organi-
zation will be able to effectively use the tool on their own?
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F. Guidance on AI Risk Assessments
To successfully deploy AI solutions, health care organizations need a practical framework to 
meaningfully assess the risks associated with AI.

What is an AI risk assessment?

An AI risk assessment is a process for evaluating and documenting the impacts an AI system 
may cause and identifying mitigation measures for those impacts. Risk assessments principally 
address three questions: 

 • What does the AI system do?

• What are the known or foreseeable risks associated with the system?

• What are the appropriate corrective measures that should be taken to mitigate those risks?

 

  

  

Why do we need AI risk assessment processes?

Having an established and formalized risk assessment process eliminates guesswork, provides 
heightened accountability and enables organizations to more effectively determine the appropri-
ate measures required for their system.

AI risk assessments can serve as an important mechanism to achieve key health care policy 
goals, by: 

 • Promoting the patient’s right to be informed about all aspects of a proposed treatment;

• Increasing accountability by establishing the capacity to evaluate AI systems;

• Demonstrating due diligence by anticipating issues and pro-actively managing the risks such 
as disparate impacts and patient harm;

• Ensuring patient-centric design by establishing mechanisms to include patient perspectives 
in AI related decision-making; and

• Enabling physicians to increase their knowledge of the social and ethical implications of AI-
based technologies.
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What does an AI risk assessment measure?

Assessing algorithmic risk should involve multiple perspectives on the technical, social, ethical 
and legal impacts that a system may have. The intention is to conduct this type of assessment 
for each AI system that is intended for use, considering the context of its deployment (e.g. as-
sess the computer vision system in the context of PPE enforcement). 

The following are suggested questions to guide your organization’s practices in assessing AI risks:

Assessment categories Examples of questions

System assessment
Assess the system’s intended use and 
functionality. Certain applications and 
algorithmic techniques are riskier than 
others and may warrant specific miti-
gation measures and considerations.

• Will the AI system be replacing human decision-making in 
making determinations?

• Will the AI system be supporting clinicians in making medical 
decisions?

• Will the AI system be interacting directly with a patient?

• Will the AI system be using biometric identification?

• What are the algorithmic techniques that will be used by the 
system? How interpretable will the algorithm be?

Positive impacts on medical 
practice
Clearly assessing positive impacts 
will enable more effective cost-benefit 
analyses. If the positive return is low 
and the risks are high, organizations 
should question why deploying such a 
system is warranted.

• How will this system improve patient care?

• What are the efficiency gains?

• How will this system help health care professionals do their 
job better?

• What risks to current processes is the system addressing?

Organizational readiness
Deploying AI systems almost always 
has organizational impacts that need 
to be considered early in the process. 
These impacts range from develop-
ing new policies and procedures, 
personnel training and re-skilling and 
governance requirements.

• Will the AI system affect current employee roles and  
responsibilities?

• Will it lead to workforce redundancies?

• Will employees need new training?

• Are existing policies adequate to cover safe and effective 
operationalization of the system?

• Are the right accountability and governance structures in place?

• Does the organization have the right talent mix to manage the 
system internally?
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Assessment categories Examples of questions

Reputational impact
There are ongoing public distrust 
issues with the use of AI. If an AI 
system either does not operate as in-
tended or is perceived not to operate 
as intended (e.g., biased outcomes, or 
error rates), this can lead to significant 
reputational harm.

• If the system does not operate as intended, could it lead to 
negative media coverage or impact the trustworthiness of 
the organization?

• If the system does not operate as intended, could it nega-
tively impact patients’ expected standard of care?

Legal impacts
There are often regulatory issues that 
need to be considered when deploy-
ing AI systems. This could include 
applicable data protection legislation, 
health privacy laws, as well as specific 
legal liability considerations.

• What laws and regulations apply to this system?

• Are there specific compliance requirements that need to be 
met and documented?

• Has a legal assessment been conducted to identify liabilities 
and other legal issues?

Risk of harms
Conducting an analysis to identify the 
known and foreseeable risks associ-
ated with the system is critical. When 
looking at harm it is important to con-
sider risks from a broad perspective 
including risks to individuals, groups 
of individuals and the environment.

• Could the AI system cause physical injury to a patient?

• Could an inadvertent outcome deny a patient services or 
treatment?

• Could an inadvertent outcome include potential discrimina-
tory or biased outcomes?

• Would an error in system output have a broad impact poten-
tially affecting multiple patients?

Data quality
Existing data practices and quality 
control mechanisms need to be as-
sessed. This includes considering per-
formance metrics, and the data testing 
and monitoring processes in place.

• Have data quality standards been established and docu-
mented?

• Have potential data gaps or shortcomings been identified?

• Are audit logs in place to ensure traceability of the system’s 
functionality throughout its lifecycle?

• Are there processes in place to test levels of accuracy and 
monitor system outputs?

• Are system tests adequately documented?

Patient-centric considerations • Where appropriate, can data outputs be translated into 
plain-language explanations?

• Is information about the system shared with patients to help 
them make informed choices prior to engaging with it?

• Is there a recourse mechanism for patients that want to chal-
lenge a system output?
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When to conduct AI risk assessment?

AI risk assessments should consist of an iterative process conducted throughout the lifecycle of 
an AI system. 

1.
Early Risk 
Assessment

2. 
Vendor 
Discussions

3.
Prior to 
Production

4. 
System Changes and 
Updates

 
 

At the concept stage 
when a potential 
future project is con-
templated, it is best 
practice to assess the 
risk level and deter-
mine if it aligns with 
the organization’s 
level of risk tolerance.

 

Aligning vendors with 
your risk consider-
ations and expected 
mitigations early will 
help reduce later stage 
course corrections 
and promote a com-
mon understanding of 
the expectations with 
regards to responsible 
innovation.

 

The results of the Risk 
Assessment should 
guide the implemen-
tation requirements of 
the system. Suitable 
risk mitigation mea-
sures for all identified 
risks should be fully 
addressed prior to 
production.

 

Risk Assessments will 
require regular system-
atic updating whenev-
er system functionality 
or the scope of the AI 
changes.

The AI risk assessment process should be renewed and reviewed on a regular schedule to en-
sure that it reflects changes in regulations (see Module 3) and internal policies. It is good prac-
tice to incorporate the review and management of algorithmic risk processes within an estab-
lished data governance process. 

Best practice

Having a documented AI risk assessment process eliminates guesswork, provides estab-
lished accountability processes and enables organizations to more effectively determine the 
appropriate mitigation measures required for their system. Some core elements of the risk 
assessment include:

1. Identification of the known and foreseeable risks;

2. Measurable risk classification for each known and foreseeable risk;

3. Actionable mitigation measures that are proportionate to the risk level;

4. Identification of the known and prospective positive impacts of the AI system.
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PEOPLE POLICIES PROCEDURES

 
 
G. Guidance on Data Testing and Data Monitoring
The use of AI systems requires robust, diverse, and high-quality datasets to produce valuable and 
meaningful outputs. Ensuring rigorous data quality practices is essential for the success of any AI 
project. The aim of this guideline is to provide a checklist of the key elements required for a suc-
cessful data quality strategy.

How to use the checklist

This checklist suggests ways to help your organization develop responsible data practices when 
designing, developing, or deploying your AI system. It is meant to complement other existing 
data testing and monitoring processes that may already be in place within your organization. 

Category Guiding Considerations

Data collection • Know where the data has come from, the purpose for which it was collected and how 
it was collected.

• If using synthetic data, understand how it was created and its properties.
• Label the data with information including its provenance and intended purpose.

Data risk 
assessment

• Identify and document any possible data gaps or shortcomings.
• Establish the appropriate corrective measures where required.
• Undertake frequent data quality assessments throughout the entire lifecycle of the 

system.

Data quality 
indicators

Establish and document data quality standards to assess levels of data quality. This 
includes:
• Ensuring that the data is reliable, relevant and up to date;
• Verifying with domain experts whether your data is appropriate and adequate;
• Examining datasets in view of possible biases; and
• Ensuring that the data is representative of the people that will be using and affected by 

the system.
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Category Guiding Considerations

Model testing 
and monitoring

• Determine how to measure the performance of the model. The system should be 
able to demonstrate appropriate levels of accuracy, robustness and cyber security.

• The rationale for the chosen performance metrics should be documented.
• Maintain records of the levels of accuracy and other relevant accuracy metrics.
• Maintain audit logs each time the model is updated, including what may have 

changed in each version and how these changes could affect model outputs. Log-
ging capabilities should ensure a high level of traceability of the system’s functioning 
throughout its lifecycle.

• Establish documented processes to monitor, update and re-examine the model once 
it has been deployed.

• Determine the circumstances where it would be appropriate to have human oversight 
mechanisms built into the system. This could include human oversight measures to 
facilitate the interpretation of the outputs or otherwise disregard, override or reverse 
system outputs.

• In cases of high-risk systems, ensure the ability to intervene or interrupt the sys-
tem through a “stop” button, abort process or other similar procedure.

Interpretability • Where appropriate, determine how to translate outputs into plain-language expla-
nations. This could include how to effectively present performance metrics and 
error rates, and what variables were most relevant for a given determination.

• Determine what information you will proactively share so that users may make 
informed choices in advance of engaging with the system.

Accountability • Identify who in your organization is responsible for ensuring proper data quality 
processes and controls are in place.

Recourse • When appropriate, consider how individuals can opt out from being included in 
the data used either to train or run the AI system.

 
 

  
  
 

 
 

 
 

 
 

 

 

 
 

 

 

Conclusion

This module provides several practical considerations to build out a tailored, responsive and 
comprehensive AI governance framework, with corresponding accountability infrastructure to 
help your organization lead and mature with responsible AI. These guides are all suggested 
based on select international and national guidance for responsible AI (see Annex 1). Specific 
health care considerations will be included based on your internal and external consultations with 
key stakeholders, including clinicians and, where applicable, patients. 
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Annex 1: AI in Health Care Reading List 
What is AI and why there is much discussion about it?

 • Calo, Ryan, “Artificial Intelligence Policy: A Primer and Roadmap” (2017): https://lawreview.
law.ucdavis.edu/issues/51/2/Symposium/51-2_Calo.pdf

• Dafoe, Allan, AI Governance: A Research Agenda (2018): http://www.fhi.ox.ac.uk/wp-con-
tent/uploads/GovAI-Agenda.pdf

• PwC, “Sizing the Prize: PwC’s Global Artificial Intelligence Study” (2017): https://www.pwc.
com/gx/en/issues/analytics/assets/pwc-ai-analysis-sizing-the-prize-report.pdf

• Tegmark, Max, “Benefits & Risks of Artificial Intelligence,” Future of Life Institute (2016): 
https://futureoflife.org/background/benefits-risks-of-artificial-intelligence/

 

 

 
  

What is AI in health care?

 • CIFAR, Building a Learning Health System for Canadians: Report of the Artificial Intelligence 
for Health Task Force (July 2020): https://cifar.ca/wp-content/uploads/2020/11/AI4Health-re-
port-ENG-10-F.pdf

• McKinsey & Company, “Transforming healthcare with AI: the impact on the workforce and or-
ganizations” (2020): https://www.mckinsey.com/industries/healthcare-systems-and-services/
our-insights/transforming-healthcare-with-ai

• Medeiros, João, “How tech is reinventing healthcare,” Wired (2020): https://www.wired.
co.uk/article/future-of-health

 

 
 

What are some examples of AI used in health care?

 • Corbyn, Zoe, “The future of elder care is here – and it’s artificial intelligence,” The Guard-
ian (2021): https://www.theguardian.com/us-news/2021/jun/03/elder-care-artificial-intelli-
gence-software

• PwC, “What doctor? Why AI and robotics will define New Health” (2017): https://www.pwc.com/
gx/en/industries/healthcare/publications/ai-robotics-new-health/ai-robotics-new-health.pdf

• Walch, Kathleen, “The Increasing Use of AI in the Pharmaceutical Industry,” Forbes 
(2020): https://www.forbes.com/sites/cognitiveworld/2020/12/26/the-increas-
ing-use-of-ai-in-the-pharmaceutical-industry

• World Economic Forum, “How AI and machine learning are helping to fight COVID-19” 
(2020): https://www.weforum.org/agenda/2020/05/how-ai-and-machine-learning-are-help-
ing-to-fight-covid-19/

 

 

 

 

 

https://lawreview.law.ucdavis.edu/issues/51/2/Symposium/51-2_Calo.pdf
https://lawreview.law.ucdavis.edu/issues/51/2/Symposium/51-2_Calo.pdf
http://www.fhi.ox.ac.uk/wp-content/uploads/GovAI-Agenda.pdf?platform=hootsuite
http://www.fhi.ox.ac.uk/wp-content/uploads/GovAI-Agenda.pdf?platform=hootsuite
https://www.pwc.com/gx/en/issues/analytics/assets/pwc-ai-analysis-sizing-the-prize-report.pdf
https://www.pwc.com/gx/en/issues/analytics/assets/pwc-ai-analysis-sizing-the-prize-report.pdf
https://futureoflife.org/background/benefits-risks-of-artificial-intelligence/
https://cifar.ca/wp-content/uploads/2020/11/AI4Health-report-ENG-10-F.pdf
https://cifar.ca/wp-content/uploads/2020/11/AI4Health-report-ENG-10-F.pdf
https://www.mckinsey.com/industries/healthcare-systems-and-services/our-insights/transforming-healthcare-with-ai
https://www.mckinsey.com/industries/healthcare-systems-and-services/our-insights/transforming-healthcare-with-ai
https://www.wired.co.uk/article/future-of-health
https://www.wired.co.uk/article/future-of-health
https://www.theguardian.com/us-news/2021/jun/03/elder-care-artificial-intelligence-software
https://www.theguardian.com/us-news/2021/jun/03/elder-care-artificial-intelligence-software
https://www.pwc.com/gx/en/industries/healthcare/publications/ai-robotics-new-health/ai-robotics-new-health.pdf
https://www.pwc.com/gx/en/industries/healthcare/publications/ai-robotics-new-health/ai-robotics-new-health.pdf
https://www.forbes.com/sites/cognitiveworld/2020/12/26/the-increasing-use-of-ai-in-the-pharmaceutical-industry
https://www.forbes.com/sites/cognitiveworld/2020/12/26/the-increasing-use-of-ai-in-the-pharmaceutical-industry
https://www.weforum.org/agenda/2020/05/how-ai-and-machine-learning-are-helping-to-fight-covid-19/
https://www.weforum.org/agenda/2020/05/how-ai-and-machine-learning-are-helping-to-fight-covid-19/
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What are some unique risks and benefits that AI brings to health care?

 • Alberga, Hannah, “How can we keep algorithmic racism out of Canadian health care’s AI 
toolkit,” The Globe and Mail (2021): https://www.theglobeandmail.com/life/health-and-fit-
ness/article-how-can-we-keep-algorithmic-racism-out-of-canadian-health-cares-ai/

• Castets-Renard, Céline and Eleonore Fournier-Tombs, “AI must be used responsibly with 
vulnerable populations,” Policy Options (2020): https://policyoptions.irpp.org/magazines/sep-
tember-2020/ai-must-be-used-responsibly-with-vulnerable-populations/

• Deloitte, “The future of artificial intelligence in health care: How AI will impact patients, clini-
cians” (2019): https://www2.deloitte.com/us/en/pages/life-sciences-and-health-care/articles/
future-of-artificial-intelligence-in-health-care.html

• Gerke, Sara et al., “Ethical and legal challenges of artificial intelligence-driven healthcare,” 
Artificial Intelligence in Healthcare (2020): https://www.ncbi.nlm.nih.gov/pmc/articles/
PMC7332220/

• Wynants, Laure et al., “Prediction models for diagnosis and prognosis of covid-19: systemat-
ic review and critical appraisal,” British Medical Journal (2020): https://doi-org.ezproxy.library.
ubc.ca/10.1136/bmj.m1328

 

 

 

 

 

 

 

 

What are some ethical frameworks and toolkits currently available?

 • UK Data Ethics Framework by UK Government

• A Proposed Model Artificial Intelligence Governance Framework v2 by Singapore Personal 
Data Protection Commission

• Algorithmic Accountability Policy Toolkit - AI Now Institute

• World Economic Forum’s AI Board Toolkit EU High-Level Expert Group on Artificial Intelli-
gence: Trustworthy AI Assessment List

• AI Ethics Guidelines Global Inventory by Algorithm Watch

• Using Artificial Intelligence and Algorithms by the Federal Trade Commission

• AI Ethics Guidelines For Trustworthy AI by European Commission’s High-Level Expert Group 
on Artificial Intelligence (AI HLEG)

• Ethically Aligned Design for AI by IEEE

• Algorithmic Impact Assessment by Canadian Government

 

 

 

 

 

 

 

 

https://www.theglobeandmail.com/life/health-and-fitness/article-how-can-we-keep-algorithmic-racism-out-of-canadian-health-cares-ai/
https://www.theglobeandmail.com/life/health-and-fitness/article-how-can-we-keep-algorithmic-racism-out-of-canadian-health-cares-ai/
https://policyoptions.irpp.org/magazines/september-2020/ai-must-be-used-responsibly-with-vulnerable-populations/
https://policyoptions.irpp.org/magazines/september-2020/ai-must-be-used-responsibly-with-vulnerable-populations/
https://www2.deloitte.com/us/en/pages/life-sciences-and-health-care/articles/future-of-artificial-intelligence-in-health-care.html
https://www2.deloitte.com/us/en/pages/life-sciences-and-health-care/articles/future-of-artificial-intelligence-in-health-care.html
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7332220/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7332220/
https://doi-org.ezproxy.library.ubc.ca/10.1136/bmj.m1328
https://doi-org.ezproxy.library.ubc.ca/10.1136/bmj.m1328
https://www.gov.uk/government/publications/data-ethics-framework/data-ethics-framework
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-for-Organisation/AI/SGModelAIGovFramework2.pdf
https://ainowinstitute.org/aap-toolkit.pdf
https://ainowinstitute.org/
https://spark.adobe.com/page/RsXNkZANwMLEf/?fbclid=IwAR28cgx85tnc-S_vqr8sclWGJNn1G-TOmZyQY6y1-BVrYzIKjyrlNL6fZl4
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60440
https://algorithmwatch.org/en/project/ai-ethics-guidelines-global-inventory/
https://www.ftc.gov/news-events/blogs/business-blog/2020/04/using-artificial-intelligence-algorithms
https://standards.ieee.org/content/dam/ieee-standards/standards/web/documents/other/ead_v2.pdf
https://canada-ca.github.io/aia-eia-js/
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Annex 2: Five Privacy Considerations for AI Training 
and Operationalization
1. Consent

Canada’s privacy laws are largely based on a consent model. Depending on how personal informa-
tion is collected for use by AI systems, the authority to use such data may not be readily available. 
Moreover, obtaining informed consent to the collection, use and disclosure of personal information 
is a bedrock of Canadian privacy laws, both federally and provincially. It can be difficult to provide 
sufficient and accessible disclosure to obtain meaningful consent for AI in the health care context. 
Planning for AI becomes a matter of future compliance, where consent is needed. 

2. De-identifying data

While AI systems need large quantities of data for training and development purposes, these 
systems do not generally need identifiable data. The system consumes large datasets to identify 
trends and make predictions. As such, AI can ingest de-identified data for training purposes, and 
identifiable data are rarely needed. 

De-identifying data means that data are no longer identifiable to the individual. However, properly 
de-identifying data can be very difficult, as just a few data elements may be enough to re-identify 
the individual (e.g. it is possible to reconstruct a person’s face from an MRI scan). There are few 
helpful standards to guide appropriate de-identification of data. Moreover, some data points, 
such as genomics data, are impossible to de-identify but can be extremely valuable in building 
more personalized medicine. Planning for AI is becoming a health care imperative. 

3. Complying with individual rights under privacy laws

There may be insufficient mechanisms to action an individual’s access or correction request. Un-
der Canadian privacy laws, individual data subjects have the right to request access and correc-
tion to their personal information. Federal Canadian private sector privacy law is currently con-
templating a right of data deletion as well. Where data are co-mingled in large databases for the 
purposes of training AI algorithms, it may be too technically challenging to segment and provide 
that individual right of access and correction.82 

4. Safely transmitting the data

No transmission over the internet can ever be entirely free of the risk of breach. The idea of creat-
ing huge data lakes or data warehouses for AI training necessarily raises issues of data security. 
Copying and transferring data for AI analytics can increase the risk of a harmful data breach. 
Increasingly, we are finding technical solutions to data access across different data environ-
ments. We explore in Annex 5 the federated learning model that promotes access to data onsite, 
without ever moving or copying the data.

82 Ombudsperson British Columbia, and OIPC. 2021, Getting Ahead of the Curve. <online:https://www.oipc.bc.ca/special-reports/3546> 

https://www.oipc.bc.ca/special-reports/3546
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5. Inconsistent privacy laws

In Canada, private sector collection, use and disclosure of PHI would generally be covered under 
the Personal Information Protection and Electronic Documents Act (“PIPEDA”) (e.g. the PHI 
you provide to Apple Health). However, the collection, use and disclosure of PHI by a physician 
would be governed by that jurisdiction’s health privacy legislation, if one exists. The patchwork of 
Canadian privacy laws can make it difficult to mobilize good quality, diverse datasets of PHI from 
across Canada for the purposes of AI training. Annex 3 summarizes the various applicable health 
privacy laws in Canada. 
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Annex 3: Health Privacy Laws of Canada
Chart of Health-Related Privacy Legislation Per Province / Territory

Jurisdiction FIPPA Health Information Private Sector Privacy Legislation

BC
Freedom of Information and Protection 
of Privacy Act, R.S.B.C. 1996, c. 165

E-Health (Personal Health Infor-
mation Access and Protection 
of Privacy) Act, SBC 2008, c. 3

Personal Information Protection Act, SBC 
2003, c.63

AB Freedom of Information and Protection 
of Privacy Act, R.S.A. 2000, c. F-25

Health Information Act, R.S.A. 
2000, c. H-5

Personal Information Protection Act, S.A. 
2003, c.P-6.5

SK
Freedom of Information and Protec-
tion of Privacy Act, S.S. 1990-91, c. 
F-22.01

Health Information Protection 
Act, S.S. 1999, c. H-0.021

Personal Information Protection and Elec-
tronic Documents Act, S.C. 2000, c 5

MB

Freedom of Information and Protection 
of Privacy Act, C.C.S.M., c. F175

Personal Health Information 
Act, C.C.S.M., c. P33.5

Personal Information Protection and 
Identity Theft Protection Act, C.C.S.M., c. 
P33.7 (Royal Assent received September 
13, 2013 – not yet in force)

ON
Freedom of Information and Protection 
of Privacy Act, R.S.O. 1990, c. F.31

Personal Health Information 
Protection Act, 2004, S.O. 
2004, c.3, Schedule A

Personal Information Protection and Elec-
tronic Documents Act, S.C. 2000, c 5

QC

An Act Respecting Access to Docu-
ments Held by Public Bodies and the 
Protection of Personal Information, 
CQLR, c. A-2.1

An Act Respecting the Sharing 
of Certain Health Information 
SQ 2012, c. 23

An Act Respecting the Protection of Per-
sonal Information in the Private Sector, 
SQ 2012, c. 73

NB
Right to Information and Protection of 
Privacy Act, S.N.B. 2009, c R-10.6

Personal Health Information 
Privacy and Access Act, S.N.B. 
2009, c. P-7.05

Personal Information Protection and Elec-
tronic Documents Act, S.C. 2000, c 5

NS Freedom of Information and Protection 
of Privacy Act, R.S.N.S. 1993, c. 5

Personal Health Information 
Act, S.N.S. 2010, c. 41

Personal Information Protection and Elec-
tronic Documents Act, S.C. 2000, c 5

PE
Freedom of Information and Protec-
tion of Privacy Act, R.S.P.E.I. 1988, c. 
F-15.01

Health Information Act, 
R.S.P.E.I. 1988, c. H-1.41

Personal Information Protection and Elec-
tronic Documents Act, S.C. 2000, c 5

NL Access to Information and Protection of 
Privacy Act, 2015, S.N.L. 2015, c. A-1.2

Personal Health Information 
Act, S.N.L. 2008, c. P-7.01

Personal Information Protection and Elec-
tronic Documents Act, S.C. 2000, c 5

YU Access to Information and Protection 
of Privacy Act, R.S.Y. 2002, c. 1

Health Information Privacy And 
Management Act, SY 2013, c. 16

Personal Information Protection and Elec-
tronic Documents Act, S.C. 2000, c 5

NT Access to Information and Protection 
of Privacy Act, S.N.W.T. 1994, c.20

Health Information Act, 
S.N.W.T. 2014, c.2

Personal Information Protection and Elec-
tronic Documents Act, S.C. 2000, c 5

NU
Access to Information and Protection of 
Privacy Act, S.N.W.T. (Nu.) 1994, c. 20

Public Health Act S.Nu. 
2016,c.13 In force January 1, 
2020 except s.21,33,50(5)

Personal Information Protection and Elec-
tronic Documents Act, S.C. 2000, c 5

 

 

 

 
 

  

 

http://S.Nu
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Annex 4: Case Study – Use of Synthetic Data
The Clinical Practice Research Datalink (CPRD) is based in the UK and jointly sponsored by the 
Medicines and Health Products Regulatory Agency and the National Institute for Health Re-
search. The CPRD has generated high-fidelity datasets using a synthetic data generation and 
evaluation framework.

The research team behind this case study focused less on how to generate synthetic data and 
more on how to ensure the synthetic data was accurate, while still being privacy protective. From 
a privacy standpoint, the main concern is how to maintain a low risk of re-identification of the 
patient. Two key takeaways from the CPRD include:

1. Outliers

Synthetic data can only mimic real-world data; it is not a perfect replica. Here, two risks may 
occur: synthetic data may miss statistical outliers that turn out to be significant, or synthetic data 
mimics those outliers too well, which may lead to a greater risk of re-identification of the patients 
behind those data points. 

To counter both risks, statistical analysis of the at-risk samples within the data can be examined, 
to determine for each outlier or outlier group whether the risk of re-identification is too great, and 
the data points could be removed. 

2. Quality

Synthetic data may reflect the biases in the source data. It is difficult to know how a model will 
behave when it has many complex parameters that are not easily interpreted. This is known as the 
black box problem. 

The research team behind this case study examined the use of integration of resample, proba-
bilistic graphical modelling, latent variable identification, and outlier analysis, and found that it 
produced realistic synthetic data based on the UK primary care patient data (the source data). 
Synthetic data is emerging as a notable advancement in privacy engineering but requires vigi-
lance in its use.
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Annex 5: Case Study – Federated Learning
Algorithmic training can follow either of the below models to mitigate some of the risks noted 
in Module 2. 

“Federated learning makes it possible for AI algorithms to gain experience from a vast range of 
data located at different sites… Over the course of several training iterations the shared models 
get exposed to a significantly wider range of data than what any single organization possesses 
in-house.”83 

Federated Learning (FL) 84

Using the FL model, AI training takes place at 
each location where a dataset is located, i.e., AI 
training takes place at each hospital site. The in-
dividually trained algorithm is then transferred to 
a central location, where it is combined into one 
master algorithm.

PRO: eliminates the risk incurred 
when data is in transit

CON: requires each location to 
have AI training infrastructure

Split Learning (SL) 85

Similar to the FL model, AI training begins on site 
for each dataset. 

However, unlike the FL model, AI is only trained 
halfway. The rest is transferred to a centralized lo-
cation where the various half trained algorithms are 
combined, and then the algorithm is completed.

PRO: eliminates the risk incurred 
when data is in transit

PRO: more accurate than the FL 
model of AI training

CON: requires each location to 
have AI training infrastructure

 

83 Rieke, Nicola. 2019, What Is Federated Learning? <online:https://blogs.nvidia.com/blog/2019/10/13/what-is-federated-learning/>
84 Ibid.
85 Hao, Karen. 2020, A Little-Known AI Method Can Train on Your Health Data without Threatening Your Privacy. <online:https://www.technolo-
gyreview.com/2019/03/11/136710/a-little-known-ai-method-can-train-on-your-health-data-without-threatening-your-privacy/>

 

 

https://blogs.nvidia.com/blog/2019/10/13/what-is-federated-learning/
https://www.technologyreview.com/2019/03/11/136710/a-little-known-ai-method-can-train-on-your-health-data-without-threatening-your-privacy
https://www.technologyreview.com/2019/03/11/136710/a-little-known-ai-method-can-train-on-your-health-data-without-threatening-your-privacy
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Annex 6: Spotlight on AI Innovation
Spotlight #1: Mental Health Virtual Assistant (Eastern Health)

 

AI designed to assist health care workers navigate 
available services and resources
Opportunity

Recognizing that timely access to mental health services is a critical issue facing many front line 
workers, Eastern Health engaged in a project to determine whether an AI-based solution could 
improve the uptake and effectiveness of psychological support services. The aim was to leverage 
AI to improve employee knowledge of the mental health resources at their disposal and reduce 
the barriers to access. 

Solution
Eastern Health developed and implemented an employee virtual assistant (chatbot) that incorpo-
rates internal and external resources as well as Eastern Health’s peer support referral program. 
The chatbot, EVA (Employee Virtual Assistant), is able to interact with users by managing intake 
requests, identifying appropriate mental health tools and resources and making recommenda-
tions regarding relevant support services.

Partners and Funding
Eastern Health partnered with IBM and received funding from NL Workforce Innovation Centre 
(NLWIC) at the College of the North Atlantic (CNA) under the Canada/Newfoundland and Labra-
dor Labour Market Development Agreement.

Result
The number of employees accessing mental health tools and services increased dramatically. At 
its peak, over 800 users accessed EVA in one month, eventually normalizing at approximately 
200 users a month.

Lessons Learned
When making the business case for innovative technologies, it is important to not just focus on 
efficiency gains or returns on investments. A large part of the success of this initiative was due to 
the direct involvement of front line workers who experienced firsthand the challenges with exist-
ing processes. The use of AI cannot be isolated from the social challenges it has been designed 
to address. Keeping the AI initiative patient/human-centric will help facilitate senior management 
buy-in and promote greater organizational engagement.

Source: https://ri.easternhealth.ca/projects/improving-psychological-health-and-safety-in-health-care-workers-through-technology-based-support/

 

 

 

 

https://ri.easternhealth.ca/projects/improving-psychological-health-and-safety-in-health-care-workers-through-technology-based-support/
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Spotlight #2: Automated Cancer Screening Program Management (Eastern Health)

 
Using advanced analytics to automate process 
workflows and enhance the efficiency of patient 
service delivery.
Opportunity

With over 100,000 people getting screened for cancer every year, Eastern Health saw an oppor-
tunity to leverage technology to find a better way to support patients on their screening journey. 
Rather than having multiple disaggregated applications and independent datasets, Eastern 
Health built one integrated platform to have a single system of records for all cancer screening 
results. The aim was to enhance efficiencies by using advanced analytics to automate event 
queues, follow-up appointments, test summaries and result letters.

Solution

Eastern Health replaced five outdated legacy systems to develop one integrated analytical 
platform. By moving away from independent datasets that often required “cutting and pasting” 
information from one dataset to the next, Eastern Health was able to significantly reduce human 
error and streamline processes to significantly improve the quality of patient services.

Partners and Funding

Eastern Health partnered with Deloitte to deliver this solution.

Result

By using advanced analytics Eastern Health has improved the accuracy of processing test 
results, increased overall workforce efficiencies, and enhanced the overall effectiveness of the 
administration of cancer screening programs.

Lessons Learned

What has been done to date for cancer screening is only just the beginning. Once you start 
innovating and seeing what is possible, you quickly realize how much opportunity there is for 
further improvements and growth. Successful innovation requires ongoing trusted relation-
ships, close collaboration with clinical leadership, and good alignment between the business 
and technology partners.
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Spotlight #3: Scheduling Optimization for Cancer Appointments at Centre hospitalier de 
l’Université de Montréal 

 
An AI tool to optimize appointment scheduling in 
radio-oncology and medical oncology.
Opportunity

The current appointment scheduling process for chemotherapy and radiotherapy patients is 
complex and not optimal, resulting in long wait times, delays in patient treatment and increased 
costs associated with underutilization of Centre hospitalier de l’Université de Montréal (CHUM) 
treatment capacity. Further reasons to improve and innovate include:

• Improving patient care by reducing treatment delays that can have negative clinical consequences.

• Helping field teams plan better while dealing with the unexpected (appointment cancellations, 
machines breaking), leading to reduced risks of clinician fatigue/burnout and increased autonomy.

• Avoiding costs associated with underutilized treatment capacity by optimizing appointment 
scheduling.

 

 

 

 
 

Solution

GrayOS is a software that is integrated into the electronic health record and optimizes the sched-
uling of appointments through an algorithm.

Partners and Funding

The CHUM partnered with Gray Oncology and received funding from Scale AI and the Fonds 
de soutien à l’innovation en santé et services sociaux.
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Result

The tool is presently being tested for its value proposition:

• Reduction in waiting time (estimated at 20 per cent) and subsequent improvements in 
patient satisfaction

• Cost reduction and resource optimization

• Reduced costs associated with underutilization of resources relative to maximum treatment 
capacity / Increased number of patients treated with the same resources

• Reduced overtime costs

• Staff and team experience and wellness

Lessons Learned

When building and deploying AI tools, co-creation with all stakeholders is key from project 
conception. Involving frontline workers familiar with the organization’s day-to-day challenges, 
and having frequent and regular communication and workshops between industry partners and 
frontline workers is essential. This approach humanizes the co-development of the product, its 
deployment and its adoption.
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How can Canada Health 
Infoway help?

 

Infoway will continue to partner with hospitals, health care providers and research institutes in 
their efforts to integrate AI into clinical decision-making and hospital operations. Infoway will 
support AI implementers in the following areas: 

 • AI knowledge assets and specialized toolkits

• Facilitate access and connections to other AI stakeholders

• Sharing of Canadian success stories as well as lessons learned

• A forum for the development and collection of best practices across the implementer 
community

 

 

 

www.infoway-inforoute.ca

Get in touch
innovation@infoway-inforoute.ca

mailto:innovation%40infoway-inforoute.ca?subject=
https://www.facebook.com/CanadaHealthInfoway
https://twitter.com/infoway
https://www.linkedin.com/company/canada-health-infoway/
https://www.youtube.com/user/InfowayInforoute
https://www.infoway-inforoute.ca/en/
https://www.infoway-inforoute.ca/en/digital-health-initiatives/innovative-technologies/artificial-intelligence/toolkit-for-ai-implementers
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