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Organizations are creating increasingly complex security schemes to help protect against attackers. Users 
must navigate VPN restrictions, password requirements, server keys, and other security measures to access 
systems and get to work. While IT sees the security benefits of these measures, individual workers may view 
them as obstacles to productivity.

The temptation to get productive faster can lead to poor end-user decisions. Workers often reuse or adopt 
weak passwords, share credentials with coworkers, or create backdoors to simplify access, introducing risks 
that attackers can explore. The use of weak or stolen credentials is amongst the most popular mechanisms to 
initiate intrusion that can lead to privilege escalations and end up in data breaches or ransomware attacks.

Potential damage includes the financial cost of recovery and lost productivity, exposure of organizational, 
employee, and/or customer data, and damage to an organization’s reputation.

In this eBook, learn how identity management and a simpler approach to security, although not a silver bullet, 
can greatly mitigate the risks of cyberattacks while increasing the user productivity.

Introduction
In this eBook, learn how identity 
management can: 

Improve security

Help prevent ransomware breaches

Provide a better end-user security 
experience
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We are having an explosion of new apps and public 
cloud services organizations and employees can  
use to be more productive and innovative. Also,  
work from anywhere and from any device has 
become a key strategy for employee productivity  
and happiness. 

These trends introduce challenges for organizations 
to keep their data safe, due to the lack of traditional 
network and device management controls.

To overcome these challenges, organizations can 
introduce more friction—such as restricting access 
to data only in corporate issued devices or via 
VPNs. However, this also encourages users to find 
workarounds to overcome the productive hurdles. 

This new trend also increases the criticality of 
good identity and access management controls 
on organizations. In a world where employees can 
access systems from any place and any device, the 
use of stronger authentication and authorization is 
key in mitigating security breaches.

Most workers don’t realize how their actions can 
place the corporate data at risk and end up adopting 
weak credentials that can become the first step in a 
broader data breach or ransomware attack.

Preventing 
accidental 
vulnerabilities

of breaches are caused by 
stolen or weak credentials 

Verizon Data Breach Investigation Report 2021

81%

https://www.verizon.com/business/resources/reports/dbir/?AID=11365093&SID=oc5A05L8E%2FcFrofF6SHThP9RLpjDgOSkkJDuS7%2F9ibvwPWKzQLwIXeOJwNtpEkjn&vendorid=CJM&PUBID=9069228&cjevent=e6b5ddde06cb11ec813c000f0a1c0e0e&CMP=afc_m_p_cj_na_ot_21_99_affiliate-9069228_11365093&cjdata=MXxOfDB8WXww
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While there are many potential sources for vulnerabilities, identity attacks are amongst the most 
popular way to start an attack: Why identity  

is a key 
component in 
security attacks

At least

Verizon 2021 Data Breach Investigations Report

Cyber attackers deploy techniques such as 
phishing, spear phishing, credential stuffing, and 
password spraying to obtain initial access. After an 
account compromise, the attacker establishes an 
entry point to escalate privilege and move laterally 
to systems holding critical data. When a critical 
system is reached, the attacker either deploys the 
ransomware or exfiltrate confidential data.

of the data breaches involve 
weak or stolen credentials

of ransomware attacks 
involve weak passwords

61% 30%
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https://enterprise.verizon.com/content/verizonenterprise/us/en/index/resources/reports/2021-data-breach-investigations-report.pdf
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What is 
ransomware?

The term “ransomware” refers to a type of malware designed to shut down access to the organization 
data and infrastructure. Attackers typically target workers first as a way to reach the real target: the 
corporate infrastructure.

Once on the infrastructure, the attacker can trigger the ransomware code, locking down access to key 
systems and data.

A “ransom” is then sent to the organization demanding payment in exchange for access to the data. 
Most admins don’t discover the breach until the ransom has been sent, at which point the infrastructure 
is inaccessible.

A company is hit by 
ransomware every 

seconds11
Victims who pay typically 
recover just 

of 
their 
data65%

APCybercrime Magazine

https://apnews.com/article/joe-biden-europe-government-and-politics-technology-business-3b81e8116c42439566040a052617ad55
https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
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A data breach is a security incident in which 
confidential information—customer data, financial 
data, trade secrets, and intellectual property—is 
stolen. Like ransomware attacks, data breaches can 
start from identity attacks. However, it implements 
different techniques for exploitation. Data breaches 
don’t require code to be deployed. Data breaches 
require finding, accessing, and exfiltrating the 
confidential data.

Data breaches can hurt businesses and consumers 
in a variety of ways. Data breaches involving a 
company’s confidential data—i.e., trade secrets, 

financial numbers, IP—can lead to business and 
reputational losses. Data breaches of the company’s 
customers, depending on the information (i.e., credit 
card data, healthcare information, social security 
numbers) can threaten lives and be beyond repair.

What is a data 
breach?

days:
average time for 
respondents to identify 
and contain a breach

In 2021, data breach costs rose from 
USD 3.86 million to USD 4.24 million, 
the highest average total cost in the 
17-year history of this report.

287

IBM Security Data Breach

https://www.ibm.com/security/data-breach
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Identity 
management 
that’s invisible 
to users

While there are many potential sources for vulnerabilities, there is one common thread: human nature. 
Workers aren’t trying to circumvent security; they are trying to make their jobs easier. It doesn’t have to be 
an either-or situation, however.

It’s a better experience for end-users and 
better protection against ransomware 
attacks and data breaches. 

Most common infection types (US)*

*Multiple responses allowed  

Source: Safety Detectives

Spam/phishing 
schemes

Weak passwords/
access 
management

Poor end user 
practices

67% 30% 25%

Strong identity and access management (IAM) enables IT managers to place access restrictions to 
systems, resources, and functions that may be performed at the individual or group level. Benefits of this 
approach include:

– A simplified login process 
that reduces frustration and 
security fatigue.

– The ability to manage 
identities across multiple 
resource types.

– Admins retain full visibility 
into security, how it works, 
and the standards in play.

https://www.safetydetectives.com/blog/ransomware-statistics/>
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Streamline 
security with 
Okta Advanced 
Server Access

Okta Advanced Server Access (Okta ASA) provides the identity management services organizations need to 
protect their infrastructure and boost productivity. Because it is a Software as a Service (SaaS), Okta ASA 
removes the complexities inherent in managing server accounts, policies, and credentials, enabling admins to 
enforce least privilege across critical infrastructure resources. Okta ASA offers three core benefits:

We like the user experience with Okta, particularly 
Okta Verify’s push-based two-factor authentication. 
It’s more secure than SMS and better than figuring 
out other authenticator software.”

Identity as the  
cornerstone for security. 

Okta ASA provides a single 
solution for identity and access 
management. Admins can 
restrict access to specific 
infrastructure resources based 
on user identity. End users 
have a single login that ties 
back to all permissions.

Speed to deployment. 

Organizations need solutions 
now—not six months from 
now. With Okta ASA, IT can 
have servers up and running in 
just hours.

Additional layers of security.

Okta builds on AWS-native 
security by eliminating the 
need to manage credentials 
and shared accounts. End-
users no longer need to track 
passwords or manage server 
keys, reducing exposure

Alexander Dumitriu

Chief Information Officer

OkCupid



e-book Securing infrastructure through identity 9

Okta ASA 
QuickStart  
for AWS

The combination of Okta and Amazon Web Services (AWS) enables seamless and secure user and customer 
experiences across any organization. The Okta Advanced Server Access QuickStart for AWS accelerates 
Okta security adoption across AWS. It also provides an initial environment with Okta security over Amazon 
Elastic Compute Cloud (Amazon EC2) instances.

Okta ASA QuickStart enables users to:

– Add secure access to AWS 
with Single-Sign-On, Adaptive 
Multi-Factor Authentication, 
and Privileged Access Control.

– Automate account lifecycle 
management with granular and 
time-based access permissions 
to Amazon EC2 instances.

– Meet compliance with 
privileged access management, 
automated account 
provisioning, granular access 
control, and auditing for 
Amazon EC2 instances.

 
It all adds up to an additional layer of security that builds upon the strong foundation of AWS.

Centralized access 
to AWS accounts 
and resources

Automatic provisioning 
of users and groups into 
AWS Single Sign-On 
(AWS SSO)

Strong MFA for 
secure access to 
AWS applications

Cloud-first, zero-trust 
access management 
for Amazon EC2 
instances
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Fewer data 
breaches, less 
ransomware risk
Okta and AWS provide the network security organizations need to mitigate ransomware 
and data breaches. A simplified interface provides a better end-user experience without 
sacrificing administrative control. Plus, fast deployment times means faster time to work. 

https://aws.amazon.com/marketplace/pp/prodview-r4vzqg4bgndda
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