
Reducing risk: 
The case for stronger 
identity and access 
management 

Cyberattacks are on the rise, 
driven in large part by 
ransomware and data breaches.

Anatomy of an 
identity-based breach     

Okta is a single trusted 
platform to secure 
every identity

The most popular ways to start an attack? By exploiting users via 
phishing schemes and by obtaining weak or stolen credentials:    

How identity access 
management (IAM) helps

of the data breaches involve 
weak or stolen credentials*

of ransomware attacks 
involve weak passwords*

As a leader in IAM, Okta provides the 
security controls to shut the front door of 
many ransomware and data breach attacks: 
weak or stolen identities.     

Okta Single Sign-On and Adaptive 
Multi-Factor Authentication ensures users 
are accessing only what they need, when 
they need, and with the right level of risk. 
Okta Advanced Server Access (Okta ASA) 
extends the Okta capabilities to the 
infrastructure, reducing the likelihood of 
lateral movements and privilege escalation 
via identities. 

Get systems secure in days—not months with our 
SaaS service and our catalog of 7,000+ 
out-of-the-box integrations 

Gain full security control and visibility into all SaaS 
apps and servers, regardless of where they are hosted

Manage resource permissions on the backend 
based on the individual's identity

Give your users a simplified, single access for IT 
and infrastructure assets without sacrificing 
security on the backend

Add an extra layer of Risk-Based Multi-factor 
authentication to SaaS apps, infrastructure, and 
AWS resources 

Accentuating value 
with Okta and AWS

Add Okta's Single Sign-On (SSO), 
Adaptive Multi-Factor Authentication 
(MFA), and Privileged Access Control 
to secure access to Amazon EC2, 
eliminating the use of static keys and 
credentials to access the 
infrastructure. 

Automate account lifecycle 
management with granular and 
time-based access permissions to 
Amazon EC2 instances, tightening 
security at scale.

Meet compliance regulations with 
privileged access management, 
automated account provisioning, 
granular access control, and audit to 
your Amazon EC2 instances.
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A good IAM solution 
implements security for 
systems and the infrastructure 
on-prem and in the cloud. It 
leverages strong Multi-Factor 
Authentication, and risk signals 
– user behavior, if access is 
coming from an unknown 
location, the darknet, or an 
unrecognized device, to 
determine the access outcome. 

Ex. Phishing/spear phishing, credential 
stu�ng, or password spraying

Establishes an entry point to escalate 
privilege and move laterally to systems 
holding critical data

Deploys the ransomware or exfiltrate 
confidential data 

Because authentication is a 
requirement for most attacks, 
the use of strong identity 
contributes to mitigate both 
ransomware and data 
breaches, and is considered 
across all industries, one of the 
essential cyber security 
controls to be established.  

Quick Time 
to value

Single-view 
administration

Credential 
control

Optimal login 
experience

Additional 
security

Together, Okta and AWS deliver the Okta 
Advanced Server Access QuickStart for AWS.

The QuickStart accelerates Okta security 
adoption across AWS, providing an initial 
environment with Okta security over Amazon 
Elastic Compute Cloud (Amazon EC2).

Find Okta in AWS Marketplace

*Source: Verizon 2021 Data Breach Investigations Report 

https://aws.amazon.com/marketplace/pp/prodview-r4vzqg4bgndda
https://enterprise.verizon.com/content/verizonenterprise/us/en/index/resources/reports/2021-data-breach-investigations-report.pdf

