
ENHANCING
CUSTOMER ENGAGEMENT  

IN A TIME OF RECOVERY

A recent study of nearly 700 CIOs and technology executives from the 
world’s largest organizations reveals that as customer behavior has 
shifted since the world has changed, technical and cultural barriers 

are preventing companies from delivering the seamless digital 
experiences their customers are seeking

A RESEARCH REPORT
from Okta and HMG Strategy

Largest Leading Independent Executive Community



Largest Leading Independent Executive Community2

EXECUTIVE SUMMARY

Customer behavior has drastically evolved due to a global pandemic. Consumers are looking for ways 
to navigate the friction points in digital experiences while also seeking the comfort and reassurance of 
human interactions more than ever in a time of global uncertainty. 
 
Customers have dramatically increased their use of digital channels since March, with most categories 
such as groceries, apparel, and household supplies seeing 10 percent growth or higher, according to 
McKinsey.
 
HMG Strategy has partnered with Okta to gain a deeper understanding of how customer interactions 
have changed over the past several months, along with the opportunities and challenges that must be 
overcome to strengthen customer engagement. The participants conducted an online survey during 
Q3 2020 with responses from 691 CIOs and technology executives at many of the world’s largest 
organizations. The survey gauged the level of engagement companies have had with customers since 
March, along with the primary operational, technical, and cultural factors that are restricting or enabling 
effective customer interactions through digital channels with both customers and business partners.
 
The results of the study have been startling. For instance, while 89 percent of technology executives 
characterize the level of experience that customers have with their company as either ‘delightful’ or 
‘very good,’ many survey respondents cited a number of barriers to achieving deeper, more meaningful 
engagement with customers. These include:
 
• The challenges associated with interacting securely with customers and business partners via digital 

channels
• Organizational policies that prevent or restrict customers and business partners from utilizing specific 

digital tools to interact with the company
• Technical or integration issues that have limited or hindered digital communications with customers or 

business partners
• The inability of companies to properly identify and respond to customers and business partners in 

digital channels
 
The security challenges are due, in part, to how many organizations spun up new applications to meet 
customer demand for digital capabilities for today’s market landscape, and attempted to bolt on security 
as an afterthought or continued using existing applications that haven’t kept pace with the rapid 
evolution of Internet-scale attacks.
 
“Executive teams need to address security from the get-go in the application development process and 
throughout the application stack by applying a security-first mindset,” says Jiong Liu, Director of Product 
Marketing, Customer Identity at Okta.
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The ability for companies to engage effectively with customers across digital channels will take on even 
greater importance in the future. As customers and companies expand their use of digital technologies, 
a resounding 84 percent of respondents to the HMG Strategy-Okta survey say they expect most, if not all, 
interactions with customers and business partners to take place in digital channels through mid-2021 and 
beyond.
 
This report will share the key findings from the survey conducted by HMG Strategy and Okta, along with 
recommendations on how best to overcome the challenges of interacting effectively with customers in the 
digital environment.

RIdING HIGH wITH CUSTOMER ENGAGEMENT

CIOs and technology executives who responded to the HMG Strategy-Okta survey give strong ratings to 
the level of experience that customers are having with their organizations, with 89 percent characterizing 
those experiences as either ‘Delightful’ or ‘Very Good.’
 
“We are seeing a massive uptick in the level of engagement with customers — higher than we’ve ever 
seen,” says Okta’s Liu. She attributes this spike to how companies in industries ranging from automotive 
to education have had to rethink the customer journey as their organizations have had to shift to a digital-
first approach. Nevertheless, the technical and cultural challenges we cited earlier are preventing or 
slowing companies from taking customer engagement to the next level.

Source: ‘Enhancing Customer Engagement in a Time of Recovery,’ a study of 691 CIOs and technology executives conducted by HMG Strategy and Okta. 
July 2020.

How would you rate the level of experience your customers have with your organization?
691 Responses

Very Good

60%

417
Delightful

29%

198
Fair

10%

69
Below Average

1%
6

Terrible

0%

1
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MAKING — ANd MAINTAINING — dIGITAL CONNECTIONS wITH CUSTOMERS

As we mentioned earlier, 84 percent of respondents to the HMG Strategy-Okta survey say they expect 
most if not all interactions with customers and business partners to take place in digital channels instead 
of in-person through mid-2021 and beyond. In order to ensure that their organizations are fully engaging 
with customers online via chat, mobile, collaboration and other technologies, decision-makers need to 
conquer the technical and operational challenges that we’ll be outlining in the next section of this report.

What are your expectations for physical vs. digital interactions with customers and business 
partners over the next two years?
691 Responses

I would expect most if not all 
interactions with customers and 
business partners to take place 

digitally for the foreseeable 
future until a COVID-19 vaccine is 

approved and on the market

42%
293

I would expect most interactions 
with customers and business 
partners to occur via digital 
channels through July 2021

24%
169

I expect to see a gradual shift 
back to in-person, face-to-face 

interactions with customers and 
business partners as regional 

economies continue to open up

16%
112

I would expect most interactions 
with customers and business 
partners to remain digital for 

years to come

9%
65

I would expect most interactions 
with customers and business 
partners to occur via digital 

channels through 2022

8%
52

Source: ‘Enhancing Customer Engagement in a Time of Recovery,’ a study of 691 CIOs and technology executives conducted by HMG Strategy and Okta. 
July 2020.
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TACKLING THE TECHNICAL ANd CULTURAL 
BARRIERS TO CUSTOMER ENGAGEMENT

Marketing and other teams are pulling out all the stops to keep customers engaged during these trying 
times. And it’s not just about delivering the right experience to the right customer at the right time.

In order to strengthen customer engagement, CIOs and technology executives must help their companies 
to overcome the technical and cultural barriers that are preventing their organizations from interacting 
effectively with their full range of customers — including key business partners and highly-profitable 
target customers. 

The technical challenges cited by HMG Strategy-Okta survey respondents include an inability among 
companies to act on customer feedback and customer data (behavioral and transactional) as 
productively as they could be (as cited by 18 percent of respondents). 

Meanwhile, an even greater percentage (21 percent) of CIOs and technology executives say their 
companies don’t deliver seamless omnichannel experiences to customers. This includes making it easy 
for customers to move from one channel (web page) to another (chat) to research a product or service or 
receive support.  

Leveraging CIAM to Strengthen Customer Engagement

There are four critical elements where Customer Identity and Access Management (CIAM) tools can help 
executives to rethink their organizations’ customer-facing experiences, said Liu. 

The first is around designing an elegant customer experience, which begins with the customer’s first 
touchpoints with the company. 

“Oftentimes, I see these really long registration forms where you’re forced to answer 20 to 30 questions 
just to start a relationship with a company,” says Liu. “That’s heavyweight and most customers will drop 
before they complete.”

Modern CIAM tools should have simple registration and progressive profiling features that allow 
companies to tailor the customer journey to each customer and to the specific application, such as 
signing up for frequent flyer miles or downloading a mobile banking application.

The second element is about speed — speed to development and speed to customer success. 
Homegrown systems used by many companies create artificial barriers that inhibit the need for speed in 
today’s real-time business environment. 
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“If you rely on on-premises or roll your own systems for access to customer data and applications, there’s 
a lot of development work that needs to occur. It can take months, if not years, of effort and put ‘go live’ 
times at risk,” says Liu. 

Having the right out-of-the-box components for authentication and user management and a flexible set 
of development tools can also ensure that all stakeholders in an organization that touch the customer 
experience can be successful.  

Third, CIAM tools can enable technology leaders to ensure that they’re building trust with customers by 
protecting customers’ privacy while simplifying the customer experience. “Privacy-by-design principles 
should carry forward in the customer journey,” says Liu. So, as customer-facing leaders go about 
designing the customer experience, Liu advises executives to consider whether to request a particular 
piece of customer information at the front-end of the customer journey or whether that information can 
wait until later in the journey when the customer has developed deeper trust with the company. Further, 
organizations should tightly couple their CIAM tools with best-of-breed privacy tools to ensure end-to-end 
compliance with regulations such as GDPR, CCPA, and PIPEDA.

Fourth, leaders need to think through the full digital customer experience, remove any points of friction 
and modernize the experience. Bolting analog processes to a digital customer experience will only 
result in an awkward experience for the customer and a lost opportunity for the business. For example, 
organizations can leverage the fact that a customer routinely interacts with them from the same device or 
IP address to avoid prompting that user to login. Additionally, Liu recommends incorporating state-of-the-
art cloud infrastructure technologies that are flexible and can dynamically scale to meet shifting customer 
demand.

Taking a methodical approach to digital customer engagement — including adopting and implementing 
modern CIAM tools — can help companies craft the types of experiences that keep customers loyal. In 
the next section of this report, we’ll take a closer look at the technical and operational factors that are 
making it difficult for companies to interact effectively with customers and business partners, along with 
examples of leading companies that are truly succeeding with customer engagement and how they’re 
utilizing CIAM tools to do so. 

“You want to ensure CIAM admins have an easy experience for 
accessing customer identity information since we know that 
a good employee experience will lead to a positive customer 
experience.”

— JIONG LIU, Director of Product Marketing, Customer Identity Okta
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ACCELERATING THE dIGITAL PIVOT

While many Fortune 500 companies had already shifted to digital business channels before the pandemic 
the shift to social distancing and remote work has further accelerated the digital pivot for many 
organizations. For instance, 96 percent of respondents to the HMG Strategy-Okta study say that COVID-19 
has either moderately or dramatically accelerated the use of digital channels by both customers and 
business partners. 

How has COVID-19 impacted your organization’s ability to accelerate to digital business
channels?
691 Responses

Our organization had already 
shifted to digital business 
channels, but COVID-19 

accelerated the use of these 
channels by both our customers 

and business partners

46%
319

We have seen a moderate 
increase in the use of digital 
business channels by both 

customers and business partners

25%
173

It has dramatically accelerated 
the expansion of digital business 

channels

24%
169

We have experienced a downturn 
in the use of digital business 
channels since COVID-194%

30
Source: ‘Enhancing Customer Engagement in a Time of Recovery,’ a study of 691 CIOs and technology executives conducted by HMG Strategy and Okta. 
July 2020.
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TACKLING THE OBSTACLES TO dELIVERING EXCEPTIONAL CUSTOMER 
EXPERIENCES

While nearly half (47 percent) of respondents to the HMG Strategy-Okta survey believe that their organizations 
already deliver optimal experiences to customers, more than half of technology executives cited limitations 
such as an inability to deliver seamless omnichannel customer experiences along with an inability to act 
quickly and effectively on customer feedback and customer data as the prime inhibitors to delivering an 
optimal customer experience.

0 100 200 300

What factors prevent your organization from delivering the best possible customer experience?
691 Responses

We already deliver exceptional
customer experiences 47%323

We don’t deliver seamless omnichannel customer
experiences (ability for customers to move easily

from one communication channel to the next) 21%145

We don’t act on customer feedback and customer
data as effectively as we could be 18%121

We lack customer identity management
capabilities 9%64

We’re not customer-focused - we’re not good
at delivering customer experiences by

placing ourselves in the customer’s shoes 5%38

Source: ‘Enhancing Customer Engagement in a Time of Recovery,’ a study of 691 CIOs and technology executives conducted by HMG Strategy and Okta. 
July 2020.
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BREAKING PAST THE BARRIERS  
TO CUSTOMER ENGAGEMENT

While the level of interactions that companies have with their customers has remained fairly strong, there 
are still organizational policies as well as technical and operational factors that inhibit more interaction. 
Ultimately, these factors prevent companies from realizing the full potential of customer relationships. 

According to the HMG Strategy-Okta survey results, 76 percent of CIOs and technology executives 
characterize the level of interactions their organizations have had with customers and business partners 
as either ‘Very Strong’ or ‘Fairly Strong.’

However, technology executives also cited the following technical and operational challenges associated 
with interacting with customers and business partners through digital channels since the work-from-home 
environment went into effect. These challenges include:

• Difficulties interacting securely with customers and business partners (31 percent)
• Organizational policies that prevent or restrict customers and business partners from utilizing specific 

tools (e.g. collaboration tools) to communicate with the company (31 percent)
• Technical or integration issues that have limited or restricted digital communications with customers 

and business partners (23 percent)

For many organizations, technology costs contribute to restrictive company policies for using certain 
technologies to interact with customers. “Oftentimes, executives look at the direct license costs associated 
with technologies and don’t look at the full sum of costs they should be looking at,” says Liu. These 
include additional development work to customize the technology as well as user churn from poorly 
designed customer journeys. 

“There are always a lot of hidden costs with these systems that need to be looked at,” says Liu. That’s why 
she advocates a best-of-breed approach for acquiring applications and tools. “A best-of-breed approach 
can be more cost effective and avoid these hidden costs.”

Solving Integration and Access Issues

Delivering seamless interactions with customers and business partners often requires a 360-degree view 
of their identity and real-time response to actions they may take. And creating these interactions in a 
secure, scalable, and frictionless manner presents significant challenges.

For instance, having to build identity integration into existing apps and services and tying that identity 
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into an organization’s marketing, security, and application development ecosystems can shift the focus 
away from other value-add business activities. These activities can be streamlined and automated by 
applying world-class CIAM tools to tailor the customer journey in real-time, enabling the company to 
go to market faster while strengthening both B2B and B2C relationships. This includes the ability to 
integrate into hybrid on-premises and cloud-native applications so that companies don’t have to abandon 
investments made in legacy systems.

Moreover, while a variety of methods exist for customer identity management, most of these techniques 
are difficult to scale to the levels required by this massive shift to digital. Or worse, they create 
customer and partner friction by shifting too much work and burden on users and IT teams. A more 
holistic approach to identity that is tightly coupled to an organization’s technology ecosystem, allows 
organizations to interact with customers and partners securely and seamlessly across the customer 
journey.

In today’s ever-changing business landscape, companies need the agility to respond quickly to shifting 
customer behaviors and market trends. The strategic use of CIAM tools enables organizational leaders 
to accelerate their digital transformation strategies while strengthening relationships with both business 
partners and consumers. 

In the final section of the report, we’ll explore the technologies that survey respondents deem as the most 
useful in helping their organizations to surmount the most pressing digital interaction challenges we just 
covered.
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STRENGTHEN — dON’T INHIBIT — CUSTOMER INTERACTIONS

Executive perceptions around the difficulties in interacting securely with customers and other technical and 
operational factors are inhibiting the number of interactions companies have with their customers and 
business partners.

It has been very strong

It has been fairly strong

It has not noticeable changed

It is down slightly

It has dropped significantly

500 100 150 200 250 300

How would you characterize your organization’s level of interaction with customers and
business partners since COVID-19?
691 Responses

41%285

35%244

9%62

9%61

6%39

What are the primary operational or technical factors that have created challenges for your
organization’s ability to interact through digital channels with customers and business 
partners since work-from-home went into effect?
691 Responses

31%
216

Organizational policies 
that prevent or restrict 
customers and business 
partners from utilizing 
specific digital tools to 

interact with our 
company (e.g. 

restrictions against 
using certain 

collaboration platforms)

Technical or integration 
issues that have limited 

or prevented digital 
communications with 
customers or business 

partners

23%
160

Our inability to properly 
identify customers and 
business partners in 
digital channels

14%
99

Challenges associated 
with interacting 

securely with customers 
and business partners

31%
216

Source: ‘Enhancing Customer Engagement in a Time of Recovery,’ a study of 691 CIOs and technology executives conducted by HMG Strategy and Okta. 
July 2020.
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CUSTOMER ENGAGEMENT 
— THE ROAd AHEAd

As decision makers look to further strengthen their digital customer engagement strategies, a critical first 
step is ensuring that the organization has the right tools in place to properly identify both customers and 
business partners in the digital channels that they use.

Respondents to the HMG Strategy-Okta survey overwhelmingly (65 percent) cited CIAM tools as their 
preferred technology to tackle their digital interaction challenges, followed by customer data integration 
technologies (9 percent) and customer data platforms (9 percent).

Going forward, as the future of work continues to remain highly distributed, CIAM tools can help 
organizations with their digital customer interactions in multiple ways.

“If you think about the way we access customer information — which is often the most valuable 
information companies have — employees typically interact with this data based on whether they’re 
located inside the four walls of the company or as a customer agent working remotely,” says Okta’s Liu. 
“We need to remove those walls and base their access on who they are, the levels of access they should 
have, and the type of information they’re looking to use to best determine the level of access they should 
have.”

 As executives look for ways to strengthen engagement with customers and business partners, they also 
need to gain deeper insights into how the digital customer journey has evolved. The use of CIAM tools can 
enable decision makers to identify each customer or business partner at each stage of their journey (e.g. 
when visiting the company’s web pages for product information). 

By better understanding what customers are looking for at each stage of their buying journey, companies 
can simplify the customer journey and prevent any snags on the path to purchase. 

“It comes back to the transformation of the customer journey,” says Liu. “How do we make it simple for 
customers to register for and sign into their experiences with any device?” This includes assigning a risk 
level or value for each customer during their experience. “If a customer is transferring $10,000 from one 
account to another, the right level of security must be in place to protect that transaction and strengthen 
the customer’s trust,” adds Liu.

Finally, customer engagement and the customer experience aren’t the domain of a single function within 
the company. There are multiple components that go into delivering an exceptional customer experience 
— from the DevOps teams that are supporting the organization’s infrastructure to the engineering and 
product owners who are defining and building the customer experience, along with the marketing teams 
that are charged with crafting the right messaging to customers. 

“This all goes up to the C-level and to the board,” says Liu. “So, when you think about the customer 
identity solution you’re going to use, it’s typically addressed from a tactical standpoint. Instead, it should 
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be looked at from a strategic standpoint across all of these different touchpoints within the organization 
that contribute to supporting the customer journey.” 

In the end, it’s not products and services that are the sources of your company’s revenues. It’s your 
customers. 

SUCCEEdING wITH dIGITAL CUSTOMER ENGAGEMENT

Respondents to the HMG Strategy-Okta survey convincingly identified CIAM tools as the #1 technology that 
can help them tackle the technical and cultural challenges they face when interacting with customers across 
digital channels.

Which of the following technologies would help your organization to address the digital 
interaction challenges cited in the previous questions? (1=highest; 4=lowest)
691 Responses - Top Six Selections Shown

1: Customer Identity and Access Management 
(CIAM) technologies

2: Customer Data Integration technologies
3: Data Management Platforms

4: Customer Data Platforms

242
1: Customer Identity and Access Management 

(CIAM) technologies
2: Customer Data Integration technologies

3: Customer Data Platforms
4: Data Management Platforms

45

1: Customer Data Integration technologies
2: Customer Identity and Access Management 

(CIAM) technologies
3: Data Management Platforms

4: Customer Data Platforms

39
1: Customer Data Platforms

2: Data Management Platforms
3: Customer Data Integration technologies

4: Customer Identity and Access Management 
(CIAM) technologies

35

1: Customer Data Platforms
2: Customer Identity and Access Management 

(CIAM) technologies
3: Customer Data Integration technologies

4: Data Management Platforms

35
1: Data Management Platforms

2: Customer Data Platforms
3: Customer Data Integration technologies

4: Customer Identity and Access Management 
(CIAM) technologies

25

Source: ‘Enhancing Customer Engagement in a Time of Recovery,’ a study of 691 CIOs and technology executives conducted by HMG Strategy and Okta. 
July 2020.

“If you think about the way we access customer information — which is often the most 
valuable information companies have — employees typically interact with this data based 
on whether they’re located inside the four walls of the company or as a customer agent 
working remotely. We need to remove those walls and base their access on who they are, 
the levels of access they should have, and the type of information they’re looking to use to 
best determine the level of access they should have.”
— JIONG LIU, Director of Product Marketing, Customer Identity Okta
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Okta is the leading independent provider of identity for the 
enterprise. The Okta Identity Cloud enables organizations to 
securely connect the right people to the right technologies at the 
right time. With over 6,500 application integrations, Okta customers 
can easily and securely use the best technologies for their business.  

HMG Strategy is the world’s leading digital platform for connecting 
technology executives to reimagine the enterprise and reshape the 
business world. Our regional and virtual CIO and CISO Executive 
Leadership Series, authored books, and Digital Resource Center 
deliver unique, peer-driven research from CIOs, CISOs, CTOs and 
technology executives on leadership, innovation, transformation, 
and career ascent.

The HMG Strategy global network consists of over 400,000 senior IT 
executives, industry experts and world-class thought leaders. 

To learn more about the 7 Pillars of Trust to HMG Strategy’s unique 
business model, click here. 
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